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PE®EPAT

Brimmycknast kBanmpuKkamonaasi paboTa COACpKUT 57 JTUCTOB MAIIAHOIIHUC-
HOTO TeKcTa, 25 wimoctpanuii, 13 Tabmmi, 31 UCTOYHUK JTUTEPATYPHI.

Kmouessie cnoBa: KYPCOBAS PABOTA, KOMIIBFOTEPHBIE KOM-
MYHUKAIUN U CETU, METOAUYECKUE YKA3AHUS, KOPIIOPATUB-
HAS CETb, BUPTY AJIbHBIE MAIIMHBI.

OO0beKTOM UCCIENOBaHMS SIBISETCS Tpolecc OOYy4YeHUs CTYJIEHTOB IIO
HamnpasyieHuto noarotoBku 44.03.04 IlpodeccuonanbHoe oOydeHue (1o oTpac-
asMm), mpoduiis moarotToBku «MHMOpMaTHKa W BBIYMCIHUTENbHAS TEXHUKA» IMPO-
bummzanun «KOMIBIOTEpHBIE TEXHOJIOTHUI.

IIpeamMeTrom uccieoBaHUs — METOAMYECKUE YKa3aHUsl K KypcOBOM padoTe
0 TUCIUTUINHE KOMITBIOTEPHBIC KOMMYHUKAINH U CETH.

Hear — pa3paboTarb METOIMYECKHE YKa3aHUs U 0Opaszel BbIOJIHEHHUS
KypcoOBOM paboThI Mo gucuuIuinHe « KomnbroTepHble KOMMYHUKAIIUU U CETH.

JIJist MOCTHKEHUS TAHHOM 11e7TM ObUTH BBITTOTHEHBI CICAYIONINE 3aa4H

1. Tlpoananu3upoBaHa y4eOHO-METOAMYECKAs U TEXHUYECKask JTOKyMEHTa-
U TIO TEME PadOTHI;

2. CTpyKTypupOBaH y4ueOHBIH MaTepual Mo TeMe;

3. PazpaboTanbl METOAMYECKHUE YKa3aHHUS K KypcOBOMl paboTe MO JUCIIH-
winHe «KoMImbroTepHble KOMMYHUKAITUU U CETH;

4. PaspabotaH 00pa3ell BHIOIHEHUS KypPCOBOM pabOThI

5. KypcoBas pabota anpoOupoBaHa Ha CTyICHTAX, U3YYAIONUX JUCITUTIIH-

HY «KOMHLIOTepHLIe KOMMYHHKAIIUH U CCTH.
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BBEJAEHUE

TexHOIOTMH KOMMBIOTEPHBIX KOMMYHHKAIIMA W3y4alOTCs CTYyJICHTaMH
HarpasiaeHus moarotosku 44.03.04 [podeccuonansuoe obydeHue (1o OTpacisam),
npoduiist noaArotoBku «MHpopmaTka U BBIYUCIHUTENIbHAS TEXHUKA» Npoduinza-
mun «KommbeloTepHble TeXHONOTUU». bynymue memarorn mpodecCHOHATLHOTO
oOy4eHHs JOJIKHBI YMETh MPOEKTUPOBATH KOPIIOPATUBHBIE KOMIIBIOTEPHBIE CETH,
BBINIOJIHATh AHAJIU3 WX CTOMMOCTH U BIQJETh TEXHOJIOTMSIMHU BUPTYaJIU3alLIUU.
KypcoBasi pa6ota mo mucnumuimHe «KOMIBIOTEpHbIE KOMMYHHKAIIUA W CETH»
0000111aeT BCe 3HAHUS M YMEHUS B 00JIACTH CETEBOTO M CUCTEMHOTO aJIMUHHUCTPU-
pOBaHUS, MOYYECHHBIC CTYJIEHTAMH TOCTE N3YUEHUS TUCIUTUTNH «OneparuoHHbIe
CUCTEMBD», « AIMUHUCTPUPOBAHUE BBIYUCIUTEIBHBIX CUCTEM U CETE» M TUCIIU-
IuHbI «KOMITBIOTEpHBIE KOMMYHUKAIIUUA U CETH.

AKTyanbHOCTh PabOThI 00YCIIOBIIEHA TE€M, YTO, BBITIOIHSIS KYpPCOBYIO pabo-
Ty, CTYACHTBI JOJKHBI MPUMEHUTh BCE MOJIyYCHHbIC paHee 3HAHUS B €IUHOM,
CJIO)KHOM U TPAKTUKOOPHUEHTHUPOBAHHOM MpOEKTe. Takoil MpOeKT BO3MOXKEH, BO-
MIEPBBIX, 32 CYET MPUMEHEHHSI COBPEMEHHBIX MPOTPAMMHBIX CPEICTB BUPTYaIn3a-
U OTIEPAITMOHHBIX CUCTEM M CUMYJIAIIMU pabOThl CETEBOr0 000pYA0BaHUS U, BO-
BTOPBIX, OJlarojaps MPUMEHEHHIO COBPEMEHHBIX MEJarorHYeCKUX TEXHOJOTHM,
TaKuX KaK METO/]I MMPOEKTOB, B KOTOPOM CHUMYJIUpYyeTCs paboTta otTnena uHdpopma-
ITUOHHBIX TEXHOJIOTHH.

BrinonHenne gaHHOW KypcOBOW pabOThHI, B OTIWYHE OT MpOaHATU3UPOBAH-
HBIX aHaJoToB, (OPMHUPYET HE TOJBKO YMEHHS, KOTOPBIE UCIOIB3YIOTCS MPU TI0-
CTpOEHHH OOJIBLINX CEeTeH, HO U YMEHHS IPE3eHTOBaTh, 000OCHOBAThH U YOEIUTH 3a-
Ka34MKa B 11eJIECO00Pa3HOCTH MPOEKTA.

O0BeKT nccjIe0BaAHUA: MPOIECC O0YUYEHUSI CTYACHTOB IO HAIPaBJICHUIO
noarotoBku 440304 «KomrmbroTepHble TEXHOJIOTHN» AucHUIUIMHE «KoMmbroTep-

HbIC KOMMYHUKAIIUU U CCTH.



IIpenmer ucciaen0BaHusi: METOIUYECKHE YKA3aHUS K KypCcOBOW paboTe mo
JUCLHUIIIMHE KOMIIBIOTEPHBIE KOMMYHUKALUU U CETH.

Heab padorei: pa3padoTaTh METOAMUYECKHUE yYKa3aHUS M 00pasell BbINOJIHE-
HUS KypCcOBOM paboThl 1o nqucturuinie «KoMnbroTepHble KOMMYHUKAIIUU U CETH.

3agaum padoThI:

1. TlpoananuzupoBaTh y4eOHO-METOJMYECKYIO U TEXHUYECKYIO TOKYMEH-
TaAIUIO IO TeMe pabOThI.

2. CrpykTypupoBaTh yueOHBIN MaTepual o TeMe.

3. Pazpabotath MeTOAMYECKHE yKa3aHHUA K KypCOBOW paOOThHI MO AMCIIHU-
winHe «KoMnbroTepHble KOMMYHHUKAUU U CETHY.

4. TlpenoctaBuTh 0Opa3zell BBIOJHEHUS KYpPCOBOM pabOTHI.

5. AnpobupoBaTh KypcOBYI pabOTy Ha CTyJEHTaX, M3y4dalolU[uX AMCILIH-

IJIMHY ((KOMHB}OTeprle KOMMYHHKAIIUU U CCTH.



1 MPOEKTUPOBAHMUE KOPIIOPATUBHBIX
KOMIIbIOTEPHBIX CETEH

1.1 Ananus JquTepaTypbl M HHTEPHET-HCTOYHUKOB

['maBHOW TIPOOIEMON KOMIIBIOTEPHBIX TEXHOJIOTMM SIBIISAETCS TO, YTO OHHU
pPa3BUBAIOTCS B OYEHb OBICTPOM TeMIIE U OOJBITMHCTBO YYCOHUKOB CTAHOBUTHCS
HE aKTyalbHbIMU. B ydeOHMKAX MOKHO HAMTH TOJIBKO OINKMCAHUE W OCHOBHBIC
NPUHIUIBL PAOOTHl TEXHOJIOTHI, a MPAKTUUYECKUX MPUMEPOB B OOJIBIIMHCTBE CITY-
4aeB OHMW HE conepkar. IMEHHO MOATOMY CaMylo aKTyaldbHYI0 WH()OPMAIUIO MBI
MOYEM B35ITh TOJIbKO U3 MHTEPHET-UCTOYHUKOB. B MHTEpHET UCTOYHUKAX MBI MO-
KEM HAWTU KOHKPETHBIE MPUMEPhI HACTPOEK Ha KOHKPETHOM 000PYI0BaHUHY.

DnextponHbiid pecypc «Cosnanue ceteir VLAN Ha kommyTtaropax Catalyst»
[19]. B nanHOM pecypce COAep HUTCS MHPOPMALUSA O BUPTYAIbHBIX JIOKAIbHBIX
CETAX: OMpPE/CIICHHE BUPTYaAJIbHOW JOKAJIbHOM CETH, 00JacTh MPUMEHEHHUS, WUH-
dbopmalHio Mo HACTPOMKE BUPTYaIbHBIX JIOKAJIBHBIX CETEH HA KOMMYTATOpax M
MapuipyTtu3atopax komnanuu «Cisco». Ho He paccMmarpuBaercst B3auMOJEHCTBUE
BUPTYaIbHBIX JIOKAIBHBIX CETEU C IPYTUMH TEXHOJOTHUSIMHU.

B «PykoBoactBe mo npoektupoBannto OSPF» [17] omnwceiBaeTcst IPHHIIMIL
paboThl OOMIETIPUHATOTO MPOTOKOIA JUHAMUYECKOW MapuipyTus3anuu. boibiias
4acTh MaTepHualia -3TO HHCTPYKIMU [0 HACTPOMKE MPOTOKOIA JHMHAMUYECKOU
Mapuipytuzanuu. [Iporokon OSPF sBisieTcs OTKPBITHIM M OECIIJIaTHBIM, 10 3TOU
IPUYUHE [0 HEMY MOXKHO IPOCTO M OBICTPO HalTH yueOHbIe mocobus. [Ipumepom
SBJISIETCS DJIEKTPOHHOE yueOHOEe 1MocoOue, BBIMOJHEHHOE CTYIeHTKON Poccuiicko-
ro TOCyAapCTBEHHOTO mpodeccuoHanbHo-Tieqarorudeckoro yumpepcurera O.C.
KopHeBckon «/lnHamuyeckas MapmpyTu3anus B KOPIIOPATUBHBIX KOMITBIOTEPHBIX
ceTsax». B aToM mocobum He mpeArnoJiaraeTcsl BHIMOJHEHUE MOJTHOTO MPOEKTa I0

HACTpPOMKE KOPIOPaTUBHOM ceTH [5].



Eme oavH MpOTOKOA OWHAMHUYECKOW MapLIPyTH3alUU OINKUCAaH B CTAaThe
«IIpotokon EIGRP (ycoBepuieHCTBOBaHHBII BHYTPEHHHI MPOTOKOJ MaplIpyTH-
3alMu 1UTI030B)» [16]. MuHYC MpOTOKOJIa B TOM, YTO OH MpeAHAa3HAYEH I 000-
pyaoBanusi pupmel «CisCo INC.» 1 maHHBIN pecypc HE pacCMaTPUBAET €ro CBS3H C
JIPYTUMH TEXHOJIOTHUSIMU.

[IpountaB «OOIIKME CBEICHHUS O MPOTOKOJIE OBICTPOTO CBS3YIOIIETO JepeBa
(802.1w)» [15] MOXkHO pa3BUTh B ceOe TaKOW HABBIK, KAK YMEHHE HACTPOMTH CO-
CTOSITHUE TIOPTOB BO BCEX TPEX BO3MOXKHBIX PEXKUMAX PAOOTHI.

ArperupoBaHue€ KaHaJIOB ONMCAHO B cTaThe «ballaHCcHpOBKa 3arpy3Ku KaHa-
na EtherChannel u u30bITo4HOCTD Ha KOMMYyTaTopax Catalysty [15].

JIJist HacTpOMKKM BBIXOAAa B MHTEPHET M OpPraHu3alliy JIOCTYMa K JOKaJIbHBIM
pecypcam opraHu3aluu U3 TI00albHOM ceTH OYyIEeT HACTPOEH MOCie MPOYTEHHS
pykoBojicTBa «HacTpoiika TpaHcsiiuu ceTeBbiX aapecoB: Hauano padbotsn» [16].

Marepuan TpPEeNOCTaBIEHHBIM B JJIEKTPOHHOW KHUTre «J/lMHamuueckas
HacTpoiika mapameTpoB cepsepa DHCP» [4] mo3BOJUT HaM HACTPOHMTH Ha HaIEM
obopynoBanuu texHonoruro DHCP, oTBeuaronyro 3a aBTOMaTuuecKoe HazHaye-
Hue DHCP-knueHTaMm MHOrOKpaTHO-HCNonb3yeMbIx [P-agpecos.

Onucanue pa®oTel TexHojoruu BupTyanusanuu Hyper-V B Windows 10
o IpoOHo onucano Ha pecypce «Hyper-V B Windows 10» [26].

Bce nHTepHET-UCTOYHUKH coepKaT UH(POPMALIMIO 10 TEXHOJIOTHIM, KOTO-
pbie OyAyT MPUMEHATHCS WM MO KpalHeW Mepe yUMThIBAThCA CTyACHTaMu IpU
BBIMOJIHEHUH KYpCOBOTro mpoekTa. OOIuM HEeI0CTaTKOM IPOaHaIU3UPOBAHHBIX
UHTEPHET-UCTOYHUKOB SIBJIICTCA WX Y3Kas HaIPaBJICHHOCTb: TEXHOJIOTMH pac-
CMaTPUBAIOTCSI HE CUCTEMHO, 0€3 CBSI3U C pealibHbIM 000PYJI0BaHUEM, HAJACKHBIM
CETEBBIM JM3alHOM U MEPCIEKTUBON JIabHENIIEro oocyxuBanus. B nctounmnkax
MPEACTABISACTCS CKOpee 0030p BO3MOXXHOCTEH TOM WJIM MHOW TEXHOJIOTHHU, U HE
YUUTBHIBAIOTCS] HIOAHCHI €€ MPUMEHEHHUSI B PEAJIbHBIX KOPIOPATUBHBIX KOMITbIOTEP-

HBIX CCTAX.



1.2 AHanu3 MeTOAMYECKHX YKa3aHUIl MO BBINOJHEHUIO KYPCOBOii

paﬁoTbI o JTUCIMIIIMHE «KOMHLIOTeprIe KOMMYHHUHKAaIUHU U CETH»

AHanmM3 METOAUYECKUX YKa3aHUW MMPOBEACH 10 CIEAYIOIIUM KPUTEPUSAM:

® aHAJIMTHYECKas 4acTh, K KOTOPO OTHOCUTBHCA 3aa4M aHAIM3a KOpIopa-
TUBHOU CeTU. TUIMYHBIMU pe3yJbTaTaMU UX BBIIIOJHECHUS SIBIISIIOTCA TaKHE JOKY-
MeHTHI Kak: [P-mnan, ¢pusnueckas cxema ceTu, CIUCOK 000pyA0BaHNUS;

® TEOpeTUYECKas 4acTb, B KOTOPOW OIMUCHIBATHCS CETEBBIE TEXHOJIOTUU U
CTaHJAPTHI, IPUMEHSAEMBIE K KOPIIOPATUBHOM CETH C YYETOM BBIOPAHHOIO 000pY-
JIOBaHUS;

® [PAKTUYECKas YaCTh, B KOTOPOU CTYAEHTHI BBIIIOJIHSIOT IIOUCK, CHCTEMA-
THU3AIMI0 U 0POPMIICHHE TIO TeME PabOTHI;

e pabora ¢ o0OpynOBaHUEM, B KOTOPOW OTOOpaHHbIE Ha MPEIbIIYLIUX
3Tamax 000pyAOBaHHUE U TEXHOJOTUHU JTUO0 HACTPAUBATHCA HA peaIbHOM 000pyI0-
BaHUU, MO0 SMYJIUPYIOTCS, INOO MOAETUPYIOTCS B IPOrPAMMHOM CUMYJIATOPE;

e paboTa B KOJUIEKTHBE, CUMYJUpYyIOLas padoTy oTaena WH(pOpMalHUoH-

HBIX TexHoJIoTHH (Tabnwmma 1).

Tabmuna 1 — CpaBHUTENbHAS XapaKTEPUCTUKA METOIMYECKUX YKa3aHUI

HaunmenoBanune
y4eOHOT0 3aBEICHUS

Anxanutu-
qeckas
4acThb

Teopernue-
CKasl 4acTb

IIpakTuue-
CKas 4acTb

PaGora c
obopymoBa-
HHUEM

PaGora B
KOJUUIEKTUBE

CBIKTBIBKAPCKU I
Llennromno3Ho-
BymakubIil TeXHU-
KyM

Ky3neuxuii ungy-
CTPUAJIbHBINA TEXHU-
KyM

KasmuuBoackuii
WHCTUTYT CEPBHCA

YenssOuHCKUM TOCY-
JApCTBEHHBIN YHU-
BEPCUTET

Poccuiickuii rocy-
JTapCTBEHHBIN TIPO-
¢deccronambHO-
eqarornyecKui




YHUBEPCHUTET | | | | |

Bo Bcex paccMoTpeHHBIX KypCcOBBIX paboTax Hanboliee CiiadbiM MECTOM SIB-
JISTFOTCSI:

® TIPaKTUYECKas 4acTh, KOTOPAs MPEICTaBlIeHA KaK MPAaBUIIO TOJBKO pede-
parowm;

e paboTta c 000py/I0BaHKHE OTCYTCTBYET;

e KypcoBas paboTa BBIMOJHICTCS WHAMBHIYaTbHO, pad0Ta B KOJUICKTHBE

OTCYTCTBYET.

1.3 O6uue TpeGOBAHUS MO CO3TAHUIO METOAUYECKUX YKAZAHUI

Metoauyeckue yka3aHus NPEACTaBIAIOT coOO00H 0COOBIM 00pa3oM CTPYKTY-
PUPOBaHHYIO MH(POPMALIMIO U SBIISIIOTCSA YacThO padoveil mporpaMMbl TUCHUILIU-
Hbl. XOTS HET CTPOrux TpeOoBaHUM K MX O(OPMIIECHUIO, U OHO MOXET ObITh BbI-
MOJIHEHO B MPOU3BOJILHON (opMe, Ha3HAUEHUE YKa3aHUW B TOM, YTOOBI O3HAKO-
MUTh CTYICHTa C OCHOBHBIMHM KOMITOHEHTaMHU Oyy1ieil paboThI.

Meronnueckue yka3aHusl JTOJDKHBI MMETh TOYHBIA aapec (ykKa3zaHue Ha To,
KOMY OHM a/Ip€COBAHBI: MeJaroraM, pOJUTENsIM, KIIACCHBIM PYKOBOJIUTENSM U T..)
COOTBETCTBEHHO 3TOMY PETJIAMEHTHUPYETCS TEPMUHOJIOTHSI, CTUJIb, 00bEM METO-
JAYECKUX YKa3aHUMU.

Meroanueckue peKOMEHAAMU KaK BUJ METOJUYECKON MPOAYKIIMH UMEIOT
CJIEIYIOLLYIO CTPYKTYPY:

® TUTYJIbHBIM JIUCT;

® aHHOTAILUS;

e cBeneHus 00 aBTOpax;

® TOSICHUTEJIbHAS 3aIIUCKA;

® CoJlepKaHUE;

® CIIMCOK PEKOMEHIYEMOW JIMTEPATYPHI IO JAHHON TEME;

® NPWIOKEHUS (MpU HEOOXOAUMOCTH).



Ha tutynbHOM nucTe AOIKHBI ObITh 0003HAYEHBI:

® Ha3BaHUE YUPEKACHUS (B MOPSAIKE HUCXOASIIECH TOJIMHEHHOCTH);

e Ha3BaHME (C MOMETKON O BHUJIE€ METOJUYECKOMN MPOIYKIIUA — METOANYE-
CKHE PEKOMEH/IAIINHN );

e ®UO, 10mKHOCTH aBTOPA;

® Ha3BaHHE ropoja;

® T10J] pa3paboOTKH.

Annortanusa. Ha BTOpoM nucTe BBEpXy NMPHUBOIUTCS aHHOTAIWS, BKIIIOUYAIO-
11asi JJAKOHUYHbBIE CBEJICHUS O:

® CyTH paccMaTpHMBaeMbIX BOMPOCOB (HAMpHUMeEp, YKa3bIBaeTCs, UYTO JaH-
HBIE METOJIMYECKUE PEKOMEHIAIMH TMOCBSIICHBI METOAMKE opranm3anuu MHTep-
HET-OJIMMITUAJTBI JIJIS1 IITKOJIbHUKOB TI0 9KOJIOTHUH);

® TIpeIHAa3HAYCHHH JaHHBIX METOJUYECKUX PEKOMEHIAIMi (KaKyl Io-
MOIIIb ¥ KOMY NPU3BaHa OKa3aTh HACTOAMIAs paboTa — IIKOJBHBIM YUUTENSIM, Tie-
JaroraM JOTIOJTHUTEIHHOTO 00pa30BaHUs, 3aMECTUTEISIM TUPEKTOPOB 1O BOCIIUTA-
TEJILHOU paboTe);

® HCTOYHHKE MPAKTUYECKOTO OTBITA, MOJOKEHHOTO B OCHOBY PEKOMEH/1a-
1ui (yKa3atb, 4eil OIBIT MOJ0KEH B OCHOBY METOJIUYECKUX PEKOMEHIAIINN );

® BO3MOXHBIX cdepax MPHIOKEHUS MPEIaraéMoro BHJla METOIUYECKOU
OPOAYKIHH (B KaKUX OOJIACTSAX 3HAHUS U NIEATEIHPHOCTU MOTYT OBITh HCITOJIb30Ba-
HbI JIaHHBIC PEKOMEH AN ).

Csenenust 00 aBTopax. BHU3y BTOpPOTro JIMcTa NOMEIIAIOTCS CBEACHHS 00 aB-
tope (aBTopax): ®HO, nomxHOCTh, MeCTO padOThI, KBATU(PUKALIMOHHAS KaTEropus
WM Hay4Has CTeNeHb, KOHTaKkTHas uHpopmarwms (e-mail).

[TosicHuTenpHas 3aMucKa JOHKHA COEPHKATh CIEIYIONIYI0 HH(DOPMAIINIO:

e 000CHOBaHWE aKTYaJIbHOCTH Pa3pabOTKW JaHHBIX METOJUYECKHX PEKO-
MeHJAIui (371eCh 11eecoo0pa3Ho AaTh KPATKUN aHAU3 MOJIO0KEHUS JIeTT TI0 U3yda-

€MOMY BOITPOCY: YTOYHUTh, KAKOBA CUTYyalMs 10 U3y4aEMOMY BOIIPOCY, OXapakKTe-
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pHU30BaTh MPAKTUYECKYIO 3HAYMMOCTD MpeiaraeMon padoThl; pa3bsiCHUTh, KaKylo
MOMOILb 1 KOMY MOTYT OKa3aTh HACTOSIIINE METOAUYECKUE PEKOMEHAALINH);

® OMNpefeieHre UENH COCTABICHHUS METOJUYECKHX PpPEKOMEHJaluuin
(HanpuMep, OKa3aTh METOAMYECKYIO MOMOIIb MeIaroraM-mpakTUKaM; COCTaBUTh
QJITOPUTM MOATOTOBKH U ITPOBEACHUS U JIP.);

® KpaTKOE OMUCAHME 0’KUJIAEMOI0 PE3yJibTaTa OT UCIOJIb30BAHUS JAHHBIX
METOAMYECKUX PEKOMEHIAlNI;

e 000CHOBaHHE OCOOCHHOCTEW M HOBU3HBI IpeiaraeMoil paboThl B CpaB-
HEHUU C APYTMUMH MOJOOHBIMU pa3pabOTKaMH, CYIIECTBYIOIIMMHU B AaHHOW 00Jia-
CTH.

CopepxaHre METOJAMYECKUX PEKOMEHIAIM MOXET ObITh CBSI3aHO C CaMbl-
MU Pa3HOOOpa3HbIMU BOMNPOCAMU: PEIICHUEM OTAEJIbHOM MNEeAaroruuyeckou mMmpo-
OJIeMbl, TTPOBEJICHUEM MACCOBBIX MEPOIPUSATUN, OpraHU3aIueil TeTHEN KaMIIaHuH,
IPOBEJCHUEM Yy4e€OHO-UCCIIEI0BATENbCKOW PAOOTHI, U3YYEHHUEM OTAEIBHBIX TEM
y4eOHOH TUCHUIUIMHBL U T. . [lo3TOMy copepxaHue METOAMYECKUX PEKOMEHa-
Uil He UMeeT 0CO00 PEeriaMEeHTUPOBAHHOM CTPYKTYPBI M MOKET M3JIaratbesi B J10-
CTaTOYHO NPOM3BOJILHOM (hopme. Llenecoobpa3Ho ero CTpyKTypupOBaTh B CIEMY-
OLLIEH JIOTUKE U3JI0KECHUS:

e onucaTh (Ha OCHOBE COCTOSIBILETOCS OMbITA JESATEIbHOCTH), YTO UMEHHO
peKOMeHyeTCs JeaTh 0 UCCIEAYEeMOMY BOMPOCY (MO3TAMHO) U Kak (C MOMOIIbIO
KaKuX OpM U METOJIOB);

® JlaTh COBETHI 10 PEIICHHUIO OPraHU3alMOHHBIX BOMIPOCOB (pa3paboTka
maHa padoThl U T. 1.), MaTEPUAIbHO-TEXHUYECKOMY, (PMHAHCOBOMY, KaJIpPOBOMY
00€eCIeUeHNIO OMMCHIBAEMOT0 BUJIA A TENbHOCTH;

® BBIWICHUTH HanboJiee TPyAHbIE MOMEHTBI B OPraHU3alMKM U IPOBEACHUU
ONMKCHIBAEMOTO BUJIA IEATETLHOCTH (MUCXO/I U3 UMEIOIEroCs OMbITA);

® [peroCTEPEYb OT TUIMYHBIX OLIMOOK.

Cnucok peKoMEeHIyeMOH JIUTepaTyphl 1O JIAaHHOW TEME COCTaBJISIETCS B all-

q)aBI/ITHOM mopAaKe, B COOTBECTCTBHUU C COBPCMCHHBIMU IIPpaBUIaMH O(bOpMJIeHHH
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OoubnnorpaduyecKux CIUCKOB, KOTOPBIE MPEICTABICHbI B OTIENIbHOI IJIaBe JaH-
HOT'O U3JIaHUS.

[IpunoxeHus BKIIOYAIOT MaTepuaibl, HEOOXOAUMBIE ISl OpraHu3aluu pe-
KOMEHJyeMOr0 BHUJA JEITEIbHOCTU C HMCHOJb30BAHUEM JAHHBIX METOJIUYECKHX
PEKOMEHIAIMM, HO HE BOIIEAIINX B OCHOBHOM TEKCT. B 4ncCie MpUnoKEeHU! MOTYT
OBITh IJIAHBI IPOBEJICHUSI KOHKPETHBIX MEPONPUSITHI, TECTOBBIE 3a/1aHHSI, METOJIU-
KM CO3[IaHUs NMPAKTUYECKUX 3aJaHUM, IPUMEPHBIE BOIPOCHI K UTPaM, KOHKypCaM,
BUKTOPUHAM, METOJIMKH ONpENeNIeHUs pe3yJbTaTUBHOCTU PAOOThI, CXEMbl, IHa-
rpaMMbl, KapThl, ¢Gororpaduu, mpuMepHas TEMaTUKa OTKPBITBIX MEPONPHUITHH,
3KCKypcuii, pedepatoB u ap. IlpusnoxeHus pacnojaraiorcs B caMoM KOHIE pado-
Thl B MOPSJKE UX YIIOMUHAHUA B TekcTe. Kaxkoe npuiokeHre HauMHaeTcs ¢ Ho-
BOW CTpaHUIlbl. B mpaBOM BEpXHEM YTy CTPAaHUUBI NUIIYT CJIOBO «lIpuimoxenue»
U CTaBsT €ro HOMEp WM 00O3HAYaroT 3arjlaBHOW OYyKBOW pycckoro aidaButa
(manpumep, «IIpunoxenne 1» umm «lIpunoxenne A»).

Texunuyeckue TpeboBaHUS K OPOPMIICHHIO TEKCTA METOIUYECKUX PEKOMEH-
Jalum:

e (dopwmar A 4;

® OpHUEHTAlUs — KHWXXHAS;

® [I0JISI: BEpXHEE, HUKHEE, TPABOE€ — 2 CM, JIEBOE — 3 CM;

® HOMEpa CTpaHUll — apaOCKUMH U pamMu, BHU3Y CTPAHULIbI, BBIPABHU-
BaHME I10 LIEHTPY, TUTYJIbHBIN JIUCT BKIIOYAETCS B OOLIYI0 HyMEPAIIHIO;

o mpudt -Times New Roman;

e BpicoTa mpudTa-12 (14) kermns;

e KpacHas ctpoka -1,27 unu 1,5 cm;

® MEKCTPOYHBIM UHTEPBAJ — OAWUHAPHBIN WM MOJYyTOPHBIN;

® JCKIIFOYUTH [IEPEHOCHI B CIOBAX;

® BBIPABHUBAHHE TEKCTAa — MO IUPUHE;

L4 H€O6XOI[I/IMO CJICA0BAaTh OCHOBHBIM IIpaBUJIaM KOMIIBIOTCPHOI'O Ha60pa.
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1.4 Tleparornyeckoe NpoeKTHPOBAHKME B PO eCCHOHAIBHOM 00y4YeHUH

B nay4HO# nuTeparype 10CTaTOYHO HIMPOKO IMPEICTaBIEHbI TOJXO0/IbI K I1€-
JarOrMYeCcKOMY MPOEKTUPOBAHHUIO.

HccnenyroTcst TEOPETUKO-METOJ0IOTUYECKUE TTOIXOIbI:

® [IPAKCEOJIOTMUYECKUN MOAXOJ OTpakaeT M3Y4eHHE BO3MOYKHOCTEW IIO-
BbIIIEHUsT 3()(PEKTUBHOCTU MPOLECCOB, OLEHKY 3((EKTUBHOCTH MOCTPOECHHBIX
KOHUEIIIUHN TPOECKTUPOBAHUS,

® JIeATEIBHOCTHBIA TMOAXOJ TO3BOJISIET HCCIENOBAaTh BCE CTPYKTYpPHBIC
KOMIIOHEHTBI AESITEIbHOCTU MPOECKTUPOBIIMKA (1I€]Ib, 0OBEKT, MPEAMET, CYObEKT,
CpeICTBa, METO/IbI, 3TAIlbl, PE3YJIbTAT);

e MOpQOJOTUYECKUI TOAXO0J AAaeT BO3MOXXHOCTH YETKO TMPEICTaBUTH
CMBICJIOBBIE €JIMHUIIBI OOBEKTa MPOCKTHUPOBAHUS, YCTAHOBHUTH IOCIIEIOBATEIb-
HOCTb, PACKpBITh UX COJIEP)KAHUE, BBIACIUTh B3aUMOCBSA3H MEXAY HUMH U peaju-
3yeMble PYHKIIUU.

Jliig menaroruueckoi cepbl XapakTepHO OTCYTCTBHE €IMHOTO MOHUMAHUS
KaTeropuu MpoeKkTupoBaHus. [lemarornueckoe MpoOeKTUPOBAHUE TPAKTYETCS KaK:

® MPOLECC «BBIPAIMBAHMS) HOBEUIIUX (OpM OOIIHOCTH TEAAroros,
yyalxcs, nearorndyeckoi 00IecTBeHHOCTH, HOBOTO COJEPKaHUS U TEXHOJIOTH
o0Opa3oBaHMsl, CHOCOOOB U TEXHOJIOTHI MeJarornyeckoil 1esTeIbHOCTH U MbILLIE-

HUA,

b

®  JIeATENBbHOCTh, HAIIPaBJIEHHAs: Ha pa3paboOTKy U peanu3alnio o0pa3oBa-
TEJNbHBIX MPOEKTOB, MO KOTOPHIMU MOHUMAETCS 0(OPMIICHHbIE KOMIUIEKCHI HHHO-
BaIlMOHHBIX HJIeH B 00pa30BaHNH, B COIMATHLHO-TIEJATOTUYECKOM JIBIKEHUH, B 00-
pa30BaTENIbHBIX CUCTEMAX U MHCTUTYTAX, B MEJIaroTHYeCKUX TEXHOJOTHSIX U Jes-
tenpHOCTH (H.B. Bopucosa);

e IpeABapuTENbHAs pa3pab0TKa OCHOBHBIX JAETaleil, MPeACTaBIISIOMINX

JesTenbHOCTh yuammxcs u negaroros (B.C. be3pykosa);
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®  COJEp)KATEJIbHOE, OPraHU3ALMOHHO-METOJINYECKOE,  MaTepUalbHO-
TEXHUYECKOE, COLHUAIBbHO-TICUXOJIOTUYECKOEe O(OpPMIIEHHE 3aMbIClia pealln3aluu
LEJIOCTHOTO pELIEHUsI MeIarorniyeckor 3ajauu, KOTOPOE MOXKET OCYHIECTBISTHCA
Ha SMIIUPUYECKOM, UHTYUTUBHOM, OIBITHO-JIOTHYECKOM U HAYYHOM YPOBHSIX;

®  [[EJICHAIpaBIICHHAs ACATEIbHOCTD I€/Iarora 1o CO3JaHuI0 MPOEKTa, KO-
TOPBIN MPEACTaBISET COOONW MHHOBAIIMOHHYIO JESTENbHOCTh (MOJENb) NEAaroru-
YEeCKOM CUCTEMbl, OPUEHTUPOBAHHON Ha MacCOBOE HCIIOJIb30BaHUE.

[lenarornyeckoe NPOEKTUPOBAHUE B IIHUPOKOM CMBICIIE MOKHO OIPEIEIIHUTh
KaK BUJI MPOPECCUOHAIIBHON JEATEIbHOCTH MeJarora, HalpaBJIeHHON Ha Ipeojo-
JIEHHE MOCTOSIHHO BO3HHUKAIOMIMX IPOTUBOPEUU BO B3aUMOCBSI3H NEAArOrHYeCKOM
HAyKW U MPAKTUKU, BKIIOYAIONIUN B c€0s1 TaKUe MPOIIECChl KaK IMarHOCTHKA, MPO-
THO3UPOBAHMKE, LIENIEN0IaraHue, MOHUTOPUHT, MOJEINPOBAHNE, KOHCTPYHUPOBAHUE,
MPOTPaMMHUPOBAHUE U TaK JaJiee.

[IpoekTupoBaHue — CI0XKHAas, MHOTOCTylIeHYaTas jaesTenbHocTh. CoBeplia-
€TCSl OHAa KaK pAJ MOCIEI0BATENbHO CIEAYIOMIMX APYr 3a Apyrom 3tamoB ((as,
CTymeHel), TpuoIKas pa3paboTKy MPEACTOsIIeH AeATeIbHOCTH OT OOIIeH HeH,
3aMbICIIa, MOJEIH K OMUCAHUIO YCIIOBUM, IPU KOTOPBIX MOXKET OBbITh MOJTYYEH I0-
JIC3HBIN TIEJIarOTHYECKUN Pe3ysbTaT. DTOT Pe3yibTaT BHICTYIAET KaK CHCTEMOO0O-
pazyroniuit haxTop, onpeaeSomUi BCIO 1S TEIbHOCTb.

Ha3naueHnue nenarornyeckoro MnpoeKTUpPOBaHUS — pa3padoTaTh, CO3AATh,
CKOHCTPYHPOBATh U JOBECTH 3aMbICEN JIO MIOJIE3HOIO NEAArOrMYECKOro pe3yJsapTaTa
B MIPAKTUKE KOHKPETHBIX MEJarOrMUeCKUX CUCTEMAX.

Takum oOpa3zoM, merarornyeckoe MPOSKTUPOBAHUE MOXKHO ONPENICTUTh Kak
MPUKIIAIHOE HAYyYHOE HANpaBJICHUE NMEJArOrMKU M OPraHU3yeMOU MPaKTUYECKOU
NEeSATETbHOCTH.

3agaun MPOEKTUPOBAHUSA:

® pa3BUTHE, NPe0Opa30BaHKUE, COBEPIICHCTBOBAHUE, Pa3pEUICHUE MPOTH-

BOpEUYUI B COBPEMEHHBIX 00pa30BaTEIIbHBIX CUCTEMAX;
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e 000CHOBaHWE KOHKPETHBIX HAIPaBJICHUN TOWCKA B CO3JaHUU YCIOBUU
JUISL Pa3BUTHS M BOCIIUTAHUS YETIOBEKA, aKTyalu3allii €ro0 BHYTPEHHUX CHUJI, COLIHU-
aJIBLHOTO CaMOOIIPEICIICHUS U CTAHOBJICHUS,

® [IPOTHO3UPOBAHUE PA3BUTHS MEIArOTMUYECKUX MPOLECCOB, CUTYalUH, CH-
CTEM;

® Co3/aHMe, 00ecIieueHue, OpraHu3alus MpoIecCOB MeIaroruuecKon aes-
TEJILHOCTU, KOTOPBIE MO3BOJISIOT ONPEASTUTh KelaeMble pe3ysibTaThl B 00pa3oBa-
HHUH U PEATTU30BATh UX JTOCTUKECHHUE;

® [EJarorM4yeCcKril aHajau3 MU Ha €ro OCHOBE KOOpJUHAIUS JESITEIbHOCTH
ME€IaroroB U KOPPEKIMS MeAarornueCKux MporeccoB.

Bubl mpoekTHBIX paboOT B MeIaroruke Co3AaroT MepapXyi0 YPOBHEH mesa-
TOTHYECKOT0 IMTPOEKTUPOBAHMUSL:

® Ha KOHUENTYAJIbHOM YPOBHE MPOUCXOJUT MPOCKTUPOBAHUE TIEIaroruye-
CKMX CHUCTEM, MPOLIECCOB PA3HBIX TUIIOB, CTPOATCS TEOPETUUECKUE MOJEIH, IPE-
JIAraroTCsl KOHIENTYaJIbHbIE PEIICHMUS], IPOU3BOIUTCS UX 0OOCHOBAHHE.

e Ha MPOrpaMMHOM YPOBHE IPOEKTUPYETCA KOHKPETHAs MporpaMmma
(n1aH) AEMCTBUS B COOTBETCTBUM C BHIOpaHHOMW KoHIenue. KoneuHnbiM pesyib-
TATOM ATOTO YPOBHS BBICTYMHAaeT yueOHas mporpamma, ydeOHBIN IUIaH, CTPYKTypa
y4eOHOro mpeaMeTa u T.J.

® HAa TEXHOJIOTUYECKOM YPOBHE CO3JAKOTCS U PEAIU3YIOTCS TEXHOJIOTUM
oOy4eHHs TTOCPEJCTBOM MIporpaMmbl (TutaHa) aerctBuil. Ha 3Tom ypoBHE BBITION-

HSIETCA U TPOBEpOYHask (yHKIIHS.

1.5 Onucanue ceTeBbIX TEXHOJIOTUI B KOPIOPATUBHOM cpejie

VLAN (Virtual Local Area Network) — BupTyanbHas JIOKaJIbHAsi KOMITBIO-
TEpHasl CETh, MPECTABIACT COOOM rpyNIy XOCTOB ¢ 0OIIUM HAaOOpOM TpeOOBaHMUIM,
KOTOpBIE B3aUMOJCHCTBYIOT TaK, KaK €CJI ObI OHH OBLIM TOJKITIOYCHBI K ITHPOKO-

BCIIATCIIBHOMY JOMCHY, HC3aBHCHMO OT HX (1)I/ISI/I‘I€CKOFO MCCTOHAXOXKACHU:.

15



BupryanpHbie JOKallbHBIE CETH MMEIOT T€ € CBOWCTBA, UTO U (hu3nUecKue, HO
MO3BOJISIET KOHEYHBIM CTAaHUMSM TPYNIHPOBATHCS BMECTE, AK€ €CIM OHU HE
HaxoJATCs B OJHOU (hu3nueckoi ceTu. Takas peopraHuzaiusi MOXXET ObITh Cclea-
Ha Ha OCHOBE MPOTPAMMHOI0 OOECHEYEHHsS BMECTO (PU3NYECKOTO MEepEeMEIICHUs
ycrpoiicts [30].

BuptyanbHbie JIOKajdbHbIE CETH MPUMEHSIIOTCS ISl YMEHBIICHUS HMIMPOKO-
BELIATENbHOTO TpaduKa B CETH.

VTP — pa3paborannblii komnanuei «CiSCO» nmpoTokos. JJaHHBIH MPOTOKOI
COKpalaeT HeoOXoAUMOCTh aaAMUHUCTpUpoBaHud VLAN B KOMMYTHUPYEMBIX Ce-
Tsx [14]. I[Ipotokon paboTaeT 1mo MoAeu «KIUeHT-cepBep». [Ipu co3manuu HOBOM
BUPTYaJIbHOM JIOKalbHOW ceThu Ha cepBepe VTP, mHpopmanusa o co3gaHHBIX
VLAN pacnpocTpaHsieTcs Ha BCE KOMMYTaTOPhI B JOMEHE.

STP (Spanning Tree Protocol) — cemelicTBO ceTEeBBIX MPOTOKOJIOB, IIPE/IHA-
3HAYEHHBIX JUIsl aBTOMAaTUYECKOr0 yAaJieHUs MeTelb KOMMYTAllUU U3 TOMOJOTUU
CETU Ha KaHallbHOM ypoBHe. [lepBoHavanbHbiil ipoTokon STP onucan B cranmap-
te 802.1D. Ilo3xke MOSBHIOCH HECKOJBKO HOBBIX MpoTokojgoB RSTP, MSTP,
PVST, PVST+, oTimuaronuxcsi HEKOTOPHIMH OCOOSHHOCTSIMH B aJITCOPUTME pado-
ThI, B CKOPOCTH, B OTHOIIICHUU K BUPTYaJbHBIM JIOKAJIBHBIM CETSAM U PSJE APYTHX
BOMpocoB. Bee ux npunsato 0000mE¢HHO Ha3biBaTh STP-nipoTokonamu [25].

®Oyukius EtherChannel mosBonser 00beIUHUTH HECKOJIBKO (PH3UUECKUX
KAHAJIOB B OJIUH JIOTUYECKUU KaHAJ. JTO JAaeT BO3MOXKHOCTb paclpe/iesieHus: Tpa-
¢uka B JOrMUEeCKOM KaHaJe 1Mo (PU3MUECKUM KaHaJlaM U BO3MOXKHOCTb Pe3epBUPO-
BaHUs B Ciydae cOO0sl OJHOTO WIIM HECKOJIBKUX (DU3HMUECKHUX KaHAJIOB B JIOTMYECKOM
kaHasie. EtherChannel moxer ucnonb3oBaTbest AJis COCMHEHUS APYT C APYroM
KOMMYTATOpPOB JIOKaJIbHBIX CETEH, MapUIPyTU3aTOPOB, CEPBEPOB, KIIMEHTOB YEPE3
Ka0ellb U3 HeOKPAHUPOBAHHOW BUTOW Maphl MJIM ONITOBOJIOKOHHBIMU Kabemsimu [1].

MapumpyTuszanusi — Ipolecc ONpeAeNICHUs JIYUIIero MyTH, M0 KOTOPOMY
NaKeT MOXET ObITh JOCTaBJICH MOJyyaTeno. Bo3MoXkHbIE TyTH Mepeaadn MaKkeToB

Ha3bIBAIOTCS Mapumpyramu. Jlydmme mMapumpyTel K U3BECTHBIM ITOIY4YaTeNsIM Xpa-
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HATCS B Tabiule MapuipyTusanuu. B 3aBucumoctu ot crnoco0a 3amoyiHeHus: Tab-
JIMIIBI MapIIPyTH3AIMK, Pa3IHYalOT JBa BUAa MapmpyTuzanuu [7].

Crarnueckass MaplipyTH3alusi — BHJ MapUIPyTU3alUH, NPH KOTOPOM
MAapUIPYThl BPYYHYIO YKa3bIBAKOTCS aIMUHUACTPATOPOM IIPU HACTPOUKE MAPIIPYTH-
3aropa [20].

JAvHamu4yeckas mMapumipyruzanmsa. [Ipy nuHamMudeckon MapuipyTU3alnu
MPOUCXOIUT OOMEH MapIIPyTHON MHPOpMAILIUEH MEXITYy COCETHUMHU MapIIpyTHU3a-
TOpaMH, B X0JIe KOTOPOrO OHH COOOIIAIOT APYT JIPYTy, KaKue CEeTH B JAHHBIA MO-
MEHT JOCTyMmHBI Yepe3 Hux. K Hanbonee pacnpocTpaHEHHBIM BHYTPEHHUM MPOTO-
KOJIAaM MapUIpyTU3allA OTHOCSTCS:

e RIP (Routing Information Protocol) — npoTtokon mapiipyTHOii uHbOp-
Malluy;

e OSPF (Open Shortest Path First) — mpoTokosi BeIOOpa KpaT4auIiero
MapupyTa;

e EIGRP (Enhanced Interior Gateway Routing Protocol) — ycosepiien-
CTBOBaHHBIN MPOTOKOJ MapIIPYTU3aIlUK BHYTPEHHETO 1Ti03a [3].

DHCP (Dynamic Host Configuration Protocol) — npoTtokon auHaMuyeckoi
HAacTpouku y3na. CeTeBOM MPOTOKOJ, MO3BOJSAIONIAN KOMIIBIOTEpAM aBTOMAaTH4eE-
cku mony4ath [P-agpec u npyrue mapamerpsl, HeOOXOAUMBIC 711 PAOOTHI B CETH
TCP/IP. JanHbIi TpOTOKOJI pabOTaeT MO MOJEIU «KJIUEHT-cepBep». s aBTOMa-
TUYECKON KOH(PUTYpAIlUU KOMITBIOTEP-KINEHT Ha dTane KOH(PUTYpaIuu CETeBOro
yCcTporcTBa o0Oparaercs kK Tak HazpiBaemoMy cepBepy DHCP u mosywaet ot Hero
HYy>XHbIE nlapameTpbl. CeTeBOM aJIMUHUCTPATOP MOJKET 3aJaTh AUAIa30H aIpECcOoB,
pacnpeziesiieMbIX CEPBEPOM CPeIu KOMIBIOTEPOB. DTO MO3BOJSET U30€XKATh pyy-
HOW HACTPOWKH KOMITBIOTEPOB CETH U YMEHBIIIAET KOJMYECTBO OMUOO0K. [25].

NAT (Network Address Translation) — npeoOpa3oBaHie CeTEBbIX aapPECOB.
D10 MexanusMm B cersax TCP/IP, mo3Bossromniuii mpeodpa3zoBsiBath IP-agpeca Tpan-

3UTHBIX MaKkeToB [27].
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NAT mno3BosnsieT «cepbiM» ceTsiM moakitouatees kK Matepuery. [Ipeodpaso-
BaHUE CETEBBIX aJ[pecoB MpeolOpa3yeT cepble ajpeca BO BHYTPEHHEH ceTu B Oelbie
ajzipeca mepen OTIpaBKoil makeToB B MHTepHET. IT0 0OecneunBaeT AOMOJIHUTENb-
HYI0 0€30I1aCHOCTb U MO3BOJISIET CKPBITh BHYTPEHHIOKO CETh OT JOCTYIIA U3BHE.

Mapuipytuzatopsl komnaHuu «Cisco» MOJAEPKUBAET HECKOJIBKO pPa3HO-
BugHocteit NAT.

Craruuecknii NAT — Orobpaxxenue HesapeructpupoBanHoro IP-agpeca
Ha 3aperucTpupoBaHHbIi |P-agpec Ha ocHOBaHMU OIMH K ofgHOMY. [Ipumensiercs,
KOTI'Jla yCTPOUCTBO JIOJKHO OBITh JJOCTYIHBIM CHApY>KH CETH.

Junamuueckuit NAT — OtoGpakaet He3aperucTpupoBannbiii [P-anapec Ha
3apEruCTPUPOBAHHBIN aJpec U3 IPYNIbl 3aperucTpupoBanHbiX [P-aapecos. /Iuna-
mudecknii NAT Takke yCTaHABIMBAET HEMOCPEACTBEHHOE OTOOpPaKEHHE MEXITY
HE3apEerUCTPUPOBAHHBIM U 3aPETUCTPUPOBAHHBIM aIPECOM, HO OTOOpaKeHHE MO-
KET MEHSTBhCS B 3aBUCUMOCTH OT 3apErMCTPUPOBAHHOTO ajpeca, AOCTYIMHOTO B
yJie aJJpeCcOB, BO BpEMsI KOMMYHHUKALUH.

Ileperpy:kennniii NAT — dopma nunamuueckoro NAT, koTtopslii 0TOO-
pakaeT HECKOJbKO HE3apEerHCTPUPOBAHHBIX aJpPECOB B €IMHCTBEHHBIA 3aperu-
cTpupoBaHHbIi [P-agpec, ncnonb3ys paznnunbie MOpThl. M3BecTeH Takke kak PAT
(Port Address Translation). [Ipu neperpyske KakJblii KOMIIBIOTEpP B YaCTHOU CETHU
TPAHCJIHMPYETCS B TOT K€ CaMbIil aIpec, HO C Pa3IMYHBIM HOMEPOM MOPTA.

VPN — 0000ménHOe Ha3BaHHWE TEXHOJOTHH, ITO3BOJISTIOIIMX OOECIIEYHTh
OJIHO WJIM HECKOJIBKO CETEBBIX COCIMHEHUH (JIOTUYECKYIO CETh) MOBEPX JIPYrou ce-
! (Hanpumep, MHTepHeT). HecMoTps Ha TO, YTO KOMMYHUKALIMKM OCYILECTBIISIOT-
Csl MO CETSIM C MEHBIIMM WJIM HEU3BECTHBIM YPOBHEM JOBEpHUs (Hampumep, Mo
nyOJIMYHBIM CETSM), YPOBEHb JIOBEpUs K MOCTPOECHHOM JOrMYECKON CeTH HE 3aBU-
CUT OT YPOBHS JOBepHsl K 0a30BbIM CeTAM Ojarojapsi MCHOJIb30BAaHUIO CPEACTB
kpunrorpadpun (mmdpoBaHus, ayTeHTU(UKAUU, HHPPACTPYKTYPHI OTKPBITHIX
KIIFOUEH, CPEICTB JUIS 3alUThl OT MOBTOPOB M M3MEHEHUN, NIEpPEe1aBaeMbIX 110 JIO-

THYECKOH ceTr coolienuit) [6].
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O mopenupoBanuu VPN-TEXHOJIOTHI CyIIECTBYET JOCTATOYHOE KOJIUYECTBO
y4eOHBIX MOCOOUH, 0OIHAKO OOJBIIMHCTBO U3 HUX HAlEJCHbI MO0 Ha JEMOHCTpa-
A0 MPUMEHEHUSI BUPTYaIbHBIX YACTHBIX CETEH B YIPOIIECHHBIX cUTyanusax [16],
1100 Ha CTYIEHTOB-«KHOBUYKOBY [2].

MoOXHO BBLACIUTh TpU (PyHIAMEHTAJIbHBIX CBOMCTBA, MNPEBPALIAIOLINX
HAJIOKEHHYIO KOPIOPAaTUBHYIO CETh, TOCTPOEHHYIO Ha 0a3e MyJIbTUCEPBUCHOM ce-
TH, B BUPTYyaJIbHYIO YaCTHYIO CETh:

® H(ppOBaAHUE;

e ayTeHTU(UKaLU (3alIUTA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA);

® KOHTpPOJb AOCTYyIA.

Tonpko peann3zanus BCEX 3TUX TPEX CBOMCTB MO3BOJISIET 3AIUTUTH IOJIB30-
BaTEJIbCKUE MAIIMHBI, CEPBEPHI MPEANPUITHS U JaHHBIE, IEpeaBaeMble M0 (PU3H-
YEeCKM HE3alUIIEHHBIM KaHalaM CBSI3U, OT BHEIIHUX HEXeJIaTeIbHBIX BTOPKEHUH,
yT€UKH MH(OPMALIUK U HECAHKIITMOHUPOBAHHBIX ACHCTBUA.

Site-to-Site VPN wujpeanbHO HOIXOAUT I CBSI3M IICHTPAIbHOIrO oduca
KOMIaHUM C ee (punnanaMu. BupTyanbHbIN KaHal MO3BOJSET CBS3aTh JOKAJIbHBIC
KOMITbIOTEPHBIE CETH O(UCOB M OPraHM30BaTh HECKOJBKO KAHAJIOB CBSI3H, B TOM
qucie Juis foctyna B IHTepHer.

Remote Access VPN — Hcnonb3yroT 11l CO37jaHus 3allMIIEHHOT0 KaHaia
MEXIy CErMEHTOM KOPIOPATHUBHOU ceTh (LEHTPATIbHBIM O(PUCOM WM (PUITUATOM)
U OJMHOYHBIM IOJIb30BaTEIEM, KOTOPBIN, paboTas 1oMa, MOAKII0YAETCS K KOpIo-
paTHBHBIM pecypcaM C JIOMAIIHETO KOMIIbIOTEpa, KOPHOPAaTUBHOIO HOYTOYKa,
cMapT(dOoHA UK ¢ KOMIIBIOTEPA OOIIECTBEHHOTO MOJIH30BAHUS.

DNS (Domain Name System) — cuctema qoMeHHBIX HMEH. KoMIbroTepHast
pacnpenenéHHas cucrema Uil nojiyueHus: nHdopmanuu o nomeHax. Yame Bcero
UCHOJNIb3yeTCs 1J1s nosryueHus: [P-anpeca mo uMeHu xocta, nonydeHust uHpopma-
UMY O MaplIPYTU3ALUU MOYTHI, 0OCITYKUBAIOLIUX Y3JaX JUIsl MPOTOKOJIOB B J0-

MCHC€.
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Pacnipenenénnas 6a3a nanueix DNS moanepkuBaercs ¢ mMOMOLIBIO Hepap-
xun DNS-cepBepoB, B3auMOIEHCTBYIONIUX IO ONPEACTEHHOMY ITPOTOKOITY.

OcHoBoii DNS sBnsieTcst mpecTaBieHne 00 HepapXUUeCKOU CTPYKType J10-
MEHHOT'O UMEHH M 30Hax. KaxxIpli cepBep, OTBEYAIOIIMUMN 32 UMS, MOXKET ACJIETH-
pOBaTh OTBETCTBEHHOCTh 32 JNAJIBHEWIIYIO YaCcTh JAOMEHA APYrOMY CEPBEPY, UYTO
MO3BOJISIET BO3JIOXKHUTH OTBETCTBEHHOCTh 3a aKTYaJbHOCTh MH(POpPMALIUU HA CEepBe-
pBI Pa3IMYHBIX OPTaHHU3aLUM, OTBEYAIOUIUX TOJBKO 32 «CBOKO» YACTh JJOMEHHOI'O
UMEHU

SSH — ceteBoil pOTOKO MPUKIAAHOTO YPOBHS, MO3BOJISIFOIIMNA MTPOU3BO-
JIUTh YIAJIEHHOE yIpaBJICHUE ONEPAlMOHHOW cUCTeMOM M TyHHenupoBanue TCP-
coeuHEeHU (Hampumep, s nepeaadu ¢aiaoB). Cxox nmo PyHKIUOHATBHOCTHU C
nporokonamu Telnet u rlogin, HO, B oTimune oT HUX, MU(PYET BeCh Tpaduk,
BKJIIOYAsl U nepefaBaeMble napoiu. SSH pomnyckaer BbIOOP pa3iMUHBIX aJIrOPUT-
MoB mdpoBanus. SSH-kmuentsl 1 SSH-cepBepbl OCTYIHBI 1711 OOJBIIMHCTBA
CETEBBIX OMEPAMOHHBIX crcTeM [21].

SSH mo3Bomsier 6e30macHO MepeaaBaTh B HE3AMUIIEHHON cpefie IPaKTHIe-
CKHM JIFOOOUW Jpyroi cereBod mpoTokoi. Takum oOpa3oM, MOXKXHO HE TOJIBKO ynaa-
JEHHO paboTaTh HA KOMIIBIOTEPE Yepe3 KOMaHIHYI0 000JIOUKY, HO U NepeaaBaTh
1o Mmu(poBaHHOMY KaHaTy 3ByKOBOM MOTOK WUJIU BUJEO.

VLSM (variable length subnet masks) — cereBbie Macku mepeMeHHOMN TH-
Hbl. Mcronb3yroTes B O€CKIACCOBOM MaplIpyTH3AIMHU JJIs 3a7aHus MacOK CeTeH.
Hampuwmep, 4 cetu kiacca C (4 * 255 anpecos, macka 255.255.255.0 unu /24) mo-
ryT ObITh OOBEIUHEHBI B OJIHY ceTh /22. Kpome TOTro ceTd MOXHO pa30MBaTh Ha
Oosiee Menkue nozcetu [24].

[To cpaBHeHUIO ¢ 0OBIYHOM (KJIacCOBOM) cucTemoi anapecaru, VLSM pas-
pelaeT UCIoIb30BaHUE MOJCETEeH, ¢ HOMEpaMH, COCTOSAIIMMHU U3 BCEX HYJIEH WM
eauHuI] (B 1BOMYHOU popme). Bo3MOKHO MpuMEHEHHE pa3IuyHbIX MAcOK IMOJICe-
Tel K pa3auyHbiM nonaceTsaM. llosBiasercs BO3MOXKHOCTH MCIOJB30BAHMS IMOA-

nozceTel (mojaceTeit B MOACETSX ).
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CIDR (Classless Inter-Domain Routing) — beckiaccoBasi MexI0MEHHAsI
mapupytusanus. [losBaeHre 3Toi TEXHOJIOTHH ObLIO BBI3BAHO PE3KUM yBelnde-
HUeM oObema Tpaduka B Internet u, Kak cielCTBHE, YBEIMYECHUEM KOJWYECTBA
MaplIpyTOB Ha MarucTpajbHBIX Mapuipytusaropax. Tak, eciu B 1994 rony, no
pazBepthiBanusi CIDR, Tabmuiibl mapipyTtuzaTopoB coaepxkanu g0 70 000 map-
PYTOB, TO MOCJE BHEIPEHUSI UX KoJM4YecTBO cokpaTuiiock 110 30 000. Ha cenTsa0pb
2002, xonuvecTBO MapuHipyToB mepeBaimio 3a oTtmerky 110 000, TexHonorus
CIDR mpeanaznaveHa it ©X ONTUMM3AIIAH.

Ona mo3BOJISIET YHTH OT KJIACCOBOM cxembl ajapecaruu, 3¢p(eKTUBHEH uc-
M0JIb30BaTh aJpecHoe mpocTpancTBO mpotokoia IP. Kpome Toro, CIDR no3Bossier
arperupoBaTh MapuIpyTHbIe 3anucu. OHON 3aMKChi0 B Ta0JIMIIE MapLIpyTU3aTOpa
OMMCBIBAKOTCS IyTH KO MHOTHM CETSIM.

Cytb Texnosiorun CIDR cOCTOMT B TOM, 4TO KaKJAOMY MOCTaBIIUKY YCIYT
Internet (wnM, [ KOPHOPATUBHBIX  CETEHM, KakOMy-IIMOO CTPYKTYpPHO-
TEPPUTOPUATBHOMY MOJIPA3/IEIICHUIO) T0JKEH ObITh Ha3HAYeH HEpa3pbIBHBIN qua-
na3oH [P-agpecos. [Ipu 3TOM BBOAUTCS MOHSITHE 000OIIIEHHOTO CETEBOTO MpeduK-
ca, OTpeAESAIONIEro 00y YacTh BCEX Ha3HAUEHHBIX agpecoB. COOTBETCTBEHHO,
MapHIpyTH3alus Ha MarucTpaibHbIX KaHATaX MOKET pealn30BbIBATHCS HA OCHOBE
000011IeHHOTO ceTeBOro npedukca. Pe3yabTaToM sBISIETCS arperupoBaHUE Mapill-
PYTHBIX 3amMceld, yMEHbILIEHUE pa3Mepa TaOJIMLl MapIIPYTHBIX 3aliced U yBeIu-
YeHUE CKOPOCTH 00paOOTKH MaKETOB.

Wi-Fi (Wireless Fidelity) — Toprosas mapka Wi-Fi Alliance mist 6ecripo-
BOAHBIX ceTeil Ha Oa3e cranmapra IEEE 802.11. Ilox a66peBuatypoit Wi-Fi B
HACTOSIIIEe BpeMsl pa3BUBAETCS 1IEJ0€ CEMENWCTBO CTaHAApTOB mepenayu 1udpo-

BBIX IIOTOKOB JJAHHBIX 110 paaAXOKaHAJIaM.
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2 OIIUCAHUE METOJIMYECKHUX VYKA3AHUH K
KYPCOBOMU PABOTE

2.1 Tlenaroruyeckuii aapec

KypcoBas pabora «KomnbploTepHble KOMMYHUKALIMK U CETH)» TMpeAHa3Haye-
Ha JUIA CTYJIEHTOB YETBEPTOro Kypca HampasieHHs noArotoBku 44.03.04 «IIpo-
dbeccroHaibHOE 00y4deHHe (1Mo oTpacisMm)y» npodwis «MHbpopmaTHKa ¥ BBIYUCIIH-

TeJabHask TEXHUKa» npodunuzannu « KoMnbroTepHble TEXHOIOTUM.
2.2 AHayiu3 y4eOHOM TOKYMEHTAIlMU

VYuebnas gucrumumHa «KoMnbloTepHble KOMMYHUKAIIMKA U CETH» BKITFOYCHA
B y4€OHBIM TUTaH MO MOJATOTOBKE OakanaBpoB 1o HampasiieHuto 44.03.04 «IIpo-
deccuonanpHOe oOydeHue (o orpacism)y. Jucnumimaa «KoMmbloTepHbIE KOM-
MYHUKAIIUA ¥ CETH» BXOJUT B BaPUATHUBHYIO YACTh IUCIUILIAH MPOGECCHOHATH-
Horo nukiaa ®I'OC no HanpasiaeHnuo noarotoBku 44.03.04 «IIpodeccruonansHoe
oOydeHue (1Mo OTPacsiM)».

Llenbr0 OCBOEHUS MUCLUILIUHBI SIBISETCS 3HAKOMCTBO C Pa3JIMYHBIMU CETe-
BBIMU TEXHOJIOTHUSIMH, a TaKXKe CHEIU(UKON WX MCTOIB30BAHMS B PA3IMYHBIX BH-
nax npoheccuoHaNbHON NeATEIbHOCTH.

[Ipeanaraemplii Kypc oOydeHUs] TpelHa3Ha4YeH Jjisi (OPMUPOBAHUS Y CTY-
JICHTOB TPEACTABICHUS O Ha3HAYCHUH W BO3MOXKHOCTSX KOMIIBIOTEPHBIX KOMMY-
HUKAIUAX U CEeTSIX PA3IMUHBIX TUIIOB U YMEHUHN UX 3(PHEKTUBHOTO MPUMEHEHHUS B
po(ecCUOHANIbHOM IESITEIbHOCTH.

Ha mpaktrueckux 3aHaTHSIX paboTa CTYIEHTOB IpeaycMarpuBaeT (Hopmu-
pOBaHUE YMEHHS MCIOJb30BaHUSI OCHOBHBIX CBOWCTB CETEW U CEPBEPOB, HABHIKOB
MIPAKTUYECKOTO HCIIONH30BAHUS JTAHHBIX 3HAHUUW ISl PEHICHUS Pa3IuYHBIX TPH-

KJIIaJHBIX 3a1a4.
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Ha BeImonHeHune kypcoBoil paboThl o aucuuiuinie «KoMmnbloTepHbIe KOM-

MYHHUKAIIUU U CETH» CTyIeHTY oTBoaAnTCs 70 yacoB (Tabnuia 2).

Tabmuua 2 — O0beM AUCUUIUIMHBL U BUIbI yUeOHOH paboThI

[1CO CCO
Bug yueGHOi paboTsI Ounas 3aouHas Ounas 3aouHas
OO11ast TPYA0EMKOCTh AUCITUTUINHBI 8(288) 8(288) 6(216) 6(216)
CamocrosrenbHas paboTta 162 256 110 186
Hamnucanue u moAaroToBka K 3amiuTe Kyp- 70 90 50 90
COBOM paboTHI
Bua uToroBoro KOHTposis 9K3aMeH JK3aMeH JK3aMeH 9K3aMeH

2.311lporpaMMHO-TeXHUYECKHeE CPeICTBA

Cisco Packet Tracer — cumynsaTop ceTH nepeadn JaHHBIX, BHITYCKAEMbIii
dupmoii Cisco Systems. ITo3BossieT nenarh padOTOCIIOCOOHBIE MOJEIH CETH,
HactpauBath (komanmamu Cisco 10S) mapripyTu3aTopsl . KOMMYTATOPBI, B3au-
MOJICMCTBOBATh MEXKIy HECKOJBLKHMH IOJIh30BaTEIsIMU (Uepe3 obnako). B cumy-
JATOpEe peanu3oBaHbl cepum MapripytuzaropoB Cisco 800, 1800, 1900, 2600,
2800, 2900 u kommyTtaTopoB Cisco Catalyst 2950, 2960, 3560, a Takke MeKceTe-
BoH 9kpaH ASA 5505. bectipoBoHBIE YCTPOICTBA MPEACTABICHBI MapIIPYTU3ATO-
pom Linksys WRT300N, Toukamu A0CTyIa U COTOBBIMH BhIIKaMu. Kpome Toro,
ectb cepsepel DHCP, HTTP, TFTP, FTP, DNS, AAA, SYSLOG, NTP u EMAIL,
pabouue CTaHIMH, Pa3TUIHbIC MOAYJIM K KOMIBIOTEpaM U Mapiipytuzatopam, IP-
dbonbl, cmapThoHbl, Xabbl, a Takke obiako, smynupyromiee WAN. O0beauHsATh
CETEBBIC YCTPONCTBA MOXKHO C IMOMOIIBIO PA3IMYHBIX TUIIOB KaOeseu, Takux Kak
npsiMbIe U OOpaTHBIE MaTY-KOP/Ibl, ONTHUECKHE U KOAKCHaTbHbIe KaOemu, mocie10-
BaTeJIbHBIC Kabenu U TeaehoHHbIe maphl [22].

VYcmenHo mo3BOISET CO3/1aBaTh JaKe CIOXKHBIE MaKEThl CETEH, MPOBEPATH
Ha paboTocmocoOHOCTh Tonojoruu. OAHAKO, CTOUT 3aMETUTh, YTO PEaIM30BaHHAS

(YHKIIMOHAJIBHOCTh YCTPONCTB OIpaHUYEHA M HE MPEAOCTABISET BCEX BO3ZMOXKHO-
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cTeil peanbHOro obopymoBanus. Cisco Packet Tracer moctymeH OecruraTHO st
yuactHukoB [Iporpammer CeteBoit Akagemun Cisco.

Cisco Packet Tracer — 3to cumyasTOp CeTH, Co3AaHHbIi Komnanuen Cisco,
000pyI0BaHUE KOTOPOH MCIIOJB3YETCS Ha KPYMHBIX MPEANPUSATHIX B MOCTPOSHUHU
KOPIIOPAaTUBHBIX CeTeW. JJaHHOE NMPHIIOKEHUE TO3BOJISIET CTPOUTH CETH Ha Pa3HO-
o0pa3HOM O0OpYAOBAaHUU B MPOM3BOJIBHBIX TOIMOJOTHSIX C TMOACPKKON PasHBIX
npotokoiioB. B Cisco Packet Tracer MO>XKHO CUMYITUPOBATH MOCTPOCHUE HE TOIBKO
JIOTUYECKOM, HO U (PU3MUECKON MOJIENN CETH U, CIEA0BATENbHO, M0Jy4aTh HABBIKU
NPOEKTUPOBaHUS. CXeMy CETH MOXXHO HAJIOKHUTh HA YEPTEX PEATBHO CYIIECTBY-
IOLIETO 3/1aHUs WU JJaKe TOpoJia U CIPOEKTUPOBATH BCIO €ro KaObeIbHYI0 MPOBO/I-
KY, Pa3MECTUTh YCTPOMCTBA B T€X WJIM UHBIX 3[JaHUSAX U MOMEIICHUSIX C YYETOM
(bu3NYECKUX OrpaHUYCHUN, TAKUX KaK JJIMHA U THUII IPOKJIAIbIBAEMOT0 KaOess uiu
paauyc 30HBI TIOKPBITHST OECIpOBOJAHOM ceT. biaromaps TakoMy CBOMCTBY, Kak
peXUM BH3yalld3alMd, o0y4aemMble MOTYT OTCIEAUTh NMEPEMEIICHHE JAHHBIX IO
CETH, IMOSBJICHUE U W3MEHEHUE mapaMmeTpoB [P-makeToB mpu mpoXoKAEHUU J1aH-
HBIX Yepe3 CEeTeBbIC YCTPOMCTBA, CKOPOCTh U IyTH niepemMenieHus IP-nmakeros, mpo-
aHaAJIM3UPOBATh COOBITHUS, TPOUCXOSAIINE B CETH, YTO MO3BOJIUT MOHATH MEXaHU3M
ee paboTbl U OOHAPYKUTh HEUCHPABHOCTH. CUMYIALMS, BU3yalu3alus, U BO3-
MOHOCTh npoektupoBanusi nenatoT Cisco Packet Tracer yHUKaJIbHbIM HHCTpPY-
MEHTOM JUIsl OOyYeHHUsI CETEeBbIM TeXHOJIOTUAM. [laHHYIO mporpammy 1enecooo-
Pa3HO M3y4aTh B PAMKax JUCHMIUIMHBI « KOMIIBIOTEpHBIE KOMMYHHUKALIUN U CETH.

Hyper-V. Texnonorusa BupTtyanuzauuu Hyper-V BkirodeHa BO MHOTHE Bep-
cun Windows 10. Hyper-V mno3BosisieT 3anmyckarb BUPTYaIU3UPOBAHHbBIE KOMITBIO-
TE€pHBIE CUCTEMBI TOBEPX (PU3UUECKOTO y37a. DTH BUPTYAIU3UPOBAHHBIE CHCTEMBI
MO’KHO HCIOJIb30BaTh U KOHTPOJIHUPOBATh KaK (hHU3HUECKHE KOMIBIOTEPHbIE CUCTE-
MbI, HO OHHM HaxoJATCS B BUPTYyaJIM3UPOBAHHOW M M30JIMPOBAHHOMU cpene. Crenu-
albHOE MPOrpaMMHOE OO€CleYeHue, Ha3bIBAEMOE HU3KOYPOBHEBOH 00O0JI0YKOM,
yIpaBisieT JOCTYIOM MEXAY BUPTYalIbHBIMU CHUCTEMaMHU W (U3MYECKMMH arma-
paTHbIMH pecypcamu. Buprtyanuzanus obOecrnieunBaeT OBICTpOE pa3BEepPThIBAHHE

KOMIBIOTEPHBIX CHCTEM, OBICTPOE BOCCTAHOBJIEHHME CHUCTEMBI /10 MPEIbIIyLIEro
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pabovero COCTOSTHUS U BO3MOXKHOCTb MUTPAIIMH CUCTEM MEXIY (PU3HUECKUMHU Y3-
JamH.

Bupryanuzanus 1mo3BoJiIeT 3allyCKaTh HECKOJIBKO ONEPALMOHHBIX CHCTEM,
IPOrpaMMHBIX U anmnapaTHBIX KOHGUTYypaluii Ha OJHOM (PU3NYECKOM KOMIIbIOTE-
pe. Hyper-V npenocrasiser kak BUPTyaIU3alUIo, TaK U HHCTPYMEHTBI JUIsl yIIpaB-
JICHHS BUPTYaJTbHBIMA MallTHHAMH.

Hyper-V Mo»xHO ncnoib30BaTh HECKOJIBKUMH CIIOCO0aMHU.

3amyck MporpaMMHOro o0ecnedyeHus, Al KOToporo TpedyroTcs bosee cra-
psie Bepcur Windows miin onepaoHHble CUCTEMBI, OTIUYHbIE OT Windows.

DKCIepUMEHTBl ¢ JPYTMMU ONEpalloHHBIMU cuctemamu. Hyper-V cye-
CTBEHHO YIIPOILAET CO3[JaHUE U YJIaJICHUE PA3IMUHBIX ONEPALIMOHHBIX CUCTEM.

TectupoBanue mporpaMMHOro0 00ECHEUYEHHs B HECKOJIBKUX OINEparlMOHHBIX
CHUCTEMAx C IOMOIIBI0 HECKOJIBKUX BUPTYaJbHbIX MalvH. biaaromaps Hyper-V ux
MOJKHO 3aITyCKaTh Ha HACTOJIBHOM KOMITBIOTEpPE UM HOYTOYKE. DTH BUPTyajbHbIC
MAaIIMHBI MOKHO 3KCIOPTHPOBATh, a 3aTEM UMIIOPTUPOBATH B JIOOYIO APYTYIO CH-
creMmy Hyper-V, Bkirouas Azure.

YcTpaneHue HENoJaaJA0K ¢ BUPTYyaJbHBIMU MalllMHAMU U3 JII0O00TO pa3BepThI-
Banust Hyper-V. Bbl MoxeTe sKCIOPTHPOBATh BUPTYAJIbHYIO MAlllMHY U3 pabouei
Cpelbl, OTKPBITh €€ Ha HACTOJbHOM KommbloTepe ¢ Hyper-V, ycTpanuth Hemomnan-
KU BUPTYaJIbHOW MaIIMHbBI U 3KCIIOPTUPOBATh €€ 00paTHO B pabOUyIo Cpeny.

C mnoMomibio BUPTYaJbHBIX CETEH MOYKHO CO34aTh CPELy U3 HECKOJIBKHMX
MAIIMH JJI1 TECTUPOBAHMS, Pa3pabOTKH WM JEMOHCTPAIMHU U HE OECIIOKOUTHCS O
BO3/ICICTBUH Ha pabO4yIO CETb.

TpeboBanus k cucteme. Hyper-V nocrymnen toasko B Windows 8 Ilpodec-
cuonanbHass, Windows 8 Kopmnoparusnas, Windows 8 nnsi oOGpa3zoBaTeabHBIX
yupexaennii u Oonee mno3auux Bepcusx OC. Jlna Hyper-V tpebyercs 64-
paspsaHas cuctemMa ¢ (QYHKIHEH IpeoOpa3oBaHUs aJpEcOB BTOPOIO YPOBHS
(SLAT). Ona ectb B TekylleM MOKojJeHHH 64-pa3psaHbIX mpoiieccopoB Intel u
AMD. Heobxomumo ucrnonb3zoBath 64-paspsanyro Bepcuto OC Windows. Ilpu

3TOM B BHUPTyalibHbIX MamuHax Hyper-V nonnepxxkuaer 32-paspsianbie n 64-
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paspsiiHble onepanuoHHble cuctembl. Ha y3ine, umeromem 4 I'b onepatuBHOM na-
MSITH, MOXHO 3aIlyCTUTh TPU-UYEThIpe 0a30BbI€ BUPTYyAIbHBIE MAILIMHBI, OJTHAKO IJIs
OOJIbIIIETO YHCJIa BUPTYAJIbHBIX MAIIMH MOTpedyeTcs: Oosbine pecypcoB. Kpome
TOTO, MOYKHO CO3/1aTh MOIIHBIE BUPTyalbHble MAalIUHEI ¢ 32 mpoueccopamMu u 512
I'b O3V B 3aBUCUMOCTH OT 000pYI0OBaHMUS.

Hyper-V B Windows nojaep:xuBaeT MHOTO TOCTEBBIX ONEPAIlMOHHBIX CH-
CTeM, B TOM uHciie pa3nuuHblie Beimycku Linux, FreeBSD u Windows. Hamomuna-
€M, YTO HEOOXOAMMO UMETh JIEUCTBYIONIYIO JUIIEH3UIO Ha BCE OMEpPAllMOHHBIE CU-
CTEMBI, UCTOJIb3yEeMbI€ Ha BUPTYaJTbHOM MalIHE.

VMware Workstation Player (mpexxnee Ha3zsanne — Player Pro) — srto
NPWIOKEHUE JJI BUPTYAIU3alUd HACTOJBHBIX KOMIIBIOTEPOB, KOTOPOE MPEIo-
CTaBysieTcs OeCIUIaTHO IS JIMYHOTO UCIOJIb30BaHUs. [Ipu mMcnonb30BaHUU KOM-
Mepueckoil auneH3un B VMware Workstation Player MOXHO BBINOJHSTH BUPTY-
aJlbHble MAIIMHBI C OTPAHUYEHHBIM JOCTYIIOM, CO3JaHHbIe ¢ nmomMouisio VMware
Workstation Pro u Fusion Pro.

VMware Workstation Player moxHO ucmonp3oBaTh O€CIJIATHO B JIMYHBIX
HEKOMMEpUECKUX 1ensx. Eciu Bbl MpocTo XOTUTE OOJIBIIE Y3HATH O BUPTYaJIbHBIX
MAaIIMHAX WA WCIOJB30BaTh UX B JIOMAIIHUX YCJIOBHUSX, BBl MOXKETE MOJIYYHUTh
VMware Workstation Player 6ecriatno. CTyeHThI U IpEenoiaBaTesid aKKpeIuTo-
BaHHBIX Y4YEOHBIX 3aBEJACHMI MOTYT Hcnoib3oBaTh VMware Workstation Player
OecIIaTHO, €CJIM OHM SIBJISIOTCS Y4acTHUKaMHU rporpammel VMware Academic.

VMware Workstation Player ycranaBiauBaeTcsi MoJ0OHO CTaHAAPTHOMY
MPUJIOKEHHUIO JUISI HACTOJBHOro Komrmbtorepa. llocne ycranoBkm VMware
Workstation Player mons3oBarenu MOTyT yCTaHaBIMBATh HOBBIE OIEpPAllMOHHbBIC
CUCTEMBI U 3aIlyCKaTh UX KaK BUPTyalbHbIC MAalIMHBI B OTACIbHOM OKHE. VMware
Workstation Player Bkiitouaetr B ce0st BO3MOXKHOCTH, C TOMOILBIO KOTOPBIX IMOJIb-
30BaTeNIM MOTYT CO3/1aBaTh U HACTpauBaTh COOCTBEHHbIE BUPTYaIbHbIE MAIIUHbI, a
Tak)ke O0ecneurnBaTh ONTUMAJIBHYIO MPOU3BOAMTEIBHOCTh M JOCTYI K JIHOOBIM

MOAKIIFOUEHHBIM K KOMIIBIOTEPY YCTPOUCTBAM.
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VMware Workstation Player Mmo>kHO HCTIONb30BaTh JJIsl CO3/1aHuUs, 3aIlycKa
u ouenku [10, paboratoniero B BUPTyalbHBIX MalllMHAX, a TaKkke OOeCHedeHHus
o0111ero 10CTyIa K HEMY.

C nomomsio VMware Workstation Player MokHO co3gaBaTh BUPTyasIbHBIE
MallliHbl ¢ HOBeHUIUMH 32- u 64-paspsaabiMu OC Windows u Linux. braronaps
Bo3MoxHOCTH Easy Install 3To nerde, yem ycraHoBKa onepalMOHHONW CUCTEMBI Ha
[1K.

VMware Workstation Player MO»HO MCHONIb30BaTh AJisl 3allycKa BUPTYaslb-
Heix MamuH Ha [IK ¢ Windows wimm Linux. VMware Workstation Player ob6ecrie-
YUBaeT OBICTPBIN U YAOOHBIN JOCTYI K BO3MOKHOCTSIM 0€30TIaCHOCTH, THOKOCTH U
MIEPEHOCUMOCTH BUPTYAIbHBIX MaIITHH.

VMware Workstation Player naeansHO moaxoauT fuisi 6€30mMacHON OIEHKH
IPOrPaMMHOTO O0ECTIeueHus], paclpOCTPAHIEMOT0 KaK BUPTyalbHOE YCTPOMCTBO.
BupTtyanpHbIe YCTpOICTBAa — 3TO MPEABAPUTEIHLHO HACTPOCHHBIE M TOTOBBIE K Pa-
00Te KOpHOpaTUBHbBIE MPUIOKEHHS, «yITAaKOBAaHHBIE» BMECTE C OMEPALMOHHOMN CH-
cTeMoil B BUpTyalibHyt0 MamuHy. C nomouisto VMware Workstation Player mro-
OOl MOJB30BaTENIb MOXKET OBICTPO M 0€3 CII0XKHOCTEH, COMPOBOKIAIOIINX yCTa-
HOBKY W HacTpoiky I1O, Bocmonp30BaThCsl MPEUMYIIECTBAMHA TOTOBBIX K paboTe
npoayktoB. B VMware Solution Exchange ngoctynno 6osiee 900 BupTyaiabHBIX
yCTPOMCTB, MPEIOCTABIAEMbIX BeAyluMu nocrasuiukamu [10.

B ueMm pasHuna Mexnay OecriaTHOW M IUJIaTHBIMM peAakuusamu VMware
Workstation Player?

VMware Workstation Player — sto 0eciaraoe I10, HO mpuoOpereHue u
BBOJI JIMIICH3UOHHOTO KJIF0Ya JAIOT MOJIb30BATENISIM CIEAYIONIUE JOTOTHUTEIbHBIC
IPEUMYIIECTBA.

Jluuensupyemas penakius VMware Workstation Player paspaborana nis
MCTIONb30BaHUsI B KOMMEPUECKUX 1ensax. [IpoayKT muieH3npyercs sl UCII0Ib30-
BaHUS COTPYAHUKAMU, YU€OHBIMU OpPTaHU3ALMUAMHU, TOAPSTUMKAMU U MOKET OBITH

nepeaad mapTaepam UM IMOTCHINAJIbHBIM 3aKa3UrMKaM.
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B munensupyemoit pemakiun VMware Workstation Player moxHo 3amyc-
KaTh BUPTYaJIbHbIE MAIIMHBI C OTPAHUYEHHBIM JOCTYIIOM, CO3JaHHBIE C IIOMOLIBIO
VMware Fusion Pro unu VMware Workstation.

Jluuensupyemas penakuus VMware Workstation Player oGecneunBaer
YIYYHIEHHYIO MOJJIEPKKY MAcCCOBOIO Pa3BEPTHIBAHMS ISl THICSY IOJIb30BATENCH.
B 3T0 pelnieHne BKIIOYEHBI pa3Hble BapUaHThl YCTAHOBKHU M KOH(UTrypauuu, Omna-
rojiapsi KOTOpbIM MOHO 3aITyCKaTh aBTOMAaTUYECKY0 YCTAHOBKY C MCIOJIb30BaHU-
em [1O 115t HACTPOMKHU CHCTEM M CKPBIBATh HEHYKHBIC TTapaMeTphl [31].

VirtualBox sBisiercss camblM MPOCTBIM pelieHHeM siBisiercs  Innotek
VirtualBox, moToMy 4TO B HEM COUYETAIOTCSI MPEKpPACHbIE KayecTBA HACTOSAIIEH U
npocrtoii B ucnoaszoBanuu BM. [Ipeanoceuikoil cozganus VirtualBox mocmyxuno
co3ganre BM Ha 6a3ze VMware, nocTtynmHoi Kaxaomy. Takxe OH MepeBeleH Ha
HECKOJIBKO SI3BIKOB, B.T.4 Pycckuii, HO moka He ujeanbHo. Ho coobiiecTBO moJib-
3oBatenieit BM pacrer u co3maer ymoOcTBa i nojbs3oBateneit. VirtualBox mgo-
crynen s paznuaabix OC, Brmouas Linux, Windows, Mac OS X BBune 6unap-
HBIX (paiiioB, uto obserdyaer ycranoBKy v ocHoBaH Ha QT GUI, koTopslil ucnonb-
3yer SDL OubnuoTeku i goctyna K MyJIbTUMEAUHBIM ycTpoiicTBaM. Cyiile-
CTBYET JIBE€ BEPCUU €ro BocnpousBeneHus: 310 oTkpbITasi(OSE) ¢ orpanndyeHusiMmu
W T0JIHasI, CBOOOAHAs OT 00s3aTenbeTB. OHA MOAAEPKUBAET OOJIBIIIOE KOJIUYECTBO
OC B ponu rocTeBbIX, Takux Kak Linux (2,4 u 2,6), Windows (NT 4.0, 2000, XP,
Server 2003, Vista), DOS/Windows 3.x u OpenBSD, FreeBSD, Ho 3T0 He mpener.
Taxke VirtualBox oTimuaer BbICOKash MPOU3BOIUTEILHOCTh U TOJJIEPIKKA MHTE-
rpauuu «Ha JeTy». IlapameTpsl rocTeBoi CUCTEMbI MOKHO BBIOpATh U HACTPOUTb.
B posu moryT BeicTynath Xx86 oT npousBoauteneil Intel u AMD, 64-OutHHas ap-
XUTEKTypa Mpolieccopa, oka B pa3paboTKe.

Hekoropsie xapaktepuctuku VirtualBox. MoaynsHocTh: VirtualBox umeer
ONTUMAJIbHO MOJYJbHYIO KOHCTPYKLHIO C XOPOIIO MPOJYMaHHbIM BHYTPEHHUM
uHTep(ericoM u KIMEeHT/cepBep AU3aiHOM. DTO JeNaeT JeTKUM KOHTPOJIb Haj He-
CKOJIbKUMH HHTep(elicaMi OJHOBPEMEHHO: K MPHUMEPY, Bbl MOXKETE 3aIyCTUTh

BUpTyalibHYI0 MammHy B 00biyHOM BM GUI (I'paduueckuii nHTEpPEiic moib3o-
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BaTessl) U 3aT€EM KOHTPOJIMPOBATH 3Ty MALIWHY W3 KOMaHJIHON CTPOKH, WM BO3-
MOKHO ynaneHHo. VirtualBox takke npuxoaut ¢ noiaHsiM SDK («MHCTpyMeHTOM
JUISL pa3paboTKW»): naxe eciid 3T0 OTKPBITOE MpOorpaMMHOEe oOecredeHre, Bbl He
JIOJDKHBI OBITh CIISITUAICTOM YTOO HamucaTh HOBBIN uHTEepdeiic s VirtualBox.

Buptyanbnas mammna onuckiBaetcs B XML dopmare. Konduryparus mna-
paMeTpoB BUPTYaJIbHOW MAaIlMHBI coxpaHsercs BBogaM B XML u He3aBUCUMO OT
JOKanbHBIX MamuH. Onpenenenns BupTyanbHOM MalIMHBI TIOATOMY MOTYT JIETKO
MIEPEHECEHBI HA IPYTHE KOMITBIOTEPHI.

JloGaBienus rocts mig Linux m Windows. VirtualBox uMeeT cnenmaibHOE
mporpaMmMHoe obecrieueHre, 4To MOKET OBbITh yCTaHOBIIEHO BHYTph BM Windows
win Linux g1t ynydiieHusl MpOU3BOJUTENBHOCTA U CO3/IaHUsS BHEApPEHUs Ooliee
cuiibHOTO. Cpenu XapakTepUCTHK, obecrneunBaomux JlobaBieHue roctss — 3TO
BHEJIPEHUE YKa3aTelsl MBIIM U U3MEHEHUE pa3pelleHus dKpaHa (Tak KaKk U3MeHe-
HUE pa3Mepa OKHa).

Huxe npuBeneHO HECKOJIBKO ONTHUMAJIBHBIX XapPAaKTEPUCTHUK JOCTYIHBIX C
noJiHoi Bepcueit VirtualBox.

Buprtyansasie USB konTposuiepsl. VirtualBox mmeeT WHCTPYMEHTHI IS
USB koHTpoIepoB, KOTOPBIE MO3BOJIIOT Bam npucoennants npousBoibHo USB
YCTPOMCTBA Ha Ballly BUPTyaJbHYIO MalllMHy 0€3 YCTAaHOBKHU CIEIUAIbHBIN Japaii-
BEPOB Ha MAILIUHY.

[IpoTokon ynaneHHOro Jgoctymna K pabodemy croiy. B oTimuue ot apyrux
BUPTYaAJILHOTO MPOTPAaMMHOTO obecrieuenusi, VirtualBox nMeer momyro moaaepx-
Ky ctangaptHoro Y naneHHoro PaGodero IIporokoma(RDP). Buprtyanbnas marmm-
Ha MOXET JeucTBOBaTh, Kak RDP cepBep, m0O3BONAIOMMI BaM «3allyCTUTH» JIU-
CTAHLIMOHHO Ha HEKOTOPOM TOHKOM KJIMEHTE, KOTOPBIM ITPOCTO NOKA3bIBACT JAH-
Hble 10 RDP.

USB nag RDP. OTuM yHHKanbHBIM Kaue€CTBOM, BUPTyallbHas MalldHA MO-
*KeT nernctBoBath kKak RDP cepBep, KOTOPBIM MOKET MOJYYUTh AOCTYH K IPOU3-
BoipHBIM USB ycrpolictBam, yto coenuHeHbl Ha RDP knumenrte. D10 mopora,

MOHIHOﬁ cepBepHOﬁ MallruHbI, KOTOpas MOKCT BUPTYaAJIU3UPOBATHL MHOT'O TOHKUX
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KJIMEHTOB, 4YTO MPOCTO NMOKaxyT HyxkHble RDP nanuele u noxaxmoueHusie USB
YCTPOMCTBA.

OO6mue nanku. Eiie MHOro Ipyrux BUPTYaJIbHBIX Pa3peleHU, sl JIETKOTO
oOMEHa NTaHHBIMU MEXy XOCTaMU H TocTsiMu, VirtualBox mo3Bosisier 0ObsABIATH
KaTaJoru Kak «oOLIHe ManKm», KOTOpbIe MOTYT 3aTEM MCIOJIb30BaThCs B IIpeeIax
BUPTYaJIbHBIX ManiuH [29].

Microsoft Visio — 3To MomHOe peleHne s CO3aHusl TuarpaMmm, KOTo-
pO€ TO3BOJSET YMPOCTUTh M CBA3aTh MH(OpPMAIMIO, a TaKKe MOACTUTHCS Cil.
Microsoft Visio o6naszaetT MOIIHBIM HHTEP(HEHCcOM CO MHOKECTBOM OMIIHI 1S CO-
3[IaHUS] COOCTBEHHBIX METOA0B OpraHU3aluu HH(POPMAIUH.

Ono uneansHo nogxoaut st UT-cnenuanuctos, pa3pab0TYNKOB U aHAIIH-
TUKOB (HampuMmep, CBA3aHHBIX C OM3HEC-TpOoIlecCCaMM, KaJpaMu U YIPaBICHUEM),
KOTOPBIM TPeOYEeTCs MHTEPIPETUPOBATH, OOHOBIATH M TIepeaBaTh CIOXKHYIO HH-
dbopmaruio o nporeccax, MHPPaCTPYKTYpe U MPUITOKEHUSX.

Visio mpeaocTaBisieT MOIIHbIE CPEJCTBA JUIS CO3[aHus rpadUyecKux aua-
rpaMM H PalOTHI C JaHHBIMH 0€3 Xy/I0’KECTBEHHBIX HIIM TEXHUYECKHX HABBIKOB.
Co3znaete 71 Bbl OPraHU3ALMOHHYIO JUarpaMMmy, CETeBYIO IuarpamMmy WM Jua-
rpaMMy TMPOIIECCOB, BBl MOXKETE TIOTYYUTh HY)KHOE M300pakeHHE ¢ TTIOMOIIBIO TO-
TOBBIX (pUTYp.

Visio Takke COACPXKUT ACCITKH HAaOOPOB 3JIEMEHTOB U MIA0JOHOB, HAIPH-
Mep, JUIs pa3pabOTKH IIeHTpa 00pabOTKH JTaHHBIX, MHXKCHEPHBIX 3ajad, YIpaBlie-
HUS, CHCTEMHOTO MPOEKTUPOBAHUS, INITAHUPOBAHUS CUCTEMbI OE30MAaCHOCTH, pa3-
pabOTKM MPUIIOKEHUMN, U3aiiHa BeO-CalTOB M1 MHOTOTO JAPYTOTO.

YTunura noctaBisieTcsl B TpEX BapuaHTaXx.

Standard — BkJTIO4aeT HHCTPYMEHTBI TIOCTPOCHHSI TUArpaMm JJisl IPEe/ICTaB-
JICHUsI B BU3yaJIbHOU (popMe MHMOPMAIIUK O JTIOJISX, TPOIIECCax U MPOCKTax;

Professional — paccunrtan Ha UCIOJIB30BaHUE CIEIHATUCTaMU MPodeccro-
HaJlaMHd B 00JIACTH MHTEPHET TEXHOJIOTUH, pa3pabOTUMKaMU U WHXKEHEepaMHu, IO-
CKOJIbKY, TOMUMO (YHKITMI MEPBOTO MaKeTa, MO3BOJSIET BU3yallu3UPOBATh CYIIIE-

CTBYIOILLIME Y HOBbIE UJIEU, CHCTEMBI U HH(POPMAIIHUIO;
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Enterprise NetworkTools — BxifodaeT IOMONHHUTEIBHBIC CPEICTBA JIOKY-
MEHTHPOBAHUS CETHU U TIOCTPOEHUS CETEBBIX IUATPAMM.

Acrobat Reader DC cpenctBo m1s mpocMoTpa 1 redatu JokyMmenToB PDF.

becrinatnast mporpamma Adobe Acrobat Reader DC mpeanaraer 6osbiue
BO3MOYKHOCTEH, 4eM JIpyrue MporpaMMsbl JJis YTEHUs, [eYaTH U PEeleH3UPOBaHUS
¢aiinoB PDF. Unrerpanus ¢ obnaunsimu cepsrcamu Adobe Document Cloud naer
JIOTIOJIHUTEIBHOE TPEUMYIIECTBO — Tenepb paborath ¢ nokymeHnramu PDF Ha
KOMIIBIOTEPaX U MOOMIIBHBIX YCTPOMCTBAX CTAJIO €IIe MPOIIIE.

Acrobat Reader DC cBs3an ¢ o6imakom Adobe Document Cloud, mostomy c
nokymeHtamu PDF MoxHO pabGotath u3 m000r0 Mecta. XpaHuTh (Pailibl MOXKHO
takke B Box, Dropbox u Microsoft OneDrive.

[IpeobpazoBanue daitioB PDF B nokymentst Word. Beero oaun KIuk, v BbI
CMOJKETE MOJIb30BaThCs AononHuTeNbHbIMU cepBucamu PDF. [Ipunoxenue Reader
M03BOJIACT aKTHBUPOBATH JOMOJHUTEIBHBIE BO3MOXHOCTH ISl CO3/IaHUs (hailioB
PDF u skcnopta atux (aitnos 8 Word wm Excel.

3anosiHeHue, noanucanue u ornpaBka PDF-dopwm. Ilompomraiitecs ¢ Oy-
MaxHeIMH (opMmamu. BBogute Tekct HemocpeacTBeHHO B (opmbel PDF. JloGaB-
JSUTE 3NIeKTpoHHBIE noanucu. Otnpasisiite Gopmbl 1o 351eKTpoHHOM noute. Co-
XpaHsNUTe KOMUU IS ceOsl.

VYnpasrieHnue pa3BepThIBAHUEM MPOTPAMMHOTO o0ecrieueHus U o0ecreyeHme
COOTBETCTBHS CTaHJIapTaM. YTPaBsHTe OOHOBICHUSIMU U OCYIIECTBIISIMTE UX pa3-
BEPTHIBaHUE C MOMOIIBI0 HHCTpYMEeHTOB Adobe u Microsoft. [lonyunrte noanepx-
Ky ILIMPOKOIO CHEeKTpa CTaHAapTOB OE30MacHOCTH JOKYMEHTOB. Pacuupsiite
(byHKIIMOHATBHOCTh TpUiIoXkeHUsT Reader ¢ momormipro OeCriaTHOTO KOMITIEKTa

cpeacTs pazpaboTku Acrobat SDK.
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2.4 CTpPyKTYpa M coepKaHue MeTOAMYeCKHX YKAa3aHUI

2.4.1 BBenenue K KypcoBoii padore

KypcoBas pabora no aucuumuiriie «KoMIbIOTEpHbIE KOMMYHHUKAUU U Ce-
TU» SBIIAETCS BaXXHBIM DJIEMEHTOM Y4e€OHOro Ipoliecca, CrocoOCTBYIOIIMM 3a-
KPEIUICHUIO, YTIIyOJIeHUI0, 0000IICHUIO U MPUKIAAHOMY MPUMEHEHHUIO0 3HAHUN U
YMEHHH, CPOPMUPOBAHHBIX y CTYACHTOB IIPU U3YYEHUU TUCHUILIMH «OnepanuoH-
HBIE CUCTEMBD», «AIMUHUCTPUPOBAHUE BBIYMCINUTEIBHBIX CUCTEM U CETEW» U ABYX
LUKJIOB TUCIHUIIINH «KOMITBIOTEpHbIE KOMMYHUKALIMU U CETH».

Ilenp KypcoBoil paboThl: chopMHpOBaTH y CTYACHTOB YMEHHS IpaKTHYe-
CKOH paboThl, CBI3aHHOM C MPUMEHEHUEM TEXHOJIOTUH KOMIBIOTEPHBIX CETEH s
peuieHus 3a1a4 OPraHu3aluy CETEBOTO B3aUMOICUCTBHS.

JlaHHast 1enb MOKET ObITh JOCTUTHYTA IPU YCHEIIHOM PELIEHUH CTYJCHTa-
MU CJIEAYIOLIEro Kpyra 3a1ay:

e aHanu3 UHQPACTPYKTYPHI IPEATIPUATHS;

® IIPOEKTUPOBAHUE JIOTUYECKON CXEMBI IIPEANPUATHS B CUMYJISITOPE;

e BHUpTYyaJau3alus CEpPBEPHON YaCTH.

[IyOnuunas 3ammra KypcoBOM paOOThl SABISETCS HEOTHEMJIEMOW YacThIO
y4eOHOr0 Mpolecca U CyIIECTBEHHO BIMSIET HA OLIEHKY KypCOBOMl pabOTHI.

JlaHHBIE METOIMYECKUE YKA3aHWs NPEAHA3HAYEHBI IS CTYIAEHTOB, M3y4a-
IOIINX TUCIMIUIMHY «KOMIBIOTEpHBIE KOMMYHUKALMA U CETH» U HAIIPABJICHBI Ha
OKa3aHHE UM MPAKTHYECKOU MOMOIIM B MOJTOTOBKE KypcoBOM paboThl. B kauecTBe
pe3yJIbTAaTOB BBIITOJIHEHHOW KYPCOBOM pabOThI CTYACHTHI IOJKHBI TPEIOCTABUTD:

1. TIlpezentanmus B MS Power Point, oTpaxaromiasi OCHOBHbIE PE3yJIbTaThl
KYpPCOBOT'O IIPOEKTUPOBAHUS.

OO0s13aTeNbHBIN TUTYNBHBIN JHUCT C YKa3aHMEM CIIMCKAa aBTOPOB, HOMEPOM

BapHaHTa, a TAKXKE CJai]] C 3aJlTaHHEM U CXeMOU O(pUCOB.
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Ha crenyrommx cnaiigax uisi ceTeBOro 00OpYyIOBaHHUS yKa3aTh: MapKy U
MOJIEJIb, MOJJIEPKUBAEMBIE TEXHOJIOIMHU, KOJIMYECTBO MOPTOB, MOAIEPKHUBAEMYIO
CKOPOCTb Iepeiaun JaHHBIX, KaKue BO3MOKHOCTH 000PYI0BaHUE MPEAOCTABIISET.

JInst TMHUA CBSI3U: yKa3aTh TEXHOJIOTHUIO, IMOJIEPKUBAEMYIO CKOPOCTh TEpe-
JlayMl JaHHBIX, TUI pa3béMoB. HeoOxonumo paccunTaTh JUIMHY JIMHUNA CBS3H U KO-
JINYECTBO Pa3bEMOB.

Pa3menienue TMHMI CBSA3M U CETEBOIO 00OPYIOBAHUS JOJHKHO COOTBETCTBO-
BaTh TPEXYPOBHEBOI MOJIEIN CETEBOrO AnU3aiiHa.

JlJis KOMIOBIOTEPOB-KJIMEHTOB yKa3aTh MporpaMMHOe oOecrnedeHue (omepa-
UOHHYIO CHCTEMY, TIpouYee YCTaHOBJIECHHOE MpOrpaMMHOE oObOecreueHue),
HACTPOWKH JIs1 OAKIIOYEHUS K CETH.

Jlis cepBepoB yKaszaTh: MporpammHoe oOecredeHue (OneparroHHYI0 CH-
CTEMY, CETEBbI€ CEPBHUCHI, MPOYEE YCTAHOBIECHHOE IMPOrpaMMHOE OOecreueHue),
HACTPOWKH JIs1 MOAKITIOYEHUS K CETH.

Kpurepuu onenku npe3eHTaIMU: B MPE3EHTAIIMU JOJKHBI ObITh OTPa’KEHbI
pe3ynbTaThl TPEX 3aJaHuM KypCOBOW pabOTHI; Mpe3eHTalus AOJKHA COMPOBOXK-
JAThCS 3AUIUTHBIM CJIOBOM.

2. BroinmonHeHHas cxeMa B mporpammHoM cumyiisitope Cisco Packet Tracer.

Kpurepuu oneHku JIOrHUECKOW CXEMBI: B CXEME JIOJKHBI ObITh HACTPOEHBI
BCE TEXHOJIOTMH, YKa3aHHbIE B METOJUYECKUX YKA3aHHUSAX, COIJIACHO 3aJaHUI0 IO
BApUAHTY (32 UCKIIIOYEHUEM CEPBEPHON YACTH); CTYJEHTHI IOJKHBI OBITH TOTOBBI K
BHECEHHIO B CXEMY U3MEHEHUH 10 3a/IaHHIO IIPETOJaBaTENs.

3. Hacrtpoennble BUpTyalibHbIE MAIIMHBI B JTIO00H cpe/ie BUPTYyaTu3aIui.

Kputepun ornieHku BUPTyaIbHBIX MAlIWH: KOJIUYECTBO BUPTYaTbHBIX MalllUH
JOJKHO OBITh OOOCHOBAHO CETEBOM HMH(PPACTPYKTYpOH; Ha cepBepax JIODKHBI
OBITh HACTPOEHBI BCE TEXHOJIOTWH, YKa3aHHbIE B METOJAMYECKHX YKa3aHUSX, CTYy-
JICHTBI JJOJDKHBI OBITh TOTOBBI K BHECEHUIO B KOH(UTYPAIUIO BUPTYAJTIbHBIX MAIIIUH
W3MEHEHUH MO 3a1aHUIO MPETOAaBaTesl.

Bribop BapuanTa. BpiOop BapuaHTa ompenensercs mo mnocieaHed nudpe

HOMEpA 3a4eTHON KHWXKHA. Ha maHHOM 3Tame Mbl BRIOMpaeM BapUaHT 3aJaHUS 110
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MOCIICTHEMY HOMEPY 3a4E€THOM KHWXKKHU. JOMmyCcTMM, HOMEP 3a4€THOW KHHXKKH
1302612, cnemoBatenbHO, Mbl BbIOMpaeM 2 Bapuant (OcHoBHas ceTh -

3alITPUXOBaHHAs, CETh ApEHIATOPOB — HE3AMITPUXOBaHHAS) (PUCYHOK 1).
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Pucynok 1 — Ilnan nomenieHus

2.4.2 Ananu3 HHPPACTPYKTYPbI NPeANPUSITHSA

[Ipumep BeIMOTHEHUE aHaAIM3a WHPPACTPYKTYPHI MPEANPHUSTUS HA OCHOBE
CXEMBI, 10 HOMEPY BapHaHTa.

[Inanupyem Tpex ypOBHEBYIO MOJENb CeTH. B pe3ynpTaTe NOKEH MOJTy-
YUTHCS CHUCOK O0OpYIOBaHMS JUIsl KaXJI0ro YpoBHsI mojenu cetu. Crnucok cep-
BEPHOI'0, CETEBOI'0 00OPYI0BaHUS U IPOrpaMMHOro obecrnedeHus. Takxe Heo0Xo-
JIMMO YYUTBHIBATh, YTO TIPU COCTABJICHUH CIIHICKA OEpeTcs MpeaBapuTEILHBIN aHa-
JU3, B TMPOIECCE BBIMOJHEHUSI pPabOThl O00OPYJOBAHHE MOXKET J00aBIATHCS

(rabmuma 3).
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Ta6muma 3 — Crnucok 000pya0oBaHUS

HanmenoBanue Onucanue Koin- | Croumocts | Cymma
BO pyo.
HamonpHbIi cep- HamonwHsril cepepHsbrit mkad Metal | 2 87768 175536
BepHbIii mkad Metal | Box 25U 1236*%600%1000 mm IIT.
Box 25U 600x1000 | (B.*II.*I".), RAL900S. [{ns pa3me-
uieHust 19 noitMoBoro cepBepHOro
000pyIOBaHUS
Uctounuk Gecniepe- | untepaktuBHbid MBI, 1-da3noe 2 201380 402760
OOMHOTO MUTaHUS BXOJTHOE HAIPSDKEHUE, BHIXOTHAS
APC Smart-UPS C | mommocts 3000 BA /2700 BT, 3
3000VA Rackmount | MuH pabOTBI IPH MMOJIHOM HArpys3Ke,
LCD 230V 11.3 MuH. pabOTHI TP NOJTOBUHHON
HarpysKe, BEIXOJIHBIX Pa3beMOB: 3,
BO3MOKHOCTb YCTAHOBKHU B CTOMKY,
BbicoTa 2 U, uaTtepdeticer: RS-232,
USB. Bpems 3apsiiku 3 u
Cepsep IBM System | 2 mporieccopa Intel Xeon Quad-Core | 2 163398 326796
x3550 M3 6/y L5520 2.26GHz, 24GB DRAM,
4x146 SAS
1 cepep (Bupryanuzamus Hyper-V)
Active Directory + ®aitnoBslii cep-
Bep (FS).
2 cepsep (Bupryamuzamus Hyper-V)
Active Directory + ®aitioBslii cep-
Bep (FS).
Penwce nnst IBM HaGop st kperieHus cepBepoB 2 18830 37660
System x3550 IBM System x3550M2, x3550M3,
x3650 x3650M2, x3650M3 B cToiiky 19"
Mapuipytuzarop Mapmpytuzarop, 3 nopra 2 93444 186888
Cisco 2911 2 mryku | 10/100/1000BaseT Ethernet, 4 ciota
0ly EHWIC, 2 cmora PVDM3, 1 cnor
SM, 1 cinot ISM, 0ok mutanus AC.
Kommyrarop Cisco | Kommyratop, Layer3, 24 nopta 1 62578 62578
Catalyst WS- 10/100/1000BaseTX
C3750G-24T-S nns
MapIIpyTU3aIuu
VLAN (simpo cetn)
0/y
Kommyratop Cisco | Ynpasnsemsiit kommytarop Layer2, |7 48083 336581
Catalyst WS-C2960- | 24 mopra 10/100Base-TX, 2 mopta
24TT-L 10/100/1000Base-T
7 mrT. 0/y.
Touka ocryma Wi-Fi-poyrep, crannapt Wi-Fi: 2 9746 19492
Ubiquiti UniFi AP 802.11n, makc. ckopocth: 300
Mobwur/c.
[Ipopomxenue Tabmuib 3
| JIunnu cssu | KaGens UTP CAT6, MakcuManbHas | | 27,41 | 27,41
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CKOpOCTH TIepe/iavyn JaHHBIX Ha KO-
HeuHBIX ycTpoiictBax 1000 Mowut/c.,
Ha cepBepHOM obopyaoBanuu 1000
Mobwrt/c.
OmneparmonHas cu- 13900 13900
crema: Windows 10
[TpodeccuonanpHas
OrmeparoHHast CHi- $882 60417
crema: Windows
Server 2016
Standard

Cocrasienue |P-mmiana.
[Tpumep onpenencHUe KOIMYECTBa JOTHYCCKUX CETEH, ¢ MUHUMH3aIUeH u3-
owsrTouHocTH IP-ampecoB st kaxaout u3 cereit. Beibop aapecaruu u3 local unicast

JMaTia30HOB BHOCHUTCS B IOKYMEHT Visio B BUIE TaOHIIbI (Ta0ymma 4).

Tabmuna 4 — «IP mman»

Ne vlan HUmsa vlan | Koin-Bo IP an- | IP cetn Bitmask Netmask

pECOB B cETHU
10 Printers 17 10.0.0.0 27 255.255.255.224
20 101 kab 2 10.0.0.32 |30 255.255.255.252

Ha nanHowm 3Tare aHanm3upyeTcs cxema pacrhooKeHUs! pabouux MecCT.

IIpumeuanue: CTouT 0OpaTUTh BHUMaHUE, YTO MPHU PA3JIMYHBIX BapHaHTAX
BBITIOJIHEHUSI KypCOBOM pabOThI, KOJIMYECTBO 000PYI0BAHUS MOKET BO3PACTH.

IIpu cocraBienuun IP muiana pexkOMEHIyeTCs HCIOJb30BAaTh TEXHOJOTUU
VLSM u CIDR.

Cytp Texnosorun CIDR cocTouT B TOM, YTO Ka)XJAOMY MOCTaBUIUKY YCIIyT
Internet (wnm, [  KOPHOPATUBHBIX  CETEH, KaKOMYy-THOO CTPYKTYpPHO-
TEPPUTOPUATIBHOMY MOJIPA3EICHHUIO) TOJKEH ObITh Ha3HAYEH HEPAa3pbIBHBIN JHa-
nazoH [P-agpecos. M3 sToro ciemyer 4To s Kaxkmoro oduca Mbl OyneMm cosjia-
BaTh OTJEJbHBIN HEPA3PBIBHBIN nAuara3oH [P axpecos.

IP-mman Bo3aMoskHOTO 0drica mpeCcTaBleH HIKe (Tabmuma 5).

Tabmuma 5 — «IP mman» oduca

Ne vlan M vian Kon-so IP an- | IP cetn Bitmask Netmask
pECOB B CETHU
* nat 2 10.0.0.8 29 255.255.255.248
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5 Arenda 10.0.0.240 | 28 255.255.255.240
6 Wi-Fi 10.0.0.208 | 28 255.255.255.240
8 Manage 10.0.0.224 | 28 255.255.255.240
9 Printer 10/14 10.0.0.192 | 28 255.255.255.240
10 Reception 212 10.0.0.0 30 255.255.255.252
11 Server */14 10.0.0.16 | 28 255.255.255.240
12 Kab12 6/6 10.0.0.32 | 29 255.255.255.248
13 Kab13 9/14 10.0.0.48 | 28 255.255.255.240
14 Kabl14-old | 4/6 10.0.0.64 | 29 255.255.255.248
15 Kab15-old | 5/6 10.0.0.72 | 29 255.255.255.248
16 Kabl6-old | 2/2 10.0.0.80 |30 255.255.255.252
17 Kab17 212 10.0.0.84 | 30 255.255.255.252
18 Kab18-old | 10/14 10.0.0.96 | 28 255.255.255.240

Bce cetn my1s mepBoro oduca nerko Bmectsates B auanazon 10.0.0.0/24.
O6mas cets 10.0.0.0/23 (macka 255.255.254.0). Bce nojaceTu cuenaHbl «c

3aracom» JJi1 BO3MOKHOCTH YBEJTMUEHUS HH(PACTPYKTYPHI.

2.4.3 IIpoekTHpOBaHUE JIOTUYECKOI cXeMbl NPeANPHUATHA B CUMYJISITO-

pe

TexHomoruu Jist JOru4eCcKoro IMPOCKTUPOBAHMUSA:

e cranmaptHeie I[P mporokossl (Tabnuia 6);

Tabnuua 6 — MHTEepHET NPOTOKOIIBI

HazBaunue

Kparkoe onucanue Juciunnuxa
TEXHOJIOTHH

IPv4 — uetrBépras Bepcust untepHeT nportokona (IP). IPv4
UCTIONB3yeT 32-0uTHBIE (YETHIPEXOANTHBIC) anpeca, OrpaHHu-
YHUBAIOIIUE aJPpecHOE MpocTpancTBO 4 294 967 296 (232)

. | OnepaunoHHbIE

IPv4 BO3MOKHBIMU YHHKAJIbHBIMU aJpecaMu. | paauiliOHHON CHCTEMLL

dopmoii 3amucu [Pv4 agpeca siBiisieTcs 3aITUCh B BUJIC YEThI-

péx necaruunbix yucen (ot 0 mo 255), pa3aenéHHBIX TOYKA-

mu. Uepes 1poOb yka3bpIBaeTCs JJIMHA MACKU TTOJICETH.

IPv6 — noBas Bepcus mpotokona |IP, mpu3BaHHas pemuThb

POOJIEMBI, ¢ KOTOPBIMHU CTOJKHYJACh MPEIbIIyIIas BepCus Kommerorepisie
IPv6 D > p y p y . p KOMMYHHKAITUU

(IPv4) mpu eé ucnonw3oBanuu B MHTepHeTe, 3a CUET HC- " ceTH

N0JIb30BaHUs JJIMHBI ajipeca 128 out Bmecto 32.

e MPOTOKOJBI huznyeckoro ypous mojaenu OSI (tabauna 7);
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Ta6muma 7 — IIpoTokoisl Pu3nueckoro ypoBHs

Ha3zsanue

Kparkoe onucanue Jucrunnuxa
TCXHOJIOI'nn

Cranmaptel Ethernet ompenensitor mpoBOAHBIE COSAUHEHUS
U DJICKTPUUYECKUE CUTHAIIBI Ha (PU3MYeckoM ypoBHE, (hopmar
Ethernet KaJ[pOB U MPOTOKOJIBI YIIPABIEHUS JHOCTYIIOM K Cpelie — Ha
kaHaJIbHOM ypoBHe Mojiean OSI. Ethernet B ocHOBHOM oOIH-
ceiBaercs ctangapramu [EEE rpynmner 802.3.

OnepanmoHHbIe
CHCTEMBI

Wi-Fi — Toprosas mapka Wi-Fi Alliance ans GecrnipoBo-
HBIX ceTeil Ha 6a3e cranmapra IEEE 802.11. ITox a66peBua-
typoit Wi-Fi (or anrmmiickoro crnoBocoderanus Wireless
Fidelity, xoTopoe MOXXHO JOCIOBHO TepeBecTH Kak «Oec- | KommbroTepHbie
WI-FI MPOBOJHOE KAaueCTBO» WM «OECIpPOBOJIHAS TOYHOCTHY») B | KOMMYHHUKAIIUU
HACTOsIIEe BpeMsl pa3BUBACTCS LIE€JI0€ CEMEWCTBO CTaHIap- U CeTH

TOB Iepenayn Hu(pPOBBIX MOTOKOB JAHHBIX MO paguoKaHa-
nam. O0braHO cxema Wi-Fi cetn comepXKuT He MeHee OJHOM
TOYKH JIOCTYIIa ¥ HE MEHEE OJJHOTO KIIMEHTA.

e npotokobl At pabotel ¢ VLAN (tabwia 8);

Tabmuua 8 — IIpoToxosl A7 paboThl C BUPTYaTbHBIMU JIOKAIBHBIMU CETSIMU

HaszBanue
Kpartkoe onucanue Jucrunnuxa
TEXHOJIOTUU
VLAN — BupryanbHas JOKaJlbHas KOMIIBIOTEPHAs CETb,
MPEACTABISIET COOOM TPYNIy XOCTOB C OOmMMUM HabopoM
TpeOOBaHUM, KOTOPHIE B3aMMOJCHCTBYIOT TaK, KaK €CIIA OBl
OHM OBUIM MOJKIIIOYEHBI K IIHPOKOBEIIaTeIbHOMY J0oMeHY, | KoMmbioTepHbie
VLAN HE3aBUCHUMO OT uX (pusmueckoro mecroHaxoxaeHus. VLAN | koMMyHUKauu
UMEET T€ K€ CBOWCTBA, UTO M (U3MYecKas JIOKajIbHasl CETb. U CeTH
Takast peopranuzanusi MOXKET OBITh CellaHa HAa OCHOBE IPO-
rPaMMHOTO OOecCIeYeHUsI BMECTO (PU3UYECKOTO TepeMellie-
HUsl YCTPOMCTB.
[IpoTtokon VTP — mpoTOKoa JTOKAJIBHOW BBIYMCIUTEIHHON
. N KomnbrotepHsbie
VTP CeTH, cIyXammi s obmeHna wuHbopmarmeir o VLAN, KOMMYHHKALIH
MMEIOIINXCS Ha BEIOpAaHHOM TPaHKOBOM TopTy. Pa3paboran
U ucnonb3yercs: kommnanuei Cisco. et
becknaccoBas ampecanuss — meron |P-agpecaruu, mo3Bo-
JSIONUN THOKO ympaBisTh mpoctpancTBoM |IP-ampecos, He
HCIIOJIB3Ysl J)KECTKUE paMKH KiIaccoBOM anpecauuu. Mcnons- | KomnberoTepHbie
VLSM 30BaHHE TOTO METOJA MO3BOJISIET SKOHOMHO HCIIOJIB30BAaTh | KOMMYHUKAIIUU
orpaHM4eHHbI pecypc [P-agpecoB, MOCKOJBbKY BO3MOMKHO U CETH
MPUMEHEHHUE Pa3JIMYHBIX MAaCOK IMOACETed K pa3InyHbIM
MOJICETSIM.

® TMPOTOKOJBI JJII MCHOJB3yeMbIe ISl OOECIeueHUs OTKa30yCTOMYMBOM

KOPITOPATHUBHOM JIOKaIIbHOM ceTH (Tabnuma 9);
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Ta6muia 9 — [IpoTOKOIBI 7151 OTKA30yCTOWYHNBOCTH CETH

HazBanme
Kparkoe onucanue Jucrunnuxa
TEXHOJIOTHU
ArperupoBaHre KaHAJIOB — TEXHOJIOTHS, KOTOpasi TI03BOJIS-
€T 00BbCIMHUTHh HECKOJIbKO (PH3NYECKUX KaHAJIOB B OJUH JIO-
Port- rudeckuii. Takoe OObEIMHEHHE TO3BOJSIET YyBEeNIWUYnBaTh | KOMIbIOTEpHBIC
Channel MPOIMYCKHYIO CIIOCOOHOCTh U HAJIEKHOCTh KaHalla. ATperv- | KOMMYHUKAIUU
pOBaHHE KaHAJIOB MOXET OBITh HACTPOCHO MEXIY IBYMsI U CeTU
KOMMYTaTOpaMH, KOMMYTAarOpOM U MaplIpyTHU3aTOPOM,
MEXIy KOMMYTAaTOPOM U XOCTOM.
Spanning Tree Protocol — xananpHbBI TTPOTOKOI. OCHOB-
HOM 3amaueil STP sBnsieTcs ycTpaHEHHE METENb B TOMOJIO-
UM IPOU3BOIbHOM ceTu Ethernet, B kotopoii ecth oaun uin | KommbroTepHbie
RPVST 0oJiee CEeTEeBBIX MOCTOB, CBSI3aHHBIX M30BITOUYHBIMH COCIH- | KOMMYHUKAIIMH
HeHusimu. STP pemiaeT 3Ty 3amady, aBTOMaTHYeCKu OJOKH- U CETH
pys CO€IWHEHMsI, KOTOPbIE B JaHHBIM MOMEHT ISl TIOJTHON
CBSI3HOCTH KOMMYTATOPOB SIBJISTFOTCS] H30BITOUHBIMH.
OcHOBHas 3a/aya W TMpeJHA3HAYCHHE JAHHOTO MPOTOKOJA
COCTOHUT B TOM, 4TOOBI H0OUTHCS mnpaktuuecku 100% mo-
CTYITHOCTH W OTKa30yCTOMYMBOCTU MEPBOTO XOMa OT OTIpa-
BUTEJIS (Ta1'<'>1<e HHOT 1A HaSBI]EaeMBII/I «M?pmpyT 1o ymoJiya- KoMIbloTepHbIC
HSRP HH}?)) WM "TIUTIO3 TIOCHIeTHeN HAASKIbI"). DTO JOCTHTAaeTCs T
myTéM UCIOJIB30BaHUS Y ABYX HJIM 00JIee MapIIpyTH3aTOPOB " CeTH

WIM MapUIpyTHU3UPYIOUIUX KOMMYTaTOPOB TPETHEro YpOBHS
onnoro IP-agpeca 1 MAC-aapeca Tak Ha3bIBA€MOTO BUPTY-
albHOTO MapuipyTu3aTopa. Takas rpymnma Ha3bIBaeTcs
HSRP-rpynmoii.

® [IPOTOKOJBI IMHAMHYECKOW MapmpyTu3anuu (tadmuna 10);

Tab6muua 10 — ITpoToKobl TUHAMUYECKON MapIIPyTH3AIHH

HaszBanue
Kparkoe onucanue Jucrunnuza
TEXHOJIOTUHU
OSPF — mpoTOKON AMHAMUYECKOW MapIIpyTHU3aI[UU, OCHO-
. P A PUIPYTH3AIIIH, Komnberorepubie
BaHHBIM Ha TEXHOJIOTUU OTCIICKUBAHUS COCTOSHUS KaHala U
OSPF . . KOMMYHHUKAIUH
UCTIONB3YIOMIMH IS HAXOXKJIEHUSI KpaT4alIero myTH alro- " ceTH
putm JIeHKCTpBHI.
EIGRP — mporokon MapmpyTuzanuu, pa3paOOTaHHBII
dbupmoii Cisco na ocnose nporokosia IGRP 1oii e dupmsl. | KommnbroTepHbie
EIGRP Penuz mporokona coctosicst B 1994 rony. EIGRP ucnons- | koMMyHUKauu
syer mexanusm DUAL mis BeiOopa Hambosee KOPOTKOTO U CeTH

Mapuipyra.

® MPOTOKOJIBI JJIs HAacTpo¥ku cetn MuTepHer (Tabauima 11);
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Ta6muma 11 — TlpoTokonsl A1t paboThl ¢ ceThio «HTEpHET

Ha3Banue
Kparkoe onucanue Jucrunnuxa
TEXHOJIOTHHU
NAT — mnpeoOpa3oBanue aapeca MetonoMm NAT moxer
MPOU3BOIUTHCS  MOYTH  JIIOOBIM — MapIIPYTU3UPYIOIIUM
YCTPOMCTBOM — MapHIPYTH3aTOPOM, CEPBEPOM JOCTYIIA,
MEXKCETEeBBIM dSKpaHoM. Hambonee momymnsipHbIM sBiisieTcsi | KoMbroTepHbIe
NAT SNAT, cyTh MexaHM3Ma KOTOPOTO COCTOUT B 3aMEHE aJpeca | KOMMYHHUKAIIUU
MCTOYHHMKA TPU MPOXOXKJICHUM IaKeTa B OAHY CTOPOHY U U CeTu
o0paTHOH 3aMeHE ajpeca Ha3HAYEHUsS B OTBETHOM IAKETe.
Hapsimy ¢ aapecamMu HMCTOYHUK/Ha3HAYEHHE MOTYT TaKXKe
3aMEHSTHCS HOMEpa MOPTOB MCTOYHUKA M HA3HAYCHUSI.
Tpancnsauus nopr-agpec — ¢gopma auHamuueckoro NAT
P . pT-aip opma 1 > | KomnbrorepHble
KOTOPBI OTOOpa)KaeT HECKOJbKO HE3aperuCTPUPOBAHHBIX
PAT . . KOMMYHUKAITUU
aIpecoB B €OUMHCTBEHHBIA 3aperucTpupoBaHHbIi [P-anpec, " ceT
VCITIOJIb3Ysl PA3JIMYHbBIE TOPTHI

® MPOTOKOJIBI, OOecreynBaromye 6€30MacHOCTh, KaK KOPIIOPATUBHON CETH
Ha ceaHcoBOM ypoBHe Mojenu OSI, Tak ¥ npu B3aUMOJEHCTBUU MOJIb30BaTEIEH

NyOJIMYHBIX CETEH C KOpIOpaTUBHOM ceThio. B KypcoBoit pabore oHM OyayT

HACTPOCHBI Ha ceTeBoM 00opynoBanuu kommanuu «Cisco Inc.» (Tadmuia 12);

Ta6muma 12 — IlpoTokonsl ¢ mudppoBaHUEM

HaszBanue
Kpatkoe onucanue Jucuuninuza
TEXHOJIOTUHU

WneanbHO MOIXOTUT AJISL CBSI3U LIEHTPAJIBLHOTO odrca KOM-
naHuM ¢ ee ¢uimanamMu. BupryanbHbll kaHan mo3BossieT | KoMmbroTepHbIe

StSVPN | cBsi3aTh JTOKaIbHBIE KOMIIBIOTEPHBIE CETH O(DUCOB M OpraHu- | KOMMYHHUKAITUU
30BaTh HECKOJIBKO KaHAIOB CBSI3U, B TOM YHUCIIE JIJIS JOCTYIIa U CeTH
B MHTEpHET.
Hcnonb3yroT 1 co3maHus 3allMIIEHHOIO KaHaja MEXIy
CErMEHTOM KOPIIOPaTHUBHON CeTH (LIEHTPaIbHBIM O(HCOM
win (GUINAIoOM) ¥ OJMHOYHBIM IIOJIB30BaTENeM, KOTOpHIA, | KoMmbroTepHbIe

RaVPN pabotasi 1oMa, OAKIIOYAETCS K KOPIMOPATUBHBIM pecypcaM | KOMMYHHUKAITUU
C JOMAIIHEeTO0 KOMIThIOTEpa, KOPIOPATUBHOTO HOYTOYKa, U CeTH
cMapThoHa WIM ¢ KOMITBIOTEpA OOIIECTBEHHOTO IMOJIh30Ba-
HUSL.
SSH — ceTeBoil mpOTOKOJI MPUKIIATHOTO YPOBHS, ITO3BOJIS-
10L1Mii POH3BOJNTD YAANEHHOE YIPABICHNAE ONEPALUOHHON KoMIbioTepHbIe
cucteMoil u TyHHenupoBanue 1CP-coenuaenuii. Cxox 1Mo

SSH KOMMYHHUKAIUH
(GyHKIIMOHATBHOCTH ¢ TpoTokosamu Telnet, Ho, B oTinume
oT Hero, mMUpPyeT Bech TpapuK, BKIIOYAS U TIepeIaBaeMbie et
TIapOJIH.
Access Control List — criucok KOHTpOIIS J0CTyMa, KOTophii | KoMmbroTepHbie
ACL OTIpeIeIIseT, KTO WM YTO MOJXKET IMOJy4aTh JOCTYN K KOH- | KOMMYHUKAIIUU

KPETHOMY OOBEKTY. U CeTH
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[Ipumep pasmenieruss oOOpPyJOBaHUS B MPOTPaMMHOM cumyssitope. [lpu
pa3MeIIeHnH KOHEYHBIX YCTPOWUCTB, HE PEKOMEHYETCs MPEACTaBIATh Bce (Hu3u-
YECKHUE YCTPOMCTBA B MPOrPAMMHOM CUMYIIATOPE, JOCTATOYHO MPEICTABUTH IO
OJTHOMY IK3EMIUISIPY KOHEYHOTO YCTPOMCTBA U3 KAaTETOPUU TIPUHTEPHI, KOMITBIOTE-
pbl. Hanpumep, ecinu Ha ¢pusnueckoi cxeme kabunera pasmerieno 5 11K u 2 npun-

Tepa, To B Cisco Packet Tracer nocratouno 1 I1K u 1 npunTtepa (pucyHok 2).

Pucynox 2 — Pacnionoxxenue o00opyoBaHus 1o KaOMHETaM B odrce

[Ipu coemuHEeHUHN YCTPOWCTB HEOOXOAMMO OOECIEeYUBATh OTKA30yCTONYM-
BOCTb JIOKAJIbHOM CETH, & KPUTHYECKM BAXKHBIMH YYaCTKAMU CETH SIBIISIIOTCS CO-
€AMHEHUS MEXIy KoMMyTaTtopaMu. [[isi uX COeqUHEHMs] HEOOXOAMMO HCIONb30-
BaTh TexHosoruu «etherchannel» u mpotokon ocroBHoro aepesa. Mimenuno >tu
TE€XHOJIOIMHM MOMOTYT IOJIYYUTh MOBBIIIEHHYIO MPOIMYCKHYIO CIIOCOOHOCTH U BBI-
COKYI0 OTKa30yCTOMYMBOCTh HAIIEH CETH.

Texnonorust arperanuu kaHanoB B Cisco Packet Tracer, mpencraBiena aABy-
M nnporokonamu LACP u PAgP.
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Ilpumeuanue. B Cisco Packet Tracer He pekOMEHIyeTCs HCIOJIb30BATh
TexHOJI0ruio etherchannel, 3T0 MOKET IPUBECTH B HENMPABHIBHON paboTe U 3aBH-

CaHHMIO MTPOrPAMMHOTO TPOIYKTa (PUCYHOK 3).

Pucynok 3 — Pacnionoxxenue o6opyoBaHus Mo kKabuHeTam B opuce

[Ipumep KOHPUTYpHpPOBaHUSI BUPTYAJbHBIX JOKAIbHBIX ceTel coriacHo IP
mwiady. B oducax, B koTopeix 0osnee 2-yXx KOMMyTaTOPOB, HaCTpauBaeM IOJTyde-
HUE WH(OPMAITIHU O BUPTYATBHBIX CETSIX C TJIABHOTO KOMMYTATOpA.

Ha nannom sTane HeoO6xoauMo HacTpauBaeTcs nmpoTokoia VTP u co3naercs
Ha riaaBHbIX KoMMmyTaTopax VLAN-bI cornacHo IP muany. /lanee HacrpanBaem Ha

nopTax pexkuMbl trunk u access (pucyHok 4).
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Bort Link VLAN IF Rddress MAC Address
FastEthernetl/1 e -= - QoD0.BC43 _ETO1
FastEthernetl/ /2 Tp -= - 0000 _BC43 _ET0Z
FastEthernetl/3 g 10 - QoD0_BC43 _ET03
FastEthernetl/4 Up 5 - 00D0_BC43 _ET04
FastEthernetl/5 e 1z - QoD0.BC43 _ETOS
FastEthernetl/& Down 1z - 0000 _BC43 _ET706
FastEthernetl/7 Down 1z - QoD0_BC43 _ETQT
FastEthernetl/8 Down 1z - QoD0_BC43 _ET08
FastEthernetl/3 Down 1 - QoD0.BC43 _ETOS
FastEthernetl,/10 Tp 5 - 0000 _BC43 _ET70R
FastEthernetl,11 Up 13 - 00D0_BC43 _ETOB
FastEthernetl/12 DowWn 13 -= Q000 _BC43 _ETOC
FastEthernetl,/13 Down 13 - QoD0_BC43 _ETOID
FzastEthernetl/ 14 Dowrn 13 -— 00D0_BC43 _ETOE
FastEthernetl/15 Down 13 - 0000 _BC43 _ETOF
FaatEthernetl/1& DowWn 13 -= QoD0_BC43 _ET10
FastEthernetl,/17 Down 13 - QoD0_BC43 _ET11
FzatEthernetl/ 128 Dowrn 13 -— 00D0_BC43 _ET1Z
FastEthernetl,/19 Down 13 - 0000 _BC43 _E713
FastEthernetl,/20 g 5 -= QoD0_BC43 _ET14
FastEthernetl/21 Up 5 - QoD0_BC43 _ET1S
FzatEthernetl/ 22 Dowrn 5 -— 00D0_BC43 _ET71c
FastEthernetl/23 Down 5 - 00D0_BC43 _ET717
FastEthernetl/24 DowWn 5 -= QoD0_BC43 _ET1E
GigabitEthernetl/1 Down 1 - QoD0_BC43 _ET1S
GFigabitEthernetd/ 2 DowWn 1 - 0000 _BC43 _E71n
Vlianl Down 1 <not et 00&0_47DB _C5A3
Hostname: Switch

Physical Location: Intercity, Home City, Corporate O0ffice, Main Wiring Closet

Pucynox 4 — Konguryparus moproB KOMMyTaTopa BTOPro YpOBHS

[Ipumep HacTpoWKKM TUHAMHUYECKOrO0 KOH(UrypupoBanue mnporokona [Pv4
Ha KOHEYHBIX YCTPOMCTBAX.
Ha panmHom »stane HactpamBaercs texHosornro DHCP. Ilpexne uvem

HactpanBatb DHCP, HeoOxoaumo 3aaats ip aapeca VLAN (pucyHok 5).

Vlanl Down 1 <not Iet¥
Vlians e 3 10_.0.0.193/28
Vlianld Up 10 10.0.0.1/30
Vlianll Up 11 10.0.0.17/28
Vlianlz e 1z 10.0.0.33/29
V1ianl3 e 13 10.0.0_.459/28
Vlianld Up 14 10.0.0.85/723
Vlanls Up 15 10.0.0.73/259
Vlanle e 1s 10.0.0.81/730
V1ianl? e 17 10.0.0.85/730
Vlianlsa Up 13 10.0.0.37/728
Hostname: Switch

Pucynok 5 — «IP ampeca» «VLAN-untepdeiico» B nepsoM oduce

Haunubie [P aapeca neoOxoaumo uckimounth u3 DHCP nuamnaszona. Ilocrne
HACTPOIKM aBTOMaTH4YecKoi pa3nauu [P agpecoB, HEOOXOAMMO MOCMOTPETh KaKKe

IP anpeca Boeigan DHCP cepsep (pucyHok 6).
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10.
10.
10.
10.
10.
10.
10.
10.

L= e i Y o Y i I e e s |
L= e i o o I o i i}

-

.34
-50
.EE

-135
-138
-138
-133

Switchishow ip dhep binding
IF address

Client-ID/
Hardware address
3CE3R
&C54
REZT
1EDS
5338
32eC
2173
1140

O0EQ.F781.
00%0.21592.
00D0.BC40 .
0001.CsBA.
00D0.5780
0080_.47ES3.
000C.8522.
O00B.BEZ4.

Lease expiration

Type

butomatic
butomatic
Automatic
Automatic
butomatic
butomatic
Automatic
Automatic

Pucynox 6 — Brimannsie «IP agpeca»

IIprmep HACTPOMKHM BBIXOJa B MHTEPHET BCEM COTPYAHHUKAM, KPOME

CeKpe-

tapeil. Ha nannom atane Oynet HacTpoeHa TexHosioruss NAT. Beixon cekpetapeit

B MHTEpHET OyJeT orpaHMuYMBaTh access-list. [IpaBuna B access-list HeoOX0UMO

IPONKUCHIBATh B CICAYIOIIEM MOPSIKE: CHavyasa 3amnpenaeM motoM paspemaem. Ha

pucyHKe 7 MpUBEIEH NpUMEp, MEPBbIM MPABUIIOM MBI 3alpellaeM BbIXOJ CEKpeTa-

peiil B MHTEPHET, a BTOPHIM IIPABHJIOM pa3periaeM BceM (PHCYHOK 7).

deny ip 10.0.0
permit ip 10.0

0.0
0.0

.3 &
0.2

I

55

b}

any

Pucynok 7 — Ipumep access list

[Tocne nactpoiiku NAT, KoMIbIOTEpHl OpPraHU3alMd MOTYT BBIXOJUTH B

rJ100aJIBHYIO CETh, KPOME KOMITBIOTEPOB ceKpeTapeid (pucyHok 8).

icomp B8
icomp B
icmp B
icomp B

.8
g
a8

-B.

-8.
_B.
-8.

L I R I

W La R

-1

Inside

10

10

-0
10.0

-0
10.0

.0
i
a

i

Bouterfshow ip nat translations
Pro Inside globkal
.8

local
.34
.34
.34
.34

i

W L R

Cutside

oo
Mo o om
oo

o oo
W L R

local

(=

Cutside

o o0 o0 o
o 0o m
o oo

Mo o om
e La R

global

Pucynok 8 — Cratuctuka ceTeBbIX TPAHCIISAIUN

Ipumeuanue: Haznauenune texnonaoru NAT B ToM, 4TOOBI BBIBOJUTH «Ce-

PBIC» aapeca B I‘JIO63JIBHYIO CCTh, IIOOTOMY CaMbIM IICPBBLIM IIPaBUJIOM H€O6XO,Z[I/I-

MO TPOIHUCATh 3alpPeT HAa TPAHCISAIUIO CETEBBIX AJPECOB U3 «CEPOM» CETH B «cCe-

pyto» (pucyHok 9).
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Extended IP access list FOE-HAT
10 deny ip 10.0.0.0 O0.Z55_255.255 10.0.0.0 0_2Z55_255_255
20 deny ip 10.0.0.0 0.0.0.3 any
30 Fernﬁ.t ip 10.0.0.0 O0.0.0.255 any

Pucynox 9 — 3anper TpaHCIAINHN «CEePBIX» CeTeH

Hacrtpoiika Be6-cepBep U CKOHGUTYpUPOBATh TAKUM OOpa3oM, UYTOOBI KIIH-
CHTBI HaIlleW KOMIIAHUU MOTJIM 3aXOJUTh Ha HAIll CaMT.

Ha nanHom sTane HeoOX0AMMO HACTPOUTH TPAHCIISIITUIO U3 TJIO0ATBHOMN CeTH
B «cepyto». [IpoBepka ocyniecTBIseTCs CIeAYIOMNM 00pa3oM: — C KOMITbIOTEpa B
rJ100aapHON CEeTH, B aJIpeCHON CTpOKe, HeoOXoauMo BBecTH «Oemnbiit» [P aapec
Hallleld opraHu3aluyd W B pe3ysbTaTe OyAeT JOCTYNEeH BeO-caliT Halleil Komiia-

Hun (pucynok 10).

< = | URL |http://5.8.8.2| Go Stop
Web Server left office

PAT configured correctly.

Quick Links:
A small page
Copyrights

[mage page
Image

Pucynok 10 — Ilposepka paborocrnocodonoctu «PAT»

[Tpumep HACTPOWKH 3alIUIIICHHOTO COCTMHECHHS MEX Iy orcamMu Ha OCHOBE
npuMeHeHus TexHosoruu Site-to-Site VPN, ¢ ucnons3zoBanuem [PSec, npencras-

JeH Ha pucyHke 11.
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Bouterfshow crypto isakmp sa
IBv4 Crypto ISAEME 52
dst arc state conn—id slot status

IBve Crypto ISREME S5h
Bouterfshow crypto isakmp sa
IBv4 Crypto ISREME SR

dst Src state conn—id slot status
g.8.8.3 g.8.8.2 M IDLE 108¢& 0 ACTIVE

IPve Crypto ISAEMP SA

Pucynok 11 — IlpoBepka paboThI 3aIIUIIIEHHOTO COCTMHECHUS

[IpenocraBiieHre BO3MOKHOCTH COTPYAHUKAM KOMIAHUM MOJYy4aTh JOCTYII
K JII0OBIM €€ pecypcaM U3 MyOJMYHOM CeTH OpraHU3yeTcs ¢ MOMOIIBI0 TEXHOJIOTUU

TPaHCIAILUU HOMEPOB mopToB B IP-aapeca (pucyHok 12).

VPN Configuration X
VPN
GroupMame: RAVPM
Group Key: test

Host IP (Server IF):

oo
&
(¥
"

Username user

Password 11l

YPM is connected.

Connect

Pucynox 12 — Pe3ynbpTaT yCHEeUIHOTO MOAKIIOYEHHS

[Ipumep npenocTaBiieHus: apeHIaToOpaM, U3 Hallero oduca, OTAEILHOTO BbI-
X0Jla B MHTEpHET 4epe3 Halle 00OpyJ0BaHME, C OFPAHMYEHUEM YpPOBHS JOCTYyIa

npecTaBieH Ha pucyHke 13 u pucynke 14.
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Extended IP accesgsa list IN_LRENDR
10 deny ip any 10.0.0.0 0.0.0.255 (3 matchies))
20 permit ip any any (lé matchies))
Extended IP access list OUT_RRENDR
10 deny ip 10.0.0.0 0.0.0_.255 any
FU permit ip any any (3 match(es))

Pucynok 13 — Access-list-b1 st apennaTropoB

interface Vlans
ip address 10.0.0.241 Z55_Z55.255_240
ip access—group IN ARENDE in
ip access—group OUT ARENDA out

Pucynoxk 14 — Kondurypanus uarepdeiica 1j1s apeH1aTopoB

[Tpumep npemocTaBiaeHue TOCTAM odrca TOCTYIT B HHTEPHET (HE K pecypcam
KOMITaHuM) yepe3 cetu Wi-fi.

Cetun Wi-fi HEOOX0IMMO CTPOUTH HA TOYKAX JOCTYIa, CBS3aHHBIX C OCHOB-
HOM CEThIO MPOBOIHBIMU JIMHUSIMHU CBSI3H. B 3aBUCUMOCTH OT Harpy3Ku, co3/1aBac-
MO# TpadUKOM MOJIb30BaTEJICH, PEKOMEHAYETCS] IPUMEHSATh TEXHOJIOTHIO arpera-
MU TPOBOJHBIX KaHAIOB. PazMenast TOuku 1OCTyma ClaeayeT YIUThIBaTh (hU3nde-
CKH€ OCOOCHHOCTH 3/1aHUs (HalpuMep, HAJMYue CTeH). 3aJaHue NJIsi CTY/ICHTOB
YCTPOCHO TakK, YTOOBI TPYMIBI YCTPOHCTB, COCTUHEHHBIX OECIIPOBOTHON CETHIO,

OBbLTH BBIJICIICHBI I[BeTOM (pUCYHOK 15).

{

I
%, TabletfC-PT z
SMARTPHDNé’.«g;r Tabl&E PC1 S Laptop-pT
Smartphone2 ":f",rf; = \‘:‘\\ CopyLaptopl
ﬂé&; = {Qb

10.0.0.0/24

Pucynok 15 — IlocTpoenue 6ecipoBogHON ceTn
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Jljis orpaHMyYeHus JOCTyNa K pecypcaM KOMITAHUUW HEOOXOIUMO HCIIONb30-

BaTh CIIMCKH KOHTPOJIS TOCTyMa (PUCYHOK 16).

M5l§show ip access—-lists

Extended IPF access list OUT_WIFI
10 deny ip 10.0.0.0 O0.0.0_.255 any
20 permit ip any any

Extended IP accesa list IN WIFI
10 deny ip any 10.0.0.0 0_.0_0_Z55
?G permit ip any any (9 match{es)

!

Pucynok 16 — Access-list-b1 11t 6ecripoBoHOM ceTH

HpI/IMCp oOecrnieueHUsT BO3MOKHOCTH YAAJICHHOI'O yIIpaBJICHHSA BCEMHU KOM-

MyTaTOpPaMH U MapHIPYTU3aTOPAMH IO 3alUIIEHHOMY KaHaiy (pucyHok 17).

MS51lgssh -1 admin 10.0.0_.10
Open

Password:

rlrena

Password:

ro#l

Pucynok 17 — IIpumep noakItoueHus MO 3alIUIIEHHOMY COETUHEHUIO

[TpumMep HACTPOMKKM TUHAMUYECKOI MapiipyTuzanuu (pucyHok 18).

router eigrp 100
network 10.0.0.0
no auto—Summary

Pucynok 18 — Pesynbrat HacTpoiiku «<EIGRP»

2.4.4 BupTyaJu3zaums cepBepHOii YacTH

TexHoyoruu 11 BUpTyaiu3auu (Tadmmma 13).

Tabnuna 13 — Ponu u cory:x661 Windows Server

Ha3zsanue

Kpartkoe onucanue Jucrunnuxa
TCXHOJIOI'nn

Active Directory («AKTUBHBIA KaTanor», AD) — ciyxObI
KaTaJIoroB kopropauuu Microsoft i onepannoHHBIX CH-
creM cemeiictBa Windows Server. [lepBoHadanbHO co3aBa-
AD DS J1ach, KaK LDAP-COBMGCTHM?.H peanu3arys ciyxObl katano- | OnepannoHHbIE
ros, ogHako, HaunHasa ¢ Windows Server 2008, BKJIroYaeT CHCTEMBI
BO3MOXXHOCTH MHTETPAIUU C IPYTUMU CIyKOaMH aBTOpU3a-
IIUU, BBITOJHSS JIJI1 HUX HWHTETPUPYIOUIYI0O M OO0BEIUHSIO-
IIYIO POJIb.
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[Tponomxkenne Tabautsr 13

DHCP — npoTokos AMHAMHUYECKON HACTPONKH y3Jla — ce-
TEBOM IPOTOKOJI, MO3BOJISIOMIMNA KOMIIBIOTEpAM aBTOMAaTH-
DHCP yecku nony4athk [P-aapec u apyrue mapamerpsl, HEOOXOIH-
Mmbie 111 paboTel B cetu TCP/IP. JlanHbIi mpoTOKoa pado-
TaeT 10 MOJIEIH KJIUEHT-CEPBED.

OnepanmoHHbIe
CHCTEMBI

DNS — cucrema 1OMEHHBIX UMEH — KOMIIBIOTEpPHAs pac-
npefenéHHas cucreMa JUisl MoJydeHHs MHPOpMaLuu O J10-
MeHax. Yamie Bcero wucnonb3yercs g nonydenus IP- | OnepaunnonHble
azpeca 10 MMEHM XOCTa, KOMIIBIOTEPA WM yCTPOUCTBA, I0- CHUCTEMBI
JTy4eHus: nHPOpMAIMK O MapUIPYTU3ALUU OYTHI, 00CITYKH-
BAIONIMX y3J1aX JIJIsl MPOTOKOJI0B B JoMeHe (SRV-3ammch).

DNS

SNMP — mnpocTtoii mpoTOKoJI CeTeBOro YHpaBieHHUS) —
CTaHJAPTHBIA MHTEPHET-IIPOTOKOJI JUIsl YIPABIEHUS YCTPOM-
ctBamu B [P-cersix Ha ocHoBe apxutekryp TCP/UDP. K
nogaepxxkuBaromuM SNMP ycrpolicTBaM OTHOCATCS Mapii-
SNMP pYTH3aTOpBl, KOMMYTaTOpBI, CEpBEphl, paboyHe CTaHLUH,
IPUHTEPBI, MOJIEMHBbIE CTOMKU U apyrue. IIpoTokos 00bMHO
UCIIOJIb3YETCSI B CUCTEMAax CETEBOI0 YINpPaBJICHMsS JUISl KOH-
TPOJIA NOJKIIOUYEHHBIX K CETH YCTPOWCTB Ha MPEAMET YCIIO-
BUH, KOTOpBIE TPEOYIOT BHUMAHUS aIMHHHUCTPATOPA.

OnepanoHHbIe
CUCTCMBI

Be6-cepBep — cepsep, npunuMatommii HTTP-3anpockr ot
KJIMEHTOB, 00bIYHO BeO-Opay3epoB, u Boyaatonuii um HTTP-
OTBETHI, Kak mpaBmwio, BMecte ¢ HTML-crpanumeit, n300-
pakeHueM, (aiiom, MeaMa-MOTOKOM WM JPYTUMH JaHHBI- | OnepanuoHHbIe
mu. Beb-cepBepoM Ha3bIBAIOT Kak MporpaMMHOE obecrieue- CHCTEMBI
HUe, BBINOJHSMOMEe (YHKIUKM BeO-cepBepa, Tak M HETO-
CPE/ICTBEHHO KOMIIBIOTEp, HAa KOTOPOM 3TO MPOTPaMMHOE
o0ecrieyeHne paboTaer.

Beb cepsep

daiin-cepBep — 5TO BBIACICHHBIA CEpBEpP, NPEIHA3HAYCH-
HBIN 711 BBIMTOJTHEHUsT (halIoOBBIX OIepaldii BBOJA-BBIBOJIA
U XpaHaumii ¢ainel moboro tuna. Kak npasuio, obnamgaer
OOJBIITUM 00BEMOM JTHCKOBOTO MPOCTPAHCTBA, peaTu30BaH-
HOM B ¢opme RAID-maccuBa ansi obecneueHus: Gecriepe-
00ItHOI pabOTHI U MOBBIIIEHHONW CKOPOCTH 3alMCH U YTCHHS
JTAHHBIX.

[OF: 178 (0):3 815 ¢
cepBep

OnepanoHHbIe
CUCTCMBI

Bupryanuzanus cepBepHOM 4YacTH BBINOJHSIETCS B OJHOM U3 TPEX CHUCTEM
yIpaBiIeHUS BUPTYyaIbHBIMU MAaIIHHAMH Ha BBIOOD:

e VMware Workstation Player;

e Hyper-V,

e VirtualBox.

Oransl paboThl ¢ CUCTEMOM BUPTYaJIU3alNN:
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1. TlepBBIM dTamoM MPOMCXOAMT 3arpy3Ka OMEPANMOHHON CHUCTEMBI C O(H-
IIUAJILHOTO CaiiTa MPON3BOIUTES.

2. Co3pmaércs BUpTyaibHas MallliHA U3 JIOOO0W U3 BBINIE MPEICTABICHHBIX
Cpell C Y4ETOM MHHHMAJIbHBIX CHCTEMHBIX TPEOOBAaHUN M YUETOM BO3MOKHOCTH
o0opy10BaHUS.

3. YcraHaBnMBaeTCs ONEpaloOHHAsl CUCTEMa Ha CO3/IaHHYIO BHPTYaJbHYIO

MAIlIMHY U TPOIIECC CHUMAETCS Ha BUeo (pucyHok 19).

# @) werstiten = £ = 5 — o oo

Moaroroexa $anos A ycrmosn ZTH)

Pucynok 19 — YcraHoBka onepaniMOHHON CUCTEMBI

4. HacrpauBarotcs ciyx0b1 Active Directory Domain Services.
[Tpumep nodasnenus ponu «JomeHnsie ciry:x0n1 Active Directory» noka3zan

Ha pucynke 20.
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Pucynox 20 — Hacrpoiika Active Directory
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[Mpumep moBsbiieHUsT poiu cepBepa B ciyxbax Active Directory Domain

Services nokasan Ha pucynke 21.

| uEnEsoR cereer ||
| KoHdMrypauua passeptuiBaHua WIN-SIMATOBSEZ]

Burtiegaine Crepaniin pAsEED Tusanes

A euncareres 10R ONEREUY BRELATE FUETRIE Ainnue

YTt M g jaie [

Hactpoiika AD

Pucynok 21 — [loBeimenue poiu 10 ypoBHs «KoHTposuiep»

5. CosznaHue AecsATH MOJIb30BATENICH U MATH OT/EJIOB MPEICTABICHO HA PU-

CYHKe 22 U pUCyHKe 23.

' 3
Crmagmn ool B Noxanvred ceppep 1

[
Bx o Ty .
EA Ty (! o HRANLLS
[ = L [ s 3708 - F; @ Ynpamaseuocrs
| 4 Cobwman

Pucynok 22 — Co3iaHue nojib30BaTeie
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Pucynok 23 — Co3znanue rpyrin

6. Cozmanue JUIsi KaXIOTO OT/ENa MO OJHOW IMamke Ha o0IIeM pecypce.

[Tanikam HEOOXOAMMO HACTPOUTH JOCTYH TaKUM OOpa3oM, YTO KaKIbIA IMOJIb30Ba-

TEJb U3 OT/Ie]Ia UMEET Pa3Hblil yPOBEHB J0CTYIIA (UTeHHE/3amnch) (pUCYHOK 24).

B o Npsarpaanen - “W-R I Windows Sevti 202 € | Bl | = @ B [=[8] x

| o Bop uMeHn obwero pecypca

Ofiased pecype L [}
Euasen 38078

Cifmatane cliers pecypes:
T2 % weros ot B Jawaroc 11376

— Coobogne 13716
Sorasumul fryT & ofusewry pecypey:

CACrarmOaent

Yansteedl iyte € B pECYRCY
WIN- S2MLFOBGE T\ Ovaeal

Co3gaHue Nanok 1 ypoBHel AOCTyna KaMnpox

Pucynok 24 — Co3znanue o01ero pecypca

7. Tlpomuecc nactpoiiku Web-cepBepa npejcraBiieH Ha pucyHke 25.
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Hactpoiika WEB=Cepeepa(c turpamu)

Pucynoxk 25 — Jlo6aBnenue poaun «WEB-cepsep»

2.4 AnpobGamusi KypcoBoii padoThl

B Tteuenun Tpex cemecTpoB KypcoBasi paboTa Obliia anpoOupoBaHa Ha IECTU
rpynmnax (msaTh 1Mo ouyHoi dopme oOydeHus U ojJHa 3a04Hasi). B mepBoM cemectpe
(ocenn 2015) obyuanucek crynentsl rpynnsl KT-401. B mpouecce BbIoOIHEHUS
ObUIM BBISBIICHBI CJIEIYIOIINE HEJOCTATKU: HEIOCTATOYHOE KOJMYECTBO HACTpau-
BAa€MbIX TEXHOJIOTHH KaK BO BTOPOW YacTHU KypcOBOH pabOThI, TAK U B TPEThEH;
METOJMYECKHE yKa3aHUsl ObLIM COCTaBJICHbl B HEMPAaBUIBLHOM MOPSAKE, YTO MpPH-
BOJMJIO K OIIMOKaM IPH MOJEJIMPOBAHMU CXEMbl B MPOTPAMMHOM CHMYJIATODE.
[IporeHT caaBmMX ¢ IEPBOro pa3za coctaBui 95%.

Bo Bropom cemectpe (BecHa 2016) KypcoByI0 paOOTy BBINOIHSIIN CTYAECHTHI
rpynn U9-201m u 3KT-312C. C ydyetoM ucnpaBieHUN ObLIN BBISBICHBI CIEAYIO-
M€ HEJOCTAaTKU: KypcoBasi paboTa OJMHAKOBA CIIOKHA IO COACPKAHUIO AJIs BbI-
MOJIHEHUS CTYJEHTaMH, 00y4YalOUMMKCS KaK M0 CMEXKHBIM MPOQUISM MOArOTOB-
KM, TaK ¥ JJIs1 3204HOM QopMbl 00yueHus. B 106aBok kK 3TOMy y 3a04HOM TPYMIIbI
BO3ZHUKJIM TIPOOJIEMBI C KOJUIEKTUBHON paboToi. [IporeHT caaBmmx ¢ mepBoro pa-

3a coctaBui 30%.
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B Tpethem cemectpe (ocenb 2016) oOyueHre nNpoxXoAWIn CAEAYIOMIUE IPyI-
el UB-301, KT-302 u KT-412. CinoskHOCTEH B BHIIIOJHECHUHM HE BO3HHUKAJIO, SIMH-
CTBEHHBIM M HE3HAUYMTEJILHBIN HEJOCTATOK 3aKjtodacs B ToM, yto rpynmne Mb-301
HEO0OXOJMMO JaBaTh TTOMEHBIIIE CTAHJAPTHBIX MPOTOKOJIOB M MOOOJIBIIE MPOTOKO-
70B 1o 6e3onacHocTH. [IponeHT cnaBmmx ¢ nepBoro pasza coctaBui 90%.

W3 mosry4eHHBIX JaHHBIX MOYKHO CJACNIAaTh BBIBOJI, YTO JUISA Pa3HBIX MPOQH-
aeit u popM 00ydeHHst HEOOXOAUMBI pa3Hble KypcoBble padboThl. [laHHas KypcoBas

paboTa peKoMeH I0BaHa Il MpOoQHIN3alui KOMITBIOTEPHBIE TEXHOJIOTHH.
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SAKJIIOYEHHUE

B pamkax BbITyCKHOW KBanu(UKAMOHHONW paboThl ObuTla pa3paboTaHa
CTPYKTypa KypcoBOi pabOThl AJisi AUCUUIUTHHBI « KOMITbIOTepHBIE KOMMYHUKAIIUN
U CETH» U METOJMYECKUE YKa3aHUs 0 €€ BBITIOJHEHHUI0. Pa3paboTaHHbIe yKa3aHUs
BOIILJTM B pabouyro MporpaMMy TUCHUIUIMHBI U 3aMEHHIIIN TPEIBIIYIIYI0 KYPCOBYIO
paboty ot 2012 rona.

B xope BeimoHEeHNs paboThl OBUTH PEIICHBI CISAYIONTNE 3aa4H:

1. TIpoanamusupoBaHa y4yeOHO-METOAMYECKAs U TEXHHUYECKas JOKyMEHTa-
Ul IO TeMe paOOoThI.

2. CTpyKTypUpOBaH IOJIE3HbIN Y4eOHbII MaTepual o TeMe.

3. PazpabortaHo MeToaMuYecKOe yKa3zaHUE K KypCOBOW paboTe Mo AMCIIHU-
wHe «KOMIBbIOTEpHBIE KOMMYHUKAIIUN U CETH.

4. Pa3paboTaH npuMep BBITIOJHEHUS KypCOBOU pabOTHI.

5. KypcoBas paboTa anpoOupoBaHa Ha CTyACHTaX, U3YUYarOIINX JUCIUATLIN-
Hy «KOMIBIOTEpHBIE KOMMYHUKAIIUNA U CETH.

[To pe3ynbpTaTam aHanm3a y4eOHON JOKYMEHTAIMU U aHAJOTHYHBIX METOIM-
YECKUX yKa3aHUW ObLIO cPOopMyTUpOBAHO HazHaueHHE: (POPMHUPOBAHHE HABHIKOB
MPOEKTUPOBAHUS M MOJICTMPOBAHUS KOPIIOPATUBHBIX KOMITBIOTEPHBIX ceTeil pado-
Tast B kKomanje. s aToro kypcoBasi paboThl Obliia pa3douTa Ha TpU OJIOKa: aHAJU3
UHPPACTPYKTYPHI MPEATNPHUSATHS; TPOSKTUPOBAHNE JTOTHIECKONH CXEMBI TPEIITPHsI-
TUSL B CUMYJISITOPE; BUPTyaIU3alysi CEpBEPHON YacTH.

Bricokast Tpy10eMKOCTh U KOMIUIEKCHOCTh KypCOBOM pabOThl KOMIIEHCHPO-
BaHbl MPOJBUHYTHIM METOJUYECKHUMH COMPOBOXKIAeHUEM. [ljis ee BBINOIHEHUS
MPUMEHSIOTCS: TPYyMIoBas padoTa, AenoBas urpa. Taxke s ynoocTBa paboThl B
METOIMYECKUE YKa3aHUs ObUTH BHEPEHBI MILTIOCTPUPOBAHHBIC TPUMEPHI PEIICHUS
MOCTaBJICHHBIX 33/1a4.

KypcoBast paGorta Oblia anpoOupoBaHa Ha MATH OYHBIX U OJAHOW 3a0YHOM

yueOHoi rpynnax. [lo pesynbraram anpoOanuu ObUIM WCIPABIICHBI BHISBICHHBIC
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HezoueThl. Hambosiee cephe3HbIM SIBISETCS TO, YTO JaHHAs KypcoBas padora
CJIMIIIKOM CJIO’KHA JIII CMEKHBIX Tpoduiieii MOArOTOBKYA U OCOOCHHO JIJIST 3a0UHBIX
dbopm obyueHus. Takke B TpeThel 4aCTU KypCOBOM pabOThI HEOOXOIUMO YBEJH-
YUTh KOJIMYECTBO U3YYAEMBIX CEPBEPHBIX TEXHOIOTHH.

JlanbHeiiee pa3BuTHe pabOTHl MOXKET OBITH HAMPABICHO HA WHIAWBHUIYaJIH-

3alMI0 COJIep KaHus pabOThI ISl CMEKHBIX MPoUIe U 3a04HbIX POopM 00yUEeHHUS.
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