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AHHOTALIMS

[TosicuuTenbHas 3amUCKa K BBIMTYCKHOW KBaTU(UKALMOHHOW paboTe BBIMOJ-
HeHa Ha 58 crpaHuIax, coAepXUT 36 pUCYHKOB, 2 TabauIbl, 29 UCTOUHUKOB HUH-
dbopmanuu, 1 TpuIoKEeHHE.

Kirouessie coBa: VMware Workstation, Microsoft Windows Server 2016,
Active Directory Federation Services.

O0beKTOM HCC/IeIOBAHMS SBISICTCS TMPOIECC 00YUEHUS CTYICHTOB JHUCIIH-
winHe «OrnepanuoHHbIe CHCTEMBIY.

IIpenmeTom uccienoBanuss — y4eOHbIE MaTepuaibl o AuciuiuiHe «Ore-
PAIMOHHBIC CHCTEMBD».

Heab — pa3paborarh J1a00paTOPHBIA MPAKTUKYM «AyTeHTU(UKALMSI KOpP-
NOPATHUBHBIX KJIMEHTOB Ha OCHOBE Ciyk0 peaepaunn Windows Server 2016».

B cooTBeTCcTBUU C MOCTABICHHON IENIBI0 B PabOTE PEICHBI CISTYIONNE 3a-
JTauu:

1. TlpoBeneH aHamW3 TUTEPATYPHl U HHTEPHET-UCTOYHUKOB 110 TEME HCCIIC-
JIOBaHUSI.

2. CropoekTupoBaHa CTPYKTypa J1a0OpaTOpPHOTO MPAKTHKyMa B COOTBET-
CTBUU ¢ paboyeil mporpaMMoi AUCITUTUIMHBI.

3. Peanmm3oBan umHTepdeiic mabopaTopHOTO MpakTUKyMa «AyTeHTU(DHKA-
IS KOPIIOPATUBHBIX KJIMEHTOB Ha OCHOBe ciyk0 deneparmu Windows Server
2016».

4. Pa3zpabGotanbl 1a00paTOPHbIE 3aHATHUSI U KOHTPOJIbHbBIE 3a/JaHUA.

Pe3ynbTaT BBITYCKHOM KBaJIM(UKAIMOHHON pabOThl OyAeT UCIOJIb30BATHCS
ctyaeHTamMu HampasyieHus: moaroroBku 44.03.04 «IIpodeccuonanprnoe obyueHue
(mo otpacisam)» npodunsa «MHpopMaTUKa U BBIYUCIUTEIbHAS TEXHUKA» MPOQU-

JN3alrn ((KOMHBIOTCPHBIG TCXHOJIOTHI).
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BBEJAEHUE

Microsoft Windows Server 2016 — omnepanmonnas cuctema (OC) Windows
Server HOBOro mnokoJieHus, Koropas mnomoraer MT-cnenmanucraM MONTHOCTHIO
KOHTPOJIMPOBATh HHPPACTPYKTYPY, oOecrieunBasi OeCIpeleICHTHYIO TOCTYITHOCTh
U YIOPaBIIIEMOCTb, YTO MO3BOJISET JOCTUYL Oo0Jiee BBICOKOIO, YeM KOorja-imoo,
ypOBHsI 0€30MAaCHOCTH, HAJEKHOCTH M YCTOWYMBOCTH cepBepHOil cpenpl. OC
Windows Server 2016 oTkpbIBaeT mnepes OpraHu3alusiMU HOBBIE BO3MOXKHOCTH,
IPEIOCTaBIIsAsE BCEM I0JIb30BATENSIM, HE3aBUCUMO OT MX MECTOHAXOXACHUS, J0-
CTyN K MojaHOMY Habopy cereBbix ycayr. Kpome Toro, B Windows Server 2016
MUMEIOTCSl CPENICTBA Ui aHajJN3a COCTOSHUS W JAMATHOCTUKH OINEPAllMOHHOM CH-
CTEMBbI, TOMOTAlolMe aJIMUHHUCTPATOPaM YJEISATh OOJbllle BPEMEHH Pa3BUTHIO
ousHeca. [laHHas cepBepHas OomepalMOHHAs CHCTEMa MpejiaraeT HEeNbIid psia HO-
BbIX TEXHUYECKUX BO3MOXKHOCTEH B 007acTH 0€301aCHOCTH, YIIPABICHUS U aIMU-
HUCTPUPOBAHUS, pa3pabOTaHHBIX JJIs MOBBIIIEHUS HAZACKHOCTU U THOKOCTH pabo-
THI CEpBeEpa.

Ocoboe BHMMaHue MpuBJcKaeT poiib cepBepa Active Directory Federation
Service.

Cayx0br ¢penepannu Active Directory (Active Directory Federation Ser-
vices, AD FS) — »T0 cepBepHas posib B omepaimonHoi cucreme Microsoft Win-
dows Server 2016. C nomombto AD FS MoxHO co3aate pacmmpsieMoe, HHTEPHET-
MaciitabupyemMoe M 0e30MacHOe pelleHue i yHpaBiIeHUS HACHTU(UKaLuen
MOJIb30BaTENCH M MpaBaMH JOCTyMa, COCOOHOe (PYHKIIMOHUPOBATH HA HECKOIb-
KHX Iuiatgopmax, Bkirouas cpeasl kak OC Windows, Ttak u aqpyrux OC.

Cnyx0b1 AD FS sBisIOTCS petieHueM 1o yrnpapieHUI0 MOATUHHOCTBIO, KO-
TOpOE MPENOCTABIAET BEO-KIMEHTaM, pabOTaIOIINM KaK BO BHYTPEHHEH, Tak U BO
BHEIITHEH CETH, IOCTYI K OJJHOMY WJIM HECKOJIBKUM BEO-TIPHIIOKEHUSM C UCIIOJb-

30BaHUCM CIHWHOI'O Ha60pa YUYCTHBIX OAaHHBbIX. HpI/I 9TOM YYCTHBIC 3aIllMCH I10JIb30-



BaTeJICH W MPWIOKEHUH MOTYT PACIOJaratbCsl B Pa3IUYHBIX CETAX W MPUHAIIC-
KaTh PA3TMYHBIM OpraHU3aLUSIM.

Ecnu npunoskeHne pacroyiaraeTcsi B OJJHOM CETH, a YYETHBIC 3aIUCH IOJTb-
30Bareiiel — B APYTrOW, TO BO3HUKAET TUIIMYHASA CUTyalus, B KOTOPOM MOJIb30Ba-
TEJSIM MPUXOJUTCS BBOJAUTD JOMOJHUTENbHBIE YUETHBIE JAHHBIE, YTOOBI MOTYUUTh
JOCTYI K TPWIOKCHUIO. DTH JIOMOJIHUTEIbHBIC HA0OPHl YUETHBIX JAaHHBIX TMPeE-
CTaBJISIIOT COOOM CBEJCHHMS O MOJIB30BATENSAX B MpEAesiax TOH 001acTH, B KOTOPOU
PacIoJIOKEHO TpUIOXKeHUe. J[OMONHUTEIbHBIC YYCTHBIC JaHHBIC, KaK IPaBHIIO,
3aIlpalIrMBalOTCs BeO-CEpBEPOM, HA KOTOPOM PACIIOIIOKEHO MPUIIOKEHHUE, Oiaro-
Japsi 4eMy CepBep MOXKET MPEJOCTABUTH MOJIB30BATENSIM HEOOXOAMMBIEC pa3peliie-
HUSL.

Cnyx0661 AD FS n30aBistoT oT HEOOXOAUMOCTH HUCIOJIB30BAHUS JTOTIOTHH-
TEIbHBIX YUYETHBIX JAHHBIX, YCTAHABIMBAS JOBEPUTEIbHBIE OTHOILIEHHUS, KOTOPhIE
MO3BOJISIOT TIEPEIaBaTh CBEICHMS O MU(PPOBON MACHTH(PUKAIINH TTOJIH30BATEICH 1
uX TpaBax JOCTyNa MEXIy JOBEPEHHBIMU MapTHepamu. B Takoi WHTErpupoBaH-
HOM cpejie KaKaas U3 OpraHu3aIiuil IpoI0JKaeT UCII0JIb30BaTh CBOM COOCTBEHHBIE
JTAaHHBIE O TIOJIMHHOCTH TOJIb30BATENCH, HO TIPH ATOM MOKET 0€30IacHO 0OMEHH-
BaTbCS STUMU JAHHBIMU C OCTaJIbHBIMH OPTaHU3AIUSIMHU.

Ponw cepepa AD FS Brirrouaer B ce0s ciryx0y denepamnun, CyK0y MpoK-
CH-areHTa U ciyk0y BeO-areHta. DTH CIIyKObl UCIIONB3YIOTCS JIJIsi HACTPOUKHU BEO-
TEXHOJIOTHH €MHOTO BXOJIa U MHTETPAIlMU BeO-pPECYpPCOB, M1l HACTPONKH IMPOIIe-
Typbl TOCTyTa, a TakXKe IS YIPaBICHUS MPOIECCOM aBTOPHU3AIUU M JTOCTYTIOM
MOJIb30BATENICH K MPUIIOKECHHSIM.

O0beKT: nporecc 00yueHus CTyJ€HTOB HarpaBieHus: noarotosku 44.03.04
«IIpodeccronanpHoe obydenue (mo orpacisim)» npoduns «MupopmaTuka u BbI-
YUCIIUTENTbHAS TeEXHUKa» npodunuzannu « KoMnbroTepHble TEXHOIOTUNY.

IIpeamer: yueOHbIC MaTepHraiIbl 1O AUCIMTUTNHE «OTIepaITMOHHBIC CHCTEMBD.

Leab padoThi: pazpaboTarh J1a0OPATOPHBIA MPAKTUKYM MO TeMe «AyTeH-

TU(DUKALUS KOPIOPATUBHBIX KJIMEHTOB Ha OCHOBe ciiyk0 ¢eneparnun Windows

Server 2016».



3apaum padoThbI:

® [IPOBECTU AaHaIU3 JUTEpaTypbl U HMHTEPHET-UCTOYHUKOB IO TEME
UCCIIEOBAHUS;

® CIPOEKTUPOBATH  CTPYKTYpY  JA0OpAaTOPHOIO  MpaKTUKymMa B
COOTBETCTBHH C paboueil mporpaMMoi TUCITUTIIINHBI;

® peanu3oBaTh unTepdeic 1a60paTOPHOTO paKkTUKyMa
«AyTteHTu(UKAIUS KOPIOPATUBHBIX KIUEHTOB HAa OCHOBE CIyxX0 denepamnuu
Windows Server 2016»;

e pazpaboTaTh JJaA0OPATOPHBIC 3AHATHUS U KOHTPOJIHHBIC 3a/1aHMS.



1 AYTEHTUOPUKALIUA KOPIIOPATUBHBIX KJIMEHTOB
HA OCHOBE CJI1Y Kb ®EJEPAIIUN WINDOWS SERVER 2016

1.1 AHa,Iu3 HHTEPHET-UCTOYHNUKOB

B HurtepHere cyliecTByeT MHOMXECTBO PECYPCOB B CBOOOJHOM JOCTYIIE.
PaccMOTpUM HECKOJIBKO CBOOOJAHBIX PECYPCOB.
Caiit xoprnioparuu Maiikpocodt [8] — a3to pecypc (pucyHok 1), KOTOpBIit

COJICPXHT JOCTOBEPHYIO HHPOPMAILIUIO O MPOAYKTax kommanuu Microsoft.

B® Microsoft  Marasnu NpoaykTs! Toanepxxa Vickars e Microsoft.com =0 o

Ycnegaiite bonblie bnaroaaps
koMmbtoTepaM ¢ Windows

Packpoin o3moxkHocTi Windows ¢

pekome pOHCT3aMM.

Y3HATb BO/bILE >

-] oe

PucyHnok 1 — ['maBHas cTpaHuiia 3neKTpoHHOTO pecypca «Mircrosoft»

B pasnene omepanumonnbix cuctem «Microsoft Windows» ects B03MOX-
HOCTh O3HAKOMHUTBLCS C HOBOBBEICHHMSIMH OlepalioHHbIX cucteM Windows, a
TAKK€ HAWTU OTBETHI HA YACTO 33JaBAEMbIC BOIPOCHI, JOKYMEHTALUIO U PYKOBO-
CTBO ITOJIb30BaTelsl. TakkKe TaM HaxXOJATCs CChbUIKM Ha MOJIE3HbIE UCTOYHHUKH THUIIA
0J10r0B, (HOPYMOB, TEXHUUECKUX XapAKTEPUCTUK U TOKyMeHTalui. B paznene tex-
HAYECKOU MOIAEPKKH MOKHO OLIEHUTh OTBETHI HA YaCTO 3aJaBacMbl€ BONPOCHL. B
pazzaene «Technet» MOXHO MOCMOTPETh TEXHUYCCKHE XAPAKTCPUCTHKH U OTHCA-
HUE OTHAEJbHO-B3ATHIX PpyHKUMU. B paznene «IIpoaykrsl» npencraBieHa uHdop-
Marlus 0 BCeX MOCICAHNUX MpoayKTax kommanuu MICrosoft, a Takxke cChbUIKM Ha HX

oApOOHOE OMUCAHNE U CITOCOOBI MPUOOPETEHUSI.



CaliT 2JIeKTpOHHOTO XypHana «Xakep» [16] — 3To pecypc (pucyHok 2), co-
Jepkamuii cratbd, HOBOCTH IT-Mupa. «Xakep» — OJHO U3 KPYIHEUIINX POCCUN-
ckux Menua o6 I'T u IT-6e3omacHOCTH, MOCBSIIEHHOE BONPOCAM KOMITbIOTEPHBIX

TPIOKOB, HH(GOPMAIIMOHHOHN 3aIllUThI, MPOrPAMMHUPOBAHUS U aJIMUHUCTPUPOBAHUS

KOMITIBIOTCPHBIX ceTel.

:II—E Banom Bupycs Mobile Kogmsr Linuxoid Admin Codr eneso Ifhoam Geek

WINDOWS  KENE3O  MHTEPECHO

MNpoBaiaepbl yTBEPXAAIOT, YTO 06HOBAEHMA
Windows 8 u 10 HapywatoT paboty DHCP

Mapus Hedplmosa, 14122016 43cemavrenme O 2 © 4 © 3259

Pucynok 2 — OTpBIBOK CTpaHUIIBI JIEKTPOHHOTO pecypca «Xakep»

ITopran «Info-Comp» [22] — ato0 pecypc, coiep Kaluii CTaThbH CBSI3aHHBIC
C OIepalMOHHBIMH CHCTEMaMH, 0€301aCHOCThIO, MPOrPAMMHBIM O00ECIICUCHUEM U
T.1. CTOUT OTMETUTH JBE CTaThu. [lepBas Mpo yCTaHOBKY ONEPAMOHHONW CHCTEMBI

Windows Server 2016 (pucyHok 3).

3ameTku IT cneumnanucra

Bce o koMMbIOTEPE W MPOrPaMMUPOBAHKUM ANS HAUMHAIOLLMX
Info-Comp.ru - KoMnetoTepHbin nukbes!

CraTbk HoBoctu Bonpoc/OTseT rocresas KHHra TecTHpoBaHue \py3bsi caidTa
Ay ~ f oc P
(X " . i _ !%_’ o,

— B - %’*’ —h ‘ = e’ f } {j} -ﬂ !
Obyyenne Wﬁvs MporpaMMupoBaHie WHTEPHET ANMUHWCTPUPOBaHWE Soft Meneso BesonacHocTb [Apyrne OC Mpo urpsl  [pyroe
YctaHoBka Windows Server 2016 u 0630p HOBLIX Movck...
BO3MOXHOCTEM
16.10.2016 16:35 | NpocMoTpoB:10691 | —

(7 Fonocoe) ®OpYM NporpaMM1UCTOB

€ Nogenvteca... | ) I B4 63

PasMETKa XecTKoro
Aau1cka B Linux Ubuntu Bo
BpEMA YCTaHOBKKU

= d Ycravoexa Linux Ubuntu
Windows Server 2016 S
aucTpubyTrea

Pucynok 3 — OTpbIBOK cTpaHuIlsl cTathu «YcranoBka Windows Server 2016» 31eKTpoHHOTO
pecypca «Info-Comp»

BOT 1 BbllNa JONTOMAAHHAR CEPBEPHaA OMEpalMOHHaA CHCTeMa OT KoMnauuu Microsoft Windows Server 2016 w
CErofiHA Mbl € BaMK cKauaeM NpobHYID BEPCMIO € O(MLMANEHOTO CalfTa W YCTaHOBMM €€, a TakKe PaccMOTPUM OCHOBHBIE
HOBOBBEJEHWA JaHHON BepCUi.
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Omnwucanue omepannonnoit cucrembr Windows Server 2016 na caiite
«Wikipedia» [12]. Ha crpanuiie Takke e€CThb TaOJWIla CHCTEMHBIX TpeOOBaHMI
onepannonnoit cucrembl Windows Server 2016 (pucyHok 4), KoTOpasi COISPKHUT
MH()OpPMAIIMIO 0 MUHIUMAJBHBIX U PEKOMEHIyeMBIX CHCTEMHBIX TPEOOBaHHSX OIIe-

paronnoi cuctemsl Windows Server 2016.

MUHMMANEHBIE PekoMeHOyeMble
Mpoueccop 14Ty 2 [T W BbILe
4B O3Y u BbilLe
o3y 512 MB (2 ['B Ans BapHaHTa yCTAHOBKKM «Cepsep ¢ pabouuM CTONOM») R
. MakcumarnkHo: 24 T6 O3Y (Standard, Datacenter)
BupeokapTa n
1024 x 768 1024 x 768 1 Gonee BbICOKOE Pa3peLLEHHe
MOHHTOP
Ceo6oaHoe 40 TE 1 Bbie
MecTo Ha 3216 B
. Cepsep c Gonee yem 16 ['6 O3Y TpedyeT GonbLUe MECTa ANA CEoN- 1 dump-painos.
KECTKOM OMCKe
Opyrue npueoab DVD-ROM DVD-ROM
Mposne
N KNasMaTypa u Mblliib Knasuarypa 1 Mbillb
ycTpoicTEa

PucyHnok 4 — OtpsiBok cTpanmiibl, mocesmennoi Windows Server 2016 na caiite «Wikipedia»

Caiit «VMware» [28] — 310 odurmansHeid caiit komranuu «VMware»
(pucynok 5). VMware — amepukaHcKass KOMITaHUS, KPYIMHEHIIHH pa3paObOTUHK

nporpaMMHOI0 oOecrieueHus AJIs1 BUPpTyalu3aluu.

@ PoccnA EXORBCHCTeMyd OCyuewwe COOOWECTBO Maraaud % +7 (495) 212-2000 n

vmware

[NoBblweHHas NPOU3BOAUTENBHOCTD, yny4ylleHHan
6e3onacHoOCTbL

HOCTL CTAHAAPTHOM TANEPKOHBEPTHPOBAHHOMA

Y3HaiiTe O HOBbIX BOSMOKHOCTAX

Pucynok 5 — I'maBHas cTpaHuia 3iaeKTpoHHOro pecypca «VMware»

[Topran «OSZone.net» [2] — 3To aeKTpoHHBIH pecypc (pUCyHOK 6), co-
JepXKalnuid TiepeBeIEHHYI0 cTaThio 1Mo Teme «0030p ciyx0 Active Directory

Federation Services».

—
OSRZONE.NET

OSzone.net » Microsoft » Windows Server 2008 » (5300 konnosserTos cucremss + Ofiz0p cry6 Active Directory Federation Services E

00630p cnywO Active Directory Federation Services
# BE nocerwronsin 12618 | Npocpo: 18533 (carcann 2) woner

Services, AD FS) - 3T0 cepsepHan pons B onepaunoHHofl cucTeme Microsoft® Windows Server® 2008. C noMowsio AD FS Kﬂ 6
e yNpasnesus ugeHTGUKaLMeIl NONL3I0BaTeNeIl W NPaBaMI AOCTYNa, COCoBHOE (yHKUMOHMPOBATL n
. EPEBOH"I WKOB

Tnepnbm 3HaK KayecTsa

oA
Perncrpaws « JaBimui napons

HOBOCTH

yxGamn deaepaLmn Active Directory. Bawemy BHMMaHHIO ByAyT NpeACTaBneHs KpaTKMii 0630p

TaK W BO BHeLUHeli CeTH, HOCTYN K ofy
HbIX CETAX M MPHHALNEXATH Pas!

am, paboTaiouuM KaK Bo B
€KW MOTYT pacnonara

M HECKOMBKIM Beb-NpHTOXeHNAM C
13aUnAn

CA PELLEHIEN 10 yTIPAREHIID MOATMHHOCTLI0, KBTOPOE MPEROCTaBNAET S8
4070 HaGopa yHeTHEX AaHHbIX. TTPH 3TOM YUETHBIE JANKCH NONL30!

PI/ICYHOK 6 — CTpaHI/ILIa CO CTaThEN «O63op CITy K0 Act1ve Dlrectory F ederatlon Serv1ces» Ha
MEeKTPOHHOM pecypce «OSzone.net»




Caiit «IT-community.in.ua» [23] — 3T0 pecypc CO CTaThIMU ¥ HOBOCTSIMH
IT-cooGmiecTBa, conmeprxkanuii ctaTbio «YcTaHoBka U 0a3oBas HacTpoiika AD FS

Ha iargopme Windows Server 2016» (pucyHok 7).

T-community Qs flw

IT COOBUWECTEE YKPAWHI

InaeHas HosocTun IT Pro Cloud Development IT-Security Mobile BebkacThl WT O6yueHune

© Hacrpoiika Exchange 2013 Mpenectu TexHonoruu AppLocker. Yacrb 5 G MonynspHLIe 3anucy (©)

P Murpaywa Domain Controler n

YcTtaHoBKa 1 6a3oBas HacTpoilka AD FS Ha 10 o’ windows 2003 s .
nnat¢opme Windows Server 2012 R2 i

f

y JeHTaDWeE _@‘ YcTaHoBKa v HacTpoiika Office

. : Kbt | | Web Apps & SharePoint... =
B 3700 CTaTbe A MoKaXy NPOLECC YCTAHOBKM M HACTPOiKI Cyx6 deaepalyn Active Directory (AD Feb 22,2013 30 MpucoensiiTeck K Ham Ha ©
FS), KOTOPLIE CTAHOBRTCA ECE 60M1Ee BOCTPEBOBAHSI B CaMbIX Pa3ANHHBIX CUEHAPUAX. S . Facebook
" Hacrpoika RemoteApp Ha

= | nnatdopme Windows Server
20... w ’i WT coobluecTeo YK...

YT Ba¥HO CKka3aTb Npo AD FS, Tak 3T TO, 4TO KOMb Y2 3TOT Cepeuc obecneqmsaet
QYTEHTUKKALMIO Hepe3 “NyBAMHHbIE” CETV (HTO MOXeT BbiTh MCMONL30BaH0 IR OPraHM3aLmn

5

875 HpaBuTCA

Single Sign-on), TO MCNOAL3YETCA He NPUBLIYHEIA Kerberos, a HoeoMmogHble Claims (CBA). e - 4 {
PasymeeTcs, NepejaBaemble JaHHbIE 3aLUNGPOBaHbI (MCNonb3yeTcs SSL 3.0). ] ”ﬁf' BHejpeHuWe none "OT4eCTBO" B I ol

[ Active Directory... L =
B kayectse Claims Provider Trust, 1 6yay Ucnonb3o8aTh AD DS, XOTA TEOPETHYECKM, 3TO MOXET Feb 25, 2012 K Hpasurca Crpanmua
GbiTh W Apyroit LDAP-kaTanor. B kavecTse Relying Party Trusts A Byy wcnonb3oBath Azure, Office iy e

. """ Web Application Proxy B Server CTaHsTe NepBbIM U3 Apy3edi, komy 31

365, Exchange, SharePeint, Lync. a Takxe fpyrie MpPUNoXeHIA - B HOBbIX CTaThAX BYYT OTChINKKA 5 2 y Ny

F:;é;- 2012 R2, dyHKUWMOHAN... NOHPABHTOCE

K 3TORA. Jan 19, 2014 4 I Ein i I 3]
Pucynok 7 — Craths «YcraHoBka u 6azoBas HacTpoiika AD FS Ha matdopme
Windows Server 2016» Ha ssiektporHOM pecypee «l T-community.in.ua»

Pasznmen «Technety caiita «Microsoft» [26] — ato pecypc, KOTOpbIi cojep-
KUT cTaThio «O030p TpeboBaHMI I pa3BepThIBaHUs CIyX0 denepanun Active
Directory» (pucyHnok 8). B manHo#i cTaThe OnuMcaHbl TPeOOBaHHS K IPOrPAMMHOMY
obecrieuenunto, TpeboBanus K cepredukaTaM v TpeOOBAHUS K CETH, HEOOXOAUMbIC
11 pa3BEPTHIBAHUS U HACTPOWKHU poiu cepBepa «Active Directory Federation Ser-

vice» B oneparnmonHou cucreme «\Windows Server 2016»

Brfinuorexa Techhet = A o g

’ ; O630p Tpe6oeale1M ANA pa3eepTbiBaHWA cny><6 e
denepauyuun Active Directory

7 Qauonarteo: Mo 2015 ¢ COAEPMKAHUE
Hancrarar: Azure, Office 365, Power B, Windows Infune SR

irectory (AD F5] CO343TE OBEPHTEABHOE OTHOWEKWE C OTEEUROWE CTOPOKOR ¢
R MHOPACTRYKTYPE KOMNAHUI COOTBETCTEYET TPebosamnAM AD FS ana
S NPEAyCMBTRUESET CNELYIBILME THNE TpeGoeaHni

MO A

Tpetionamum x «

AampaAusme JedcTang

Tpe6GoeaHua K MO

Miporpansmoe obe i AT FS q0amee DiaTl FETAMDILIEHD Ml 0N KOMITRIITERAN, Ha KOTORE DYAET PEamomne pon Copnepa deaepmpn

WM MDOKCH- CEpEe| WETE YETSHOBUTE 370 NEOTPAMMHOE DOECNEUEHUE, MCNOALZYA MECTER yoTanoexu AD F5 wmm napaueTp
adfssetup.exe /qulet & xomararol cpoke.

Pucynok 8 — OtpsiBok craThtt «O030p TpeOOBaHUil TS pa3BepThIBaHUS CITYKO (heneparym
Active Directory» Ha cTpaHuIle 3JIEKTPOHHOTO pecypca «Technet.Microsoft.com»
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Caiit «Habrahabr.ru» [20] — ato pecypc (pucyHok 9), KOTOPBIHA COIEPIKUT
CTaThH CBSI3aHHBIC C ONEPAI[MOHHBIMH CHCTEMaMH, B TOM uuciie ¢ cucremoir Win-
dows Server 2016, mpucyTCTByeT MHOXXECTBO aBTOPCKHX CTaTCH, MPUMEPHI 110

HaCTpOﬁKC CCPBUCOB CUCTCMBI Windows Server B Pa3JIMYHbIX CUTYalUIgX.

Bce noTokn

nyJqwue BCE NOAPAR

33 cyTHn

PazpaBoTka - CTabunbHbIA AoXof 6e3 BNOXeHWN, unu Kak

flHAeKC Hauan oXoTy Ha chanblLUBbIN 2apaboToK ===

ERiBAeT TAx, 4TO PELIAR oMy NPOGNEMY, BRAENSEWR CORCEN APYIYI0, KyAa Gonee Kpynyo, Cerogua PalpaboTea .33
PACCKAMY HETORMI © TOM, KaK MENIMAE CUHNTE SQQERTIINCCTY PaboTel BHTHMWNKGS KIPT NPRBENS HIC K
G- 2RO TRy -y HISATY GOpE © COMOR NPOCTOR, MO HanGoNee DINPOCTRINEHHOR DopHoR
ibpaga.

i -
LLikona nHrepHeT:6e3onacHocTu

[NpoBepnd cART HE YRIBHHOCTH H 3apabaTeear —
ot no PyGneR Kash pene -

Pucynok 9 — ['maBHas cTpaHmIa JIIEKTPOHHOTO pecypca «Habrahabr»

Paznen «Docsy caiita «Microsoft» [19] — sto pecypc, KOTOPBIH COAEPKUT
CTaThH, JOKYMEHTBI U UHCTPYKIMH CBSI3aHHBIC C (YHKIUSAMU, POJISIMUA M YTUIIATA-
mu Windows Server 2016. B pa3uene npucyTctByeT craThs «HoBble BO3MOXKHOCTH
DNS-cepsepa B Windows Server 2016» (pucynok 10), kotopast conepxkut undop-
maruio ¢ onucanueM ¢(ynkumii DNS-cepBepa m HOBOBBeneHHs (yHKUIHMOHANA

DNS-cepsepa B onepannonnoii cucteme Windows Server 2016.

Hoeble BoamoxHocT DNS-cepeepa B Windows Server 2016 T.
14042017 » B NPOAONNMTEAHOCTH UTosME B MusyTax « Coantops @ 00

Mpusernmo & Windows Server 2016 ¢

B 3T0M pasfens onuceiBAIOTER GyHKLWK CEpBEpa AoMerHbx MueH (DNS), HoBoi nan nsmerenHmi 8 Windows Server 2016.

8 Windows Server 2016 DNS-Cepaep NPeACCTABARET PACIWHPEHHYIO NOLLEPHKY B CHEAYROUIAY OBIICTA.

Hamwe “

o

b {DANE)

Pucynox 10 — @parment cratbu «HoBbie Bo3moxuocT DNS-cepBepa B Windows Server
2016» Ha snekTpoHHOM pecypce «docs.microsoft.com»

Kuura-cnpasounuk «Windows Server 2012 R2. CripaBoOYHHUK aIMHHUCTpA-
topa» [15]. JlaHHast KHUTa — KPaTKHi M UCUEPIIBIBAIOIINN CIIPABOYHHK IO aJIMU-

auctpupoBannto Windows Server 2012 R2. Onwucansl ynpaBienue (aitioBIMu
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CHUCTEMaMHU M UCKaMH, HACTPOWKA HOCUTENCH JaHHBIX, OOMIMI JOCTYI K TaHHBIM
U U30BITOYHOCTD, 0€30MACHOCTD JAHHBIX U aynuT, ynpasieHue TCP/IP-ceTslo, 3a-
nyck DCHP-kineHTOB M cepBepoB, ontumusauus DNS, anMuHUCTpUpOBaHUE ce-
TEBBIX MPUHTEPOB U CIYKO MeyaTd, pe3epBHOE KOMUPOBAHHE W BOCCTAHOBIICHHE
JMaHHBIX. J{71s KBanmuUIIMPOBAHHBIX MOJI30BATENIEH U CUCTEMHBIX aJIMUHUCTPATO-

poB (pucynok 11).

u Microsoft

Microsoft

Windows Server:
2012R2

XPAHEHWE, BE3OMACHOCTD,
CETEBbIE KOMMOHEHTHI

CnpaBo4HKK
agMUHUCTpaTopa

BN Microsoft  ebly
Pucynok 11 — O6noxka cripaBounuka « Windows Server 2012 R2. CripaBoyHuK
aJIMMHHCTpaTOpa»

Kuura «Internet Information Services (I1S) 7.0. CnpaBouHuK aaMHHUCTpA-
topa.» [14] (pucyHnok 12). JlaHHasi KHATa — KPAaTKHd M MCUYCPIBIBAIONINI CIIpa-

BOYHHK 110 Web-anmunanctpupoBanuto Internet Information Services (ISS) 7.0.

Friada F deimes

Internet
Information
Services (1IS) 7.0

b | Copdetramy ApwearerIaTaa

MBIl A wisid [ A #r

Pucynok 12 — O6noxka kauru «Internet Information Services (11S) 7.0. CnipaBounuk
aIMHHHCTPATOpa»
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Kuura «AnmunauctpupoBanue Microsoft Windows Server 2012» [7] — Dra
kHura (pucyHok 13) mpeacrtaBiser coOOM PYKOBOACTBO IO Pa3BEPTHIBAHMIO,

HacTpoiike, 3amuTe U ynpasieHuto Windows Server 2012.

\

AZIMUHHCTPHPOBAHUE

Microsolt

Windows
Server 2012

O'RELLY" Camapa Jlunn B

Pucynok 13 — O6mn0xka kauru «AnmuauctpupoBanue Microsoft Windows Server 2012»

3,Z[€CI> PaCcCMOTPCHBI TAKHMC BOIIPOCHI, KAK IMOAXO0A K aIMHHHCTPHUPOBAHHNIO
Windows Server u Bo3amosxxHoctu Active Directory, mpumepst padotsr ¢ Hyper-V u

Unified Remote Access.

1.2 Onucanme onepanuonHoii cucrembl «Microsoft Windows
Server 2016»

Windows Server 2016 HoBast Bepcusi ONEPaMOHHOM crcTeMbl OT Microsoft.
B Heii mpencTaBiieHO MHOKECTBO HOBBIX (YHKITUH, KOTOPBIC JIENAIOT €€ JIyqIlei B
CBOEM KJacce MmiaTgopMoil Jisl MOCTPOSHUSI YaCTHOTO O0JIaKa, CaMOM 3alUIleH-
Hoi Bepcueit Windows Server, a Taxoke Jiydiien miaTGopMoid I MUKPOCEPBUCOB
Ha 6a3ze Windows.

Windows Server 2016 siBiissercss 9acThio TUIATGOPMBI JIJIT 9aCTHOTO OO0JIa-
Ka, KOTOPYIO Mbl WHOTAa Ha3biBaeM Microsoft Datacenter vNext. Pemenne taxxke

BKiouaet System Center 2016 u Windows Azure Pack ans ynpasnenus: o0nauHon
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cpenoi. B naHHbII MOMEHT 3Ta MaTdopma >KMBET OTAEIbHON KU3HBIO OT IUIAT-
dbopmbl Azure Stack, 0 KOTOpO# BbI YK€ MOIJIM CIbIIIATh, HO B OyayIieM, mociue
BbIX0/a Azure Stack, 5TH peneHusi CMOTYT JIOTOJHSATh APYT ApyTa.

CymectByeT nBe «umoctacu» Windows Server 2016: Windows Server na
xocte 1 WIndows Server B rocteBoil BUPTyaJIbHOW MarinHe. MHOTHE KOMITAaHHH
JI0 CUX TIOp MCHOJIB3YIOT B CBOMX YaCTHBIX 00JIakax BUPTYaJIU3aLMIO HE HA OCHOBE
Hyper-V. Oxgnako »to He 3Hauut, uyto Windows Server 2016 Oyner HemHTepeceH
JUISl MOJIOOHBIX opranu3anui. JledcTBUTENBHO, HEKOTOPbIE HOBBIE (PYHKIIUKU pado-
TAlOT TOJILKO TIPH MCIONb30BaHuu Hyper-V, HO O0JIBIIMHCTBY W3 HUX HE TPHUHIIH-
NUaIbHO, KAKOM TUIIEPBU30P UCIIOJIb3YETCS.

Microsoft mnpunepxkuBaercs kouueniuu «lIporpaMMHO ompeaensieMoro
neHTpa oopabotku gaHHbIX» (Software-defined Datacenter). Oto cnemyrommii mar
OT TPAAUIIMOHHOTO YACTHOTO 00JlaKa K PEUICHUIO0 BPOJE TE€X, KOTOPhIE MUCHOJb3Y-
I0TCSL B OoNpIMX MyONu4HBIX obnakax. B mporpammuo ompexnensiemom LIOJ] He
TpeOyeTcs MOKynaTh JOpOrocTosiiee IponpuerapHoe obopyaoBaHue. Beruuncie-
HUs (Ha ypOBHE BUPTYAJHW3alMH), CETh U CUCTEMbI XPaHCHHs JAaHHBIX — BCEM
TUM MOXKHO YTPABISATH C MOMOIIBI0 MPOTrPAMMHOTO 00€CTIeUeHHUs, TaKOTO Kak
Windows Server u System Center.

TepMuH «BBIYUCIICHHS» B HAIIM JHU YMOTpeOiseTcs odeHb dacto. Korma
peub uaeT o nporpaMmuo omnpeaensemoMm 11O/, on o3HavaeT «BupTyanuzanus». B
HallleM CiIy4ae ypOBEHb IMPOrPaMMHO OMpPEEISIeMbIX BBIYMCICHUIN MpeACTaBlIeH
pemenrem Hyper-V.

Nano Server — o6neruennas Bepcusi OS Ha xocrax Hyper-V (Mbl emie mo-
roBopuM o Nano Server no3asee).

PowerShell Direct mo3Bomsier ornpaisaTe koManel PowerShell manpsamyto
B BM. Tenepr Bol MoxkeTe yrnpaisith BM u3 cpenbt PowerShell xocra, He 3a60-
TSICh O CETEBOU KOH(UTyparuu BUPTYyaIbHON MAIlIMHBIL.

Shielded VMs: HOBast TexHOJIOTHS 3alTUTHI TaHHBIX BM oT anMunucTpaTopa
babpuku. Oto KimoueBas ¢ynkius Windows Server 2016 ans cepBuc-

[IPOBalIEpOB U KPYNHBIX OpraHu3auui, yHukaibHas 1 Hyper-V.
14



Pemenue Shielded VMs mo3BomsieT BiamenbliaM MPUIOKEHUH, paboTaro-
muM BHYTpu BM, ObITh yBEpEeHHBIMU B TOM, YTO aIMUHHUCTPATOPbI CEPBUC-
npoBaijiepa Wik aMUHUCTPATOPHI YACTHOTO 00Jlaka HE CMOTYT MOJIYYUTh JOCTYII
K KoHpuaeHnranbHoi nHpopmanuu BHyTpu BM. Hekotopbie 3aka3unku HE TIOJTb-
3YIOTCSl yCIyramMHM MOCTaBIIMKOB laaS, omacasch, 4TO KOHKYPEHT MOXKET MOJKY-
NUTh aJMUHUCTPATOPA CEPBUC-TIPOBaii/iepa U MONPOCUTH €r0 CKOMUPOBATh BUPTY-
ATbHYIO MaIlIMHY 3aKa3uuKa Ha 00IenoCcTymHbIi pecype. Ecinu cepBuc-mpoBaiinep
ucnonszyer He Windows Server 2016, To Bcerja €ctb pUCK TOTO, YTO aMUHHU-
cTpatop $hadpUKU CO 3JIBIM YMBICIIOM CMOXET CKOMUpoBaTh BM-kineHT Ha duier-
HAKOMUTENb (MK 3arpy3uTh ee B OneDrive win aHamoruyHblil CEpBUC) U MEepeaaTh
KOHKypeHTaM. Eciu 3T0 nmpou3oiieT, KOHKYPEHT MOJIYYUT JAOCTYIl KO BCEM JIaH-
HBIM B 9T0i1 BM, Hanpumep k 6a3e nmanubix CRM c KOHTakTamu BCeX KIMEHTOB
KOMIIaHUHU.

Shielded VMs — sto s dektuBHOE pemieHue st 3aluThl KOHGUICHIH-
ANBbHBIX JAHHBIX 3aKa3uMKa OT BCEX IMEPEYHCIICHHBIX BhIIMIEe pUCKOB. s obecrie-
YeHUs KOMIUIEKCHOM Oe3onacHoctu AaHHbIX B Windows Server 2016 ucnonbs3yer-

Csl PsIT HOBBIX TEXHOJIOTHH (pUCYHOK 14).

NepwmeTp 30aHnA

CepeepHan Hyper-V

3
)
 —
ocoo

duznuecknin 3awmweHHan
KomnbloTep BM

AAMUHUCTpaTOp _0
cepeepa

ABMWUHWCTRaTOP
XpaHunuia

il

=]
=

AoMUHWCTPaTOP
cetu

Oneparop
pes. konupoeaHWAa

AAMUHUCTpaTop
XocTa

BM —

|
QAN

o

NoneH nmeTs He ponsen nmets o He pon#ex umets *PazpepThiBaHne
AOCTYN (M UMeeT) AOCTYN (M He UMeeT) AOCTYN (HO UMeeT) KOHGUrypayum

Pucynok 14 — Cxema 6e3omacHoct Hyper-V
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I'mmepxonBeprentHas (Hyper-converged) apxurektypa — 3TO MpOTpaMMHO-
anmapaTHbld MOJIX0Jl, OOBEAUHSIONIMN BBIYUCIUTEIIBHBIE PECYpPChl, CETEBBIE pe-
CYpCHI ¥ PECYPChI XpaHEHHUS B OJIMH YPOBeHb. Kak mpaBuiio, THIIEPKOHBEPTCHTHBIC
peIIeHs] OCHOBAHBI HA CepBEpax C JOKAIbHBIMH JUCKAMU, U JUCKUA B HECKOJIBKUX
cepBepax ¢ nmomoleto crenuaibHoro [1O npeBpaiaioTes B €AMHYI0 CUCTEMY Xpa-
HEHUSI.

Hcxonas u3 BeimeckaszanHoro, B Windows Server 2016 mo0OaBiieHO MHOKe-
CTBO HOBBIX (PYHKIHMI Ha YPOBHE XOCTa, KOTOphle caenanu 3ty OC nydieid B cBO-
eM kiacce 1uargopMoit ans dactHoro o6naka. HexoTtopele u3 3THX (QyHKIHI
(manpumep, Shielded VMs) yHUKaIbHBI M HE TOCTYITHBI B IPYTUX PEIICHUSX.

Nano Server — »sto pomnonaHuTenbHbIM TUN ycTaHoBku Windows Server
2016, eme Ooisee nerkmii, yeM Server Core. Nano Server He uMeeT rpaduaeckoro
M0JIb30BATEILCKOTO MHTEpdelca — UM YNPaBISAIOT AUCTAaHIMOHHO. YeM MeHblie
BBITIOJTHSEMBIX MTPOIIECCOB, TEM MEHBIIIE BO3MOXKHOCTEH IJISl aTaKU U MEHBIIIE ys3-

BUMOCTEN B cucrteMe 0ezonacHoctr OC.

Sample Docker Workflow

Image 1

Image 2

Image N

AWS Cloud

Pucynok 15 — Ilpumep paGoTel KOHTEHHEPOB

KonTeitHephbl cTOUT yaenuTh ocoboe BHUMaHHE (pucyHok 15). Konmernmus
KOHTEWHEpOB Bo3HUKIA B Mupe Linux naBHo. Windows Server 2016 Takke moj-

JIEP’)KUBAET TEXHOJOTHIO KOHTEHHEpOoB Ha 0a3e caMoil NOMyJSpPHOM CHCTEMBI
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ympasieHus: KoHtelinepamu — Docker. «KonTeitHep» — 3T0 n301MpoBaHHas cpe-
J1a, B KOTOPOM MO’KHO BBITIOJIHATH MPUJIOKEHUS, HE ONacasicb, YTO OHU M3MEHST
JIpyrue TpUIOKEeHUs Wik KOHpuUrypauutoo cucrembl. KoHTeliHepbl COBMECTHO HC-
MOJIB3YIOT KJIFOUEBBIE KOMIIOHEHTHI (PO, IpaliBeEpbl CUCTEMBI U T.J.). DTO YCKO-
PSIET 3aIyCK U MO3BOJISIET YBEIUYUTD IJIOTHOCTh BM.

B Windows Server 2016 noctynHo /iBa TUIIa KOHTEHHEPOB:

1. Konteitnepst Windows Server.

2. Kownrteiinepst Hyper-V.

Konteitnepsr Windows Server ananoruunsl KoHTeiHepam Linux. OHE u30-
JUPYIOT YT OT Jpyra NPUIIOKEHHS, BBIMOJHSEMbIE Ha OJHOM XocTe. Kaxabiii
KOHTEHHEep 00J1ajlaéT COOCTBEHHBIM MPEJCTABICHUEM CHCTEMBI XOCTa, BKJIIOYas
S7IpO, TIPOLIECCHI, (PalIOBYI0 CHUCTEMY, PEEeCTp U Apyrue KoMmrnoHeHThl. KoHrteitne-
pel Windows Server noJiiep>KMBarOT PeKUM IMOJIb30BATENS U PEKUM SIpa.

Konreunepsr Hyper-V ocHOBaHBI Ha TOW TEXHOJIOTMM KOHTEWHEPOB, HO J0-
IIOJIHUTEJILHO HCIIONB3YIOT MEXMHU3MY TMIIEPBU30pA VISl CO3/IaHUs AOTIOTHUTEIIb-
HOro ciiog u3onsiuuu. Buprtyanuzanus co3naer B Konreitnepax Hyper-V momnno-
CTBIO U30JIMPOBAHHYIO CPEly ISl BHIIIOJIHEHHUSI IPUIIOKEHUM.

Be3omacHocTH CTOUT yaenuTh oTaeabHoe BuuManue. Windows Server 2016
npeiaraeT MHOKECTBO HOBBIX M YIIYYIIEHHBIX (QyHKUMN obecriedeHus: Ge3omac-
HOCTH. DTO caMblii 0€30MacHBIi M3 BCEX CYMIECTBYIOIIMX BBHITYCKOB Windows
Server.

Control Flow Guard — 310 omTumMu3upoBaHHasi (YHKIHUS 3alIUTHI TLIAT-
dbopmbl, Onarogapsi KOTOPOH 3JIOYMBIIIICHHUKY OyAEeT ropas/io CI0KHEE BBIMNOJI-
HSATh MPOU3BOJIBHBIN KOJ| Yepe3 IKCIUIONTHI (HarmpuMep, nepenoiHeHus oydepa).

Device Guard — eciu akTHBHPOBAH, MO3BOJISICT BBINOJIHITH TOJBKO ICH-
TPAJIM30BAaHHO ABTOPU30BAHHBIC MPHIOKEHUS. OJTa TEXHOJOTHUS HE IO3BOJISET
JpaiiBepam 3arpyxaTh JTMHAMHYECKUI KOA U OJOKUPYET JIF0OOU apaiiBep, KOTOPBIN
OTCYTCTBYET B CIIMCKe Oe30macHbIX nporpamMMm. Ha xommbroTepe, 3alUIIEHHOM C
nomoIpio Device Guard, HEBO3MOXKHO 3alyCTUTh MOAO3PUTENBHBIN IpaiiBep, KO-

TOPBIN MbITAETCSI U3MEHUTh KOJ in-memory. Device Guard Takke nogaepkuBaer
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3amuTy B pexume nosb3onarelis (UMCI), no3Bossis co3gaBath NOJIUTHKU 1€10CT-
HoctH koza (CI) mist HacTpOWKHU TOBEPEHHBIX U aBTOPU30BAHHBIX KOMIIOHEHTOB,
KOTOPBIE Pa3peIlIeHO BHITIOIHATH Ha OTACTBHBIX CepBepax.

Credential Guard — TexHONOrHs M30JIAIMK, OCHOBaHHAS Ha BUPTyasu3a-
MU, KOTOpasi MO3BOJSIET TOJHKO MPUBUIECTUPOBAHHBIM CHUCTEMaM MOJIYYUTh J0-
CTyll K KoHpuAeHIHansHeIM JaHHBIM. Credential Guard Gmokupyer TeXHOJIOTUH
KpaXXH YYETHBIX JIaHHBIX U CPEJICTBA, KOTOPHIE YACTO WCIOJIb3YIOTCS JJIsi aTaku.
bnarogaps emy BpenonocHoe [1O ¢ mpaBamu aIMUHUCTPATOpa HE CMOXKET U3BJICUb
n3 OC xoHpuIEHITNATHFHYIO HH(HOPMAITHIO.

Bwmecre ¢ Windows Server 2016 Ha KOMIIbIOTEp MO YMOJYAHUIO YCTAaHABIIH-
BaeTCs MOAYJIb 3alUThI OT BpeaoHOCHOTO [10 «3amutauk Windowsy.

AD FS B Windows Server 2016 comepXuT BCTpOEHHBIM ajgantep Azure
MFA, KOTOpbIii YIpOIIAaeT HCIOJb30BaHue TexHosorun Azure Multi-factor
Authentication. Uto0b1 100aBUTH 3Ty TEXHOJIOTHIO B CUCTEMY MPOBEPKHU TOIJINH-
Hoct ADFS, Gomnbilie He HYKHO pa3BepTHIBATH JIOKAIBbHBINA cepBep Azure MFA
(pucynoxk 16).

Nano Server — camblii 6e30macHbIi peskuM BbinonHeHus Windows Server
2016.

Shielded VMs — cawmplii 6e30macHbii crtoco6 3amutel BM apeHaaTopoB ot

3JIOYMBIIIVNICHHUKOB C IIpaBaMH aIMUHHUCTPATOPA.

6. BolaBneHwe atakn
http://aka.ms/ata

2. BpemeHHble NnpuBMnerun (HeT NocT. aiMMHUCTPATOpPOB) o)

http://aka.ms/PAM http://aka.ms/AzurePIM
-
3. MHorodakTopHas ackanauua ' )

o= N
‘B —TE —Ele—

4. loctaTouHoe Kon-so
apMuHucTpatopos (JEA)
ana ynpasnenva LIOJom
http://aka ms/JEA

5. bonee HWU3KWI Npodnnb
aTaku Ha gomeHbl n UOb
http//aka.ms/HardenAD

1. Pa6. ctaHuum c npuBuner. goctynom (PAW)
@azwl 2 u 3 — 8ce AOMUHUCMpPamMopbl U 0on. pecypcol
(3awyuma ydemmsix aHHoiX, admuH. RDP um.o.)
http://aka.ms/CvberPAW

Pucynok 16 — Securing Privileged Access
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Cpencta ynpasienus cepsepamu (SMT) — 310 000s10uKa AJid ypaBieHUs
¢ BeO-uHTEpdeticoM, pazmenienHas B Azure (pucyHok 17). C ee moMoIIbl0 MOXKHO
yIpaBJsATh, HAIIpUMeEp, pa3BepHyThIMU Nano Server unu Server Core, HE ITOIKITIO-

qajACbh K HUM JIOKAJIBHO.

Pucynok 17 — Microsoft Azure

B naHHBI MOMEHT 3TH CpEeACTBA MpeAaraT Ciaeayomui (yHKIHnOHAT:

® TIPOCMOTp U U3MEHEHUE KOH(MUTYpPALIUU CUCTEMBI;

® TIPOCMOTP JAaHHBIX O MPOU3BOJUTEIHLHOCTH PA3IUYHBIX PECypCoB, a
TaKXKe YIpaBJICHHUE MPOIIECCaMH U CEPBUCAMU;

e yMpaBlieHWE yCTPONUCTBAMHU, TTOJAKITIOYCHHBIMH K CEPBEPY;

® [IPOCMOTP KyPHAJIOB COOBITHI;

® TIPOCMOTp CIHCKA YCTAaHOBJIEHHBIX poJieh U QyHKIINA;

® yINpaBJiieHWE MOBTOPSIONIMMUCS 3a/layaMyd U aBTOMATHU3aIUsl UX BBITOJI-
HeHus ¢ momolsio koHconu Windows PowerShell.

SMT — »3T0 oTiimuHOE cpenacTBO ympaBieHus cpegamu Windows Server
2016 u xopo1as anbTeEpHATUBA KIacCUYecKoMy Server Manager.

Windows Server 2016 u System Center 2016 ObuiM BBINYIICHBI B OJHMH
nenb. System Center 2016 moxxeT ympaBisTe HOBbIMU GyHKuusmu Windows
Server 2016 — wnanpumep, ¢ nomompbio VMM 2016 mpore Bcero pasBepHyTh
SDN. Ilockonbky Bepcusi System Center 2012 R2 necoBmectuma ¢ Windows
Server 2016, npeanonaraercs, uro s ynpasieHus Windows Server 2016 6yner
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npousBeneHo ooHoBiIeHUE 10 System Center 2016. A Windows Azure Pack UR10
(u Gosiee mo3HUE BBIMYCKH) yxe noaaepkuaeT Windows Server 2016 — momoJi-

HUTEJIBHOTO OOHOBJIEHUS HE MOTPEOyeTCH.

1.3 Cayx0b1 penepanyuu

Cnyx0b1 peneparun Active Directory — 3T0O KOMIIOHEHT OIEpPaIllMOHHBIX
cucrem Windows Server 2012 u Windows Server 2016, xoTopslii obOecnieunBaet
WCIIOJIb30BAHUE TEXHOJIOTHH €IUHOTO BXOa JUIsl IPOBEPKHU MOUTMHHOCTU TOJIB30-
BaTessl B HECKOJIBKUX CBSI3AHHBIX BEO-TIPHIIOKCHHSIX B TCUCHHUE BCETO CETEBOTO CE-
aHca. B cmyx0ax ¢enepanuu Active Directory 3To mocturaercst myTem Ipeno-
CTaBJICHHsI 0€301acHOr0 00IIero noctyna K MudpoBOMYy yIOCTOBEPEHHUIO M TIpa-
BaM (WJIM «yTBEP>KICHUSIM») Ha TPAHUIIAX OPTaHU3aIlN U CUCTEMBI 0€30ITaCHOCTH.

Jomennsie cimyk0b1 Active Directory BO MHOTMX OPTaHHM3AIUSAX BBITIOTHSIIOT
(GYHKIIMM OCHOBHOMW CIIY’KOBI IO XpaHEHUIO YUETHBIX JAHHBIX W MPOBEpKE TO/I-
muaHOCcTH. C momomipio Active Directory B Windows Server 2008 u momeHHBIX
cyx6 Active Directory 8 Windows Server 2012 u Windows Server 2016 moxHO
co3/1aBaTh JIOBEpHUS JIECOB MEXay AByMs u Ooisiee jecamu Windows Server 2008,
Windows Server 2012 nin Windows Server 2016. D10 mo3BosisieT 00eCeuuTh J10-
CTYII K pecypcaM, pacrtoOKEHHBIM B Pa3HBIX MPOU3BOJCTBEHHBIX MOAPA3ICICHH-
sIX WM opraHu3anusx. OHAKO CYIIECTBYIOT CXEMbI, B KOTOPBIX JOBEPHSI JIECOB HE
SBIIIOTCSl TPUEMJIEMBIM TUIIOM OTHoIeHud. Hampumep, MoxeT moTpeboBaThCs
OTpaHWYCHHE JOCTYMa K PecypcaM, pPacIojOKEHHBIM B pPa3HBIX OpraHU3aIlusiX,
TOJIBKO HEOOJBITUM TOIMHOKECTBOM TOJIH30BATENCH, 3aKPBIB €0 JJIs1 OCTAThHBIX
YJICHOB Jieca.

Ucnons3ys cnyx0bl denepanuu Active Directory, opraHuzaiiud MOTYT
pacHIMpUuTh CBOM CyIIecTBYIolue nHppacTpykTypsl Active Directory st mpemo-
CTaBIJICHUS JIOCTYIIA K pecypcaM, KOTOpbIe MPEeAIararoT X JOBEPEHHBIC MAPTHEPHI
B lHTepHETE. DTHMH JOBEPEHHBIMU MMAPTHEPAMH MOTYT OBITh BHEITHUE OpraHU3a-

U 00 APyTHE MOApa3AeICHUs Uiu QUITHAIBI ITOU KE OpraHU3alNH.
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Cnyx0b1 (denepaunn Active Directory moanep:KuBaroT pacnpeiesiCHHYIO
IPOBEPKY MOJUIMHHOCTU W aBTopu3auuio depe3 Mutepner. CiyxObl (denepanuu
Active Directory mMoryt ObITh MHTEIpUPOBaHbl B CYIIECTBYIOILEE PEIICHHE IO
yHOPaBICHUIO JAOCTYIIOM OpraHM3allMi WU MOJpa3AeiieHus A MpeoOpa3oBaHUs
YTBEPKJICHUM, UCTIOIb3YEMbIX B OpTraHU3alllK, B YTBEPKIACHHS, KOTOPbIE COTIaco-
BaHbI Kak yacTh ¢peaepanun. Ciyx0bl penepaunn Active Directory moryTt coszna-
BaTh, 3aLIUIIATh U MPOBEPATh YTBEPKACHUS, IIEpEMELIAEMbIE MEXAY OpraHU3aln-
amu. YToObI rapaHTUpPOBaTh 0€30MACHOCTh TPAH3AKIIUI, 3TH CIIyKObl MOTYT TaKXe
IPOBOJUTH ayJAUT U KOHTPOJIUPOBATH JEUCTBUS MO OOMEHY AAaHHBIMH MEXIY Op-
raHU3aLUAMU U TOAPA3ACTICHUSIMH.

Cnyx6n1 dhenepauun Active Directory (AD FS) moryt pabotath TOJIBKO TO-
raa, korga cepBepbl moj ympasieHueM Windows Server 2016 wim Windows
Server 2012 HacTpo€HBI C COOTBETCTBYIOIIMMU cityxk0amu posneit AD FS. CiyxOb1
poseit AD FS saBnsitorcst otaenbabiMu komnonentamu AD FS, koTopble ycTranas-
JUBalOTCS Ha cepBepax mon ymnpasienuem Windows Server 2016 wim Windows
Server 2012. C nomoipio Mactepa 100aBiIeHHs CITyK0 poseil MOKHO yCTaHOBHUTD
cienyronue ciyk0bl poneit AD FS:

e ciyx0Oy denepanun;

® TIPOKCH-areHT CIyXObl (henepanuu;

® areHT M0 YTBEPKICHUSIM;

e areHr 1o TokeHam Windows.

Konkpetnbie ponu cepBepa AD FS noikHBI pa3BepThIBaThCS B 3aBUCHMO-
CTH OT YCIJIOBUM, CYHIECTBYIOUIMX B OpraHu3auuu. B ciemyromux pasaenax omnu-
CBIBAIOTCA POJIM CEpPBEpA, CBSI3aHHBIE C KXo U3 ciayx0 poneit AD FS, kortopsie
MO>KHO HCTIOJIB30BaTh JIJIsl IPEAOCTABIICHUS PELIECHUS 110 YIIPaBIeHUIO (perepaTuB-
HoM uaentudukamueit AD FS.

Ha cepBepax denepamuu pazmeniaercs «Ciyxba ¢eaepanun» — ciyxoa
poiu AD FS. Otu cepBepbl MapuipyTU3UPYIOT 3alPOChl HA MPOBEPKY MOJJIUHHO-
CTH, BBIIOJHSAEMBIE C YUETHBIX 3alHMCEN MOJIb30BATENEH B IPYTUX OPraHU3alUsIX (B

npoekTax (hemepaTUBHOTO €MHOTO BX0a B IHTEpHET) Uik OT KIIMEHTOB, KOTOPHIE
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MOT'YT HaXOJWUThCS B JIt0OOM MecTe MHTepHeTa (B MPOEKTE C €IUHBIM BXOJIOM B
Hurepner). Ha cepBepax (enepanuu Takxke pasmemiaercs ciay’k0a TOKEHOB 0e3-
OTNIACHOCTH, KOTOpas BBIJAET TOKEHbI, OCHOBAHHBIC HA YUYETHBIX JAHHBIX (TaKHUX
KaK MM TIOJIb30BATENsl U TapoJib), MpejcTaBisieMbix ciyxoe. [locne mpoBepku
YYETHBIX JIaHHBIX (IIOCPEICTBOM BXOJa MOJB30BATElNsl B CUCTEMY) YTBEPKICHUSA
MIOJIB30BATEINSI COOMPAIOTCS MyTEM aHaIM3a aTPUOYTOB TOJIB30BATEIIS, XPAHSIIIUXCS
B J0MeHHbIX ciyx0ax Active Directory (Active Directory Domain Services,
AD DS) unu B cnyxk06ax Active Directory 001€rueHHOro 10CTyIa K KaTajaoram.

OTtaenbHOE BHUMAHUE CTOUT YIEIHUTh BeO-cepBepam ¢ nogaepxkkoi AD FS.
Beb-cepBepnl, Ha KOTOPBIX pazMelaercs ciyxoa ponu «Beb-arent AD FSy», noa-
Jep KUBaOIIasl YTBEPKIACHUS WJIM UCTIOIb3YIomIas TokeHbl Windows, Ha3bIBatOTCS
BeO-cepBepamu ¢ oanepxkkoit AD FS. Otu cepBepbl mpenocTaBisitoT 6€30macHbIN
JOCTYII K BEO-TIPHIIOKEHUSIM, KOTOPBIE pa3MeIlaloTcsl Ha 3TUX BeO-cepBepax. Beb-
arenT AD FS ymnpasnser Tokenamu 6e3omacHoctd u ¢aitnamu «cookiey mpoBepKu
MOJITMHHOCTH, KOTOPBIE MOCHIIAIOTCA Ha BeO-cepBep ¢ noaaepxkkoit AD FS. YUro-
OBl BCE TOKEHBI MPOBEPKU MOIMHHOCTHU MOCTYAIU U3 CIYKObI (henepannu, He0O-
XOJIMMO Hajdu4he OTHOIIEHUA MexXay BeO-cepBepoM ¢ moanepxkoit AD FS u
ciy>k001 denepanum.

YTBEpkKJIEHUSI — 3TO OTHOCSIIHMECS K MOJIb30BATENISAM U MOHSATHBIE 000UM
naptHepam B cayxk0e denepannu Active Directory (ADFS) mnpennoxenus
(Hampumep, UMsl, yI0CTOBEPEHUE, KIIIOY, TPYIINa, MPUBUIIETHUS UM BO3MOXHOCTB),
KOTOPBIE UCIOJIb3YIOTCS 11 MPOBEPKHU MOMJIMHHOCTH B IPUIIOKEHUH.

[Tocpennuku ciyx0b1 denepaunun AD FS ycranaBnuBaioT A0BepUTEIbHBIC
OTHOILICHUS] MEXK]y MHOTUMH Pa3pO3HEHHBIMU O0BEKTaMU. DTO 00ECIIEYUBAET Me-
XaHU3M JOBEPEHHOTO0 OOMEHa YTBEPKICHHSIMH, COJCPKAIMMU MPOU3BOJIbHBIC
3HaueHud. 3aTeM NMPUHUMAIOIIAsl CTOPOHA (HAMpUMEp, MApTHEP IO pecypcam) Uc-
MOJIB3YET ATU YTBEPKACHUS JJIsl IPUHSATHSI PEIICHUI MO MPOBEPKE MOMJIUHHOCTH.

CymiecTByeT TpH croco0a MpOoxXO0XKICHUS YTBEPXKICHUN depe3 ciyx0y de-

Jiepalvu:
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® OT XpaHWIHWIIA YYETHBIX 3amucell K ciayx0e (emepannu ydeTHBIX 3allu-
ceil u mapTHepy 1o pecypcam;

® OT MapTHEpa MO YYETHBIM 3alUCIM K CIy)0e Qeaepanuu pecypcoB u
MPUIIOKEHUIO PeCypca;

® OT XpaHWIMIIA YYETHBIX 3alHceld K chyk0e Qeaepaii pecypcoB H
IPUIIOKEHUIO pecypca.

Cnyx0a ¢peaepannn MOXeT ObITh KOH(PUTYpUpOBaHa JUisl pabOThI MO BCEM
3TUM TpeM poisiM. TakuM oOpa3om, ofHa ciyk0a (enepannu MOKET 00ECIeUnTh
BCE TpU MOTOKa cBsi3u. Eciu B TokeHe uMmeercs Oosee OJHOTO M3 TPEX THUIIOB
UACHTU(UKAIIMOHHBIX YTBEPKICHUHN, YTBEPKICHUS PACTIONATAOTCS 110 MPUOPUTE-
TaM B CJIEAYIOIEM HOpsIKe:

1. Ha ums yuactHuka-nonas3oBatens (UPN).

2. Ha snexTpoHHYyIO MOUTY.

3. Ha o0Ouiee nms.

B BbITaHHOM TOKEHE HOJDKEH IPUCYTCTBOBATH, I10 KpaWHEH Mepe, OAUH U3
ATUX TUIIOB UIACHTU(HUKAITMOHHOTO YTBEPIKICHHUS.

Crout oOpatuTh BHUMaHHE Ha colocTaBlieHHe yTBepxkiaenuii B AD FS. B
cyx06ax deneparuu Active Directory (AD FS) ucnons3yercs mpoTokoa maccuB-
HOWM 3ampammuBaronieii cTopoHsl (eneparuu BeO-cmyx6 (WS-F PRP — WS-
Federation Passive Requestor Protocol), B KoTOpoM yTBepKIeHUsI MEPEHOCITCS B
TOKEHax 0e30IMacCHOCTH, BBIJJABAEMbIX CITYkK00# (pemeparuu. Y TBEpKICHUS 3aI0JI-
HSIOTCSI IEPBOHAYATILHO U3 XPaHWINIL YYETHBIX 3alMCEH, B KaUeCTBE KOTOPBIX HC-
TIOJIL3YIOTCSL XpaHWIMIIA YYEeTHBIX 3alliceidl TOMEHHBIX ciyx)0 Active Directory
(AD DS) mim xpaHuIdIIa yaeTHBIX 3amuceit ciryx0 Active Directory obieraeHHO-
ro gocrymna k karaimoram (AD LDS).

Cayx6a Qenepaiyii MOXET COMOCTABIATh YTBEPKACHUS, KOT/Ia OHU BbIJIa-
10Tca (perepaTUBHOMY MapTHEPY WM KOTJa OHU MOCTYMAOT OT (eaepaTUBHOTO
naptHepa. ComocTaBieHHe YTBEP)KIEHUS — AITO OMEPalUs COMOCTABICHUS, yAa-
JeHus: Wik GUIBTpAIU JTU0O0 Tepeaadynd BXOMAIINX YTBEPKIACHHUN B HMCXOISIINE

YTBCPIKIACHU. CormocTaBieHue YTBCp}KI[CHI/Iﬁ MOJKET OBITh Pa3HbIM JIA KaXXIO0TI'O
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denepatuBHOro maptHepa. OmnpeneneHue 3amodHEHUS U COMOCTaBICHHS JTHUX
YTBEPKJICHUI BaXKHO JJIs HAacCTpoiku denepaunu. [Ipu conocraBnennun yreepxie-
HUM CPaBHMBAIOTCA CTPOKHM C YYETOM perucrpa HabpaHHbIX JaHHBIX. [Iponecc co-
IIOCTABJICHUS YTBEPKACHUIN MIOKA3aH Ha CJIEAYIOIIEM PUCYHKE.

Crout Takxke pacCMOTPETh ayAUThl YTBEpkIeHU. HekoTopsie yTBepkie-
HUS O TPYIIE U HacCTpauBaeMbI€ YTBEPKICHHS MOTYT CO3/1aBaThCsl C BO3MOXKHO-
cThi0 aynuTa. Korga ayauT BKJIIOYEH, UMSI YTBEPKIACHUS MOKET 3alUChIBAThCA B
KypHajie CUCTEMHBIX COOBITUH O€30MacHOCTH, HO 3HAUYEHHE YTBEPXKACHHS NpHU
3TOM omyckaercd. [Ipumep yTBep>KIeHUsl ¢ BOBMOKHOCTBIO ayAuTa — KOJ COLIH-
anbHOTO cTpaxoBaHus. Mwms yrBepxkaeHus «Koja coumanbHOro CTpaxOBaHUSD) 3a-
MUCBHIBAETCS, HO (PAKTHUUECKOE 3HAYEHHE KOAa, KOTOPOE XPAHUTCA B JaHHOM
YTBEPXKIEHUU, HE TTOKa3bIBaeTcs. [Ipu co3maHum M COMOCTaBICHUN yTBEPKIACHUS

€TI0 3HAYCHHUC ayJUTOM HC 3aTParuBacTCA.
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Pucynox 18 — I'paduueckoe nzoOpakeHne padoThl yTBEPXKICHHI B CITyK0ax ¢enepannuu

UYToOBI 3aMTHTh OOMEH JAaHHBIMH M OOJICTYUTH MPOBEPKY MOIUHHOCTH U
aBTOPU3AITUIO TTOJIH30BATENCH, BBHIIOHIEMBIE 110 3apocaM cepBepoB (denepaium,
IIPOKCU-CEPBEPOB (penmepannu 1 BeO-CEpBEPOB C MOAJEPKKON ciy)k0 denepamnu
Active Directory (pucynok 18), B mob6oii cxeme ciyx0 deneparuu Active
Directory JOHBI UCTIOIB30BATHCS PA3INYHBIE CEPTUDUKATHI.
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Urto Hy»XHO 3HATh O cepTUdUKATAX, UCTIOIB3YEMBIX cepBepaMu (demeparium?
Kaxnpiit cepBep denepaiuu 10HKEH UMETh CepTUDUKAT TPOBEPKU MOTMHHOCTH
cepBepa u cepTudUKaAT I MOJMUCH TOKEHOB, IIPEXKIC YEM OH CMOXKET y4acTBO-
BaTh B OOMEHE JIaHHBIMU cO ciy)Oamu (deneparuu Active Directory. [ns monu-
TUKH JOBepUsi TpeOyeTcs CBSI3aHHBIA CepTU(PUKAT, U3BECTHBIN Kak cepTUuduKar
IPOBEPKH, KOTOPHIN MPEICTaBIIsICT COO0M YacTh cepTh(UKATa I MOAMUCH TOKE-
HOB, OTHOCSIIITYIOCSI K OTKPBITOMY KJTIOUY.

CTouT 3a0CTpUTh BHUMAHKE Ha CEPTH(PUKATAX MTPOBEPKHU MOITMHHOCTH CEP-
BepoB. Cepep (penepanuu ucnosb3dyeT SSL-cepTudukar npoBepku MOJIITUHHOCTH
cepBepa, 4TOOBI 3aIlMTUTh Tpaduk BeO-cayk0, obecreurBaIOMIMN B3aUMOICH-
CTBUE C BEO-KJIIMEHTaMHM WJIM TMPOKCU-cepBEpoM (eaepauu. DT cepTUPUKATHI
MOKHO 3aIPOCUTh U YCTAHOBUTH C TOMOIIBIO OCHACTKH «CiykObI 1S .

Takke cTOUT OTMETUTh CEPTUPUKATHI JJIsl MOAMUCH TOKEHOB. Kaxplii cep-
Bep deaepanuy UCIOIb3yeT TOAMUCHIBAONINA TOKSHBI CEPTU(UKAT ISl TIOIIHACH
BCEX MPOU3BOJAMMBIX UM TOKEHOB Oe30macHOCTH. Tak Kak Kaxablii TOKeH Oe3ormac-
HOCTH TOATMKCAH IMAPTHEPOM IO YUETHBIM 3aMKCAM, MMAPTHEP MO pecypcamM MOMKET
IPOBEPUTH, YTO TOKEH OE30MaCHOCTU B JEUCTBUTEIBHOCTH BBIJAH MAPTHEPOM I1O
YYETHBIM 3alHUCSIM M YTO OH HE ObUI M3MEHEH. JTO MOMOTraeT MPEeJOTBPATUTH
banbcupuKaIMo 1 N3MEHEHHE 3J0YMBINIICHHUKAMH TOKEHOB 0€30MaCHOCTH sl
MOJIYYeHHS] HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K pecypcam.

[{udpoBbie moaAnuCcH B TOKEHAaX 0€30MMaCHOCTH TaK)Ke MPUMEHSIOTCS Y MapT-
HEepa MO YYETHBIM 3aIlMCsAM, KOT/Ia CYIIECTBYET HECKOIBKO CEpBEpOB (pemepannu.
B s1o#i cutyanuu ¢ moMouibio HUQPOBBIX MOANUCEH MPOBEPSIFOTCS MPOUCXOXKIE-
HUE U IEJIOCTHOCTh TOKCHOB OE30MaCHOCTH, BBIJIAHHBIX JPYTHUMH CepBepaMu ¢e-
JIepalyy, MPUHAIJICKANTIMU TTapTHEPY MO YYETHBIM 3anucsaM. [{udpossie moamnu-
CH MPOBEPSIOTCS C MOMOIIBIO cepTUPUKATOB MpoBepku. Kaxaplil cepTudukar s
TIOJIMACH TOKEHOB COACPIKUT 3aKPBITHIN KITFOY, KOTOPBIN CBSI3aH C CEPTUPUKATOM.

CepTtudukaTsl TPOBEPKU HCTIOIB3YIOTCS JIJISl TIOJTBEPKACHHUS TOTO, YTO TO-

KEeH 0€30IaCHOCTH BbIJaH JECUCTBYIOIIMM CEPBEPOM (enepanuy U 4TO TOKEH He
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obu1 u3MeHeH. CepTuUKaThl MPOBEPKH — 3TO (AKTUYECKU CEPTHPHUKATHI IS
MOJNKUCH TOKEHOB JIPYTUX CEpBEPOB (deepalui.

YToOB! yIOCTOBEPUTHCS, UTO TOKEH 0€30MacHOCTH BBIJAH 3a/IaHHBIM CEpBe-
pom denepanvu U He ObUT U3MEHEH, cepBep (eaepaluu JOJIKEH UMETh cepTudu-
KaT MPOBEPKH AJiA cepBepa deaepaliny, BblIaBIIero TokeH 0e3omnacnoctu. Hamnpu-
Mep, eciu cepBep «A» (eaepanuu BblaeT TOKEH 0€30MaCHOCTHU M MOCHUTAET TOKEH
oe3omacHocTu cepBepy «B» denepaunu, cepep «B» denepanuu 10IKEeH UMETh
ceptudukaT IpoBepku (cepTudUKaT AJisI MOAMNUCH TOKEHOB cepBepa «A» denepa-
nuu) IS cepBepa «A» peaepaunu. B otnuumne ot ceptudukaTa s MOJIUCH TO-
KEHOB cepTU(UKAT MPOBEPKU HE COJACPIKUT 3aKPHITOTO KIF0UYA, KOTOPBIM CBSI3aH C
ceprudpukarom. Ha cepBepax, Ha KOTOpPBIX BBIOJHSETCS ciyk6a ponu «lIpokcu-
are’T Ciay>kObl (Qemepanun», TOJDKHBI HMCIOIB30BAaThCS CEPTUPHUKAT TPOBEPKH
MOJJIMHHOCTH KJIMEHTa U cepTU(UKAT MPOBEPKH MOUTMHHOCTU CEPBEpA.

YToOb!I BBHIMOJIHUTH MPOBEPKY MOJTMHHOCTH B CIIyk0€ deaepaniuu, KaKIblid
POKCHU-cepBep (eaepanun ucnoib3yeT SSL-cepTudukar npoBepKy MOTMHHOCTH
kJmeHTa. JIro0ol ceprudukaT ¢ paclIMpeHHbIM UCIIOIb30BAHUEM KJItOYa AJIS IPO-
BEPKU MOJJIMHHOCTU KIMEHTOB MOXET NPUMEHAThCA B KadyecTBe cepTuduKara
MPOBEPKH TMOJUIMHHOCTH KJIMEHTOB, MPEIHA3HAUYEHHOIO JIA MPOKCU-cepBepa (de-
nepauuu. Konust ceptudukata mpoBepKy MOAIMHHOCTU KIMEHTOB, PeIHA3HAYCH-
Has I IpOKCU-cepBepa (eaepaiiu, XpaHUTCs Kak B MPOKCH-cepBepe (denepa-
UM, TaK U B TOJUTHKE J0BepHus cepBepa Qenepanun. OJHAKO TOJIBKO MPOKCH-
cepBep deaepanuu XpaHUT 3aKPBITHIM KIIOY, KOTOPBIA CBS3aH C CEpTUHUKATOM
MPOBEPKHU MOJJIMHHOCTH KJIMEHTA, MpeHa3HAYeHHBIM JIJIsl TPOKCHU-cepBepa (ere-
paumu. B monp3oBarensckoM nHTEpdeiice MOTUTHKU JoBepus B ocHacTKe «Ciryx-
ob1 penepanuu Active Directory» cepTudukarsl MpOBEPKUA MOJIMHHOCTH KIUEH-
TOB YIIOMHUHAIOTCS KaK CepTU(PHUKATHI MPOKCU-AareHTa CIIy>KObI efiepainm.

[Ipokcu-cepep ¢eaeparuu ucnonszyer SSL-cepTuduxar mpoBepKd MOA-
JUHHOCTH cepBepa (4ToObI 3aUTUTh Tpaduk BeO-Ciyk0), oOecreuynBaronmii B3a-
UMOJICHCTBUE C BEO-KIIMEHTAMU. DTH CepTU(UKATHI MOXKHO 3alPOCUTHh M YCTaHO-

BUTH C IOMOIIBI0 OcHACTKH «JlucrieTaep ciyx0 Internet Information Services».
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Ha kaxmom BeO-cepBepe ¢ NOAACPKKON ciyx0 ¢eneparuun Active
Directory, Ha koTopoMm paboTaeT BeO-areHT ciyk0 denepanuu Active Directory,
JUist  0€30MacHOro B3aUMOJICUCTBUS C BEO-KIIMEHTaMHM HUcCnonb3yorces SSL-
cepTu(dUKaThl MPOBEPKH MOJIMHHOCTU cepBepoB. IIpokcu-areHT cepsepa denepa-
nuu ucnoisdyer SSL-ceprudukar (Secure Sockets Layer) mpoBepku Mo yiMHHO-
CTH CepBepa, 9TOOBI 3aIUTUTH TpaduK BeO-CTyK0, 00eCTIeUNBAIOIIHNI B3aMO,IEH-
cTBue ¢ BeO-kaueHTamu. [Iporokon SSL pasmeniaercss Mexy ABYMs MPOTOKOJIA-
MU: MPOTOKOJIOM, KOTOPBIA Hcnoib3yeT nporpamma-kiaueHt (HTTP, FTP, LDAP,
TELNET etc) u tpancnoptaeiM mportokoiom TCP/IP. SSL 3ammmiaer naHHble,
BBICTYTas B pojii puiibTpa A1 00X CTOPOH U MepeslaeT uX Jajiee Ha TPAHCIIOPT-
HBI ypoBeHb. Takke MOXXHO HCIOJh30BaTh COOCTBEHHBIE CEPTHU(PUKATHI, OCHO-
BaHHbIE Ha SSL-cepTudukarax, KOTOpsie MOKHO chopmupoBath B «lleHTpe cep-

tudukanmu Active Directory».

1.4 O6mue TpeGOBaAHUSA MO CO3TAHNUIO J1A0OPATOPHBIX NPAKTUKYMOB

JlabGopaTopHBIil TPAKTUKYM — CYIIECTBEHHBIN 2JIEMEHT y4eOHOTO Mpoiiecca
B BY3€, B XOJI€¢ KOTOPOro oOywyaromuecss (PaKTUYECKU BIIEPBbIE CTAIKHUBAOTCS C
CaMOCTOSTETTLHOM MPAKTUUECKOU JESTENIbHOCTHIO B KOHKpEeTHOU oOmnactu. Jlabo-
paTOpHbIE 3aHATHS, KaK U JIPYyTrue BUJIbI MIPAKTUUECKUX 3aHATHUM, SBISIIOTCS Cpel-
HUM 3BEHOM MEX]y YINIyOJIEHHOH TeOopeTHYecKol padoToil oOydarommxcs Ha
JEKIUAX, CEMUHAapax U MPUMEHEHUEM 3HaHUM Ha mpakThuke. OCHOBHOE Ha3Haue-
HUE JIa0OPAaTOPHOrO MPAKTUKyMa JIJIsl O0y4aroIMXCd — CUCTEMaTU3alus 3HaHuu,
MOJIYYCHHBIX 00y9IaeMbIMU TTPU U3YICHUH TUCIIATUTAHBI.

JIto6oe yueOHOe mocoOue B CUCTEME HEMPEPhIBHOTO 0Opa30BaHUS JOJIKHO
coiepxkaTh B ce0e CTpPOMHYIO CHUCTEMY 3aMEYaHUM METOAMYECKOro XapakTepa,
BKJIFOYATh B C€O0sl IOCTATOUYHO MOJHYIO CUCTEMY YIPa)KHEHUH U TEKCTOBBIX 3a/1a-
HUM 110 BCEM OCHOBHBIM pazzieliaM, a TakKe OOIIMPHBIN MEepeYeHb UTOTOBBIX TEMa-

TUYECKUX KOHTPOJIBHBIX PaOOT U TECTOB IO BCEM pa3/IeIaM.
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[lepen pa3pa®OTUYMKOM MEAArOTMYECKOTO MPOTPAMMHOTO CPEACTBA CTOST
CJIEYIOLE OCHOBHBIE 3a/1a4u:

1. Paspaborarh mporpamMMHBIN NPOAYKT, AOCTYIHBIM ISl HEPOTPaMMHU-
PYIOILIErO IMOJIb30BaTENsl U HEOOXOJUMBIN Ul MPOBENEHUsT yueOHOro mpoliecca B
YCIIOBUSIX UCIIOJI30BAHUS HOBBIX MH(POPMAIIMOHHBIX TEXHOJIOTUH.

2. TloaroToBuTh KOHKPETHBIH HAOOp IJIAHOB 3aHATUN C HCIOJIb30BAHHEM
3TOr0 MPOAYKTA.

3. AmnpoOupoBaTh pa3zpadaTbiBa€MO€ MEIArOrMYecKoe MpOrpaMMHOE Cpe-
CTBO.

Hunakruueckue TpeOoBaHuUs K J1a00paTOPHBIM MPAKTUKYMaM PELIAOT 3a/a-
4y HEOOXOIMMOT0 ypoBHs 00yueHus [5]:

1. HayuHocTh conmepkaHus — oOecrieyeHue BO3MOXKHOCTH IOCTPOCHMS
CoJIepKaHusl yUeOHOMN AESITEIbHOCTU C YYETOM OCHOBHBIX IPUHIIMIIOB M€1arOruKHY,
IICUXOJIOTUU U T.JI.

2. AJIANTHBHOCTH — BO3MOXXHOCTH JII000T0 crioco0a ymnpapieHus: yu4eOHOM
JEeSATENbHOCTBIO, BBIOOP KOTOPOro 0OyCIIOBIIEH, C OAHOW CTOPOHBI, TEOPETUYECKH-
MU BO33PEHUSIMH pa3pabOTUMKOB J1a0OpaTOPHOTO MpaKTUKyMa, a C Jpyrod — ie-
JSIMUA O0yYEeHHUSI.

3. Oo0ecrneyeHre MOTHBAIIMH — CTUMYJIUPOBAHNE TTOCTOSIHHONW U BBICOKOM
MOTHBALIUU O0Oy4aeMbIX, MOJIKPEIUIIEMON IIeJIEHANPaBIEHHOCTbIO, AKTUBHBIMU
dbopmamMu pabOThI, HATJISTHOCTHIO, CBOEBPEMEHHOM 00paTHOM CBA3BIO.

4. llenenanpaBieHHOCTh — oOOecnedeHrue 00y4aeMOoro IOCTOSIHHOW WH-
popmarueit o OamKalIuX U OTHANEHHBIX LENsAX 00y4YeHHUs, CTENEHU JOCTUKEHMS
1eseil; CTUMYJISIUMKA T€X BUAOB MO3HABATENbHOW AKTMBHOCTH 00y4YaeMbIX, KOTO-
pble HEOOXOUMBI JJIs1 JOCTUKEHHSI OCHOBHBIX YUEOHBIX IIeJICH.

5. Hanuune BXOAHOIO KOHTPOJIS — AMAarHOCTHKa 00y4aeMoro mnepej Haya-
JoM paboThl ¢ Lebl0 00ecreYeHnss NHIMBUyann3auu o0ydeHus, a TaKkKe OKa-
3aHMs TpeOyeMoil MepBOHAYAIBHON TTOMOIIIH.

6. KpeatuBHOCTP — mHporpamma JojikHa (OPMHUPOBATH JIOTUYECKOE U CHU-

CTCMHOC MBIIIJICHUC, oOecrieunBaTh MMOATOTOBKY CIICHUAIIMCTOB C TBOPYCCKHUM I10-
28



TEHIMAJIOM, CLIOCOOHBIX BHAETh MPOTUBOPEUHS, a TAKKE CAMOCTOATEIHLHO CTABUTH
U pelaTh MpoOIeMBbl.

7. WupuBuayanuszanus oOydeHHUs] — COJIp)KaHHE y4eOHOro mpeaMera u
TPYAHOCTh yUeOHBIX 3a7a4 JOJKHBI COOTBETCTBOBATH BO3PACTHBIM BO3MOXKHOCTSIM
U WHIUBUIYATIbHBIM OCOOEHHOCTSIM OOYYaeMBbIX U CTPOMUTHCS C YUETOM HUX YXKe
IpUOOPETEHHBIX 3HAHUW U YMEHUM.

8. OOecrnieueHne CcUCTEMaTHYECKOW OOpaTHOW CBsi3u — oOpaTHasi CBS3b
JOJIKHA OBITh IEAArorMueckKy OMpaBJAAHHON, HE TOJIBKO COOOIIATh O JOMYIIEHHBIX
oIIKOKAX, HO U COAEPKaTh UH(OPMAIUIO JOCTATOYHYIO JJIsl UX YCTpaHEHUS.

9. Ilemaroruueckasi THOKOCTb — MpOTpaMMa JOJIKHA MO3BOJISTH OOydae-
MOMY CaMOCTOSITEIbHO MPUHUMATh PEUIEHUsI O BbIOOpE cTpaTteruu oOydeHus, Xa-
pakTepe MOMOIIH, IOCIEA0BAaTEIbHOCTH U TEMIIe MOoJaud y4eOHOro maTepuana;
JoJKHA OBITh o0ecredeHa BO3MOKHOCTD JIOCTyNa K paHee MpOoHJeHHOMY yueOHO-
My MaTepHaiy, BbIXOJa U3 MPOrpaMMBbl B JIFOO0H ee TOUKe.

K nabopaTopHbIM MpakTUKyMaM HPeIbsIBISIOTCS CIEIYIOIINE TEXHOIOTHYE-
ckue TpedboBanus [1]:

1. OTKpBHITOCTh — BO3MOKHOCTb MOAM(PHUKAIMN, BHECEHUS W3MEHEHUU B
CHOCOOBI yIIpaBJIeHUs] y4eOHOU J1eATeTbHOCTBIO.

2. Hanuume pe3epBHON CHCTEMHON MOMOINM — CHCTEMa MOMOIIHN TOJKHA
OBITh MHOTOYPOBHEBOM, MMEIarornyecku O0OOCHOBAHHOW, MOCTATOYHOW MJisi TOTO,
YTOOBI PEIUTH 33J1a4y U YCBOUTH CIIOCOOBI €€ PEIICHHUS.

3. Hamuyme MHOTOYpOBHEBOH OpraHm3anuu y4eOHOTO MmaTepuana, O0asbl
3HaHUM ¥ OaHKa 3a/laHuii — COOJII0/IEHNE ATOT0 TPeOOBAaHUS MO3BOJIIET OPTAHU30-
BaTh CUCTEMY MOBTOPOB IO CIHMPAIU C MOCTOSSHHON ONOPOI Ha 30HY OJIMKaNUIIEro
pa3BUTHS, 100aBIEHNEM Ha KaXX/I0M YPOBHE MOBTOPEHUS HOBOTO.

4. Hanuuue MHTEIIEKTYalbHOTO SiJpa — MPOTPAMMHBIE CPEICTBA MOTYT
00ecrneuynTh TaKOe SIPO 3a CUET peau3alliid B HUX METOJ0B 00paOOTKHU JTaHHBIX,
UCIIOJIB3YEMBIX IPH IMOCTPOECHUH SKCIIEPTHBIX CUCTEM U CPENCTB MCKYCCTBEHHOTO

HHTCIJICKTA.
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5. ObecneyeHne ABYCTOPOHHETO JUANOra, YIPAaBISIEMOIO HE TOJBKO KOM-
IBIOTEPOM, HO M 00y4aeMbIM — MPEOCTABICHHE 00y4aeMbIM BO3MOKHOCTH 3a]1a-
BaTh BOMPOCHI.

6. Bo3MmoxHOCTH BO3BpaTa Ha3aj — IPU CAMOCTOATEIbHON paboTe T0JIKHA
OBITh IPETYCMOTPEHA OTMEHA 00ydYaeMbIM OIIMOOYHBIX ACHCTBUH.

7. B03MOXHOCTH TOKYMEHTHpPOBAHHS XOJa Ipolecca o0yueHus: u ero pe-
3yJbTaTOB — JIADOPATOPHBIA MPAKTUKYM JIOJKEH UMETh MOJYJIH, IpeIHAa3HAYCH-
HbIE Uil cOopa M 00pabOTKH HeoOXoauMon uHbOpMaIUU pa3pabOTUYUKOM MPO-
IpaMMBbI, a TaKXKE PYKOBOACTBOM Y4EeOHBIX 3aBEACHHUI M CHEIHATUCTAMHU CUCTEMBI
yIpaBJICHUS] 00pa30BaHUEM.

8. Hamuuuve WHTYUTHBHOTO MOHATHOTO, JPYXKEIOOHOro HMHTEepdeiica —
nporpamma JIOJDKHA aJIeKBaTHO HCIIOJIb30BAaTh BCE CHOCOOBI MPEJCTaBICHUS HH-
dbopmanuu B BUE TEKCTa, rpaduKu, aHUMAIUHU, TUIIEPTEKCTa, MyJIbTUMeIHA; 00Y-
JaeMbIi JIOJDKEH UMETh BO3MOXKHOCTh MPOJIUCTHIBATh HHPOPMAIIMOHHBIN MaTepH-
a B 000MX HaIpaBJIeHUSAX (BIepea-Ha3am).

9. ObecnedyeHue MONy4YeHUs] TBEPAOM KONMUHU CTATUYECKHUX DPA3ZIEIIOB IMPO-
IPaMMBl.

10. Hanuyue pa3BUTOM MOMCKOBOW CUCTEMBI.

11. Haninuue 6s10ka KOHTPOJISI yTOMIIEHHSI 00y4daeMbIX, OJ10Ka peJaKkCalHH.

12. HanéxHocTh pabOThl M CHCTEMHAsl IIEJIOCTHOCTh — TEXHHUYECKas Kop-
PEKTHOCTD; 3allUTa OT CIIy9aliHOTO WJIM HEMPAaBUILHOTO BBOJIA JAHHBIX.

IIpu paspabotke uHTepdeiica cieayer NpUMHUMAaTh BO BHUMAHUE ABE TPyIl-
bl TpeOOBaHUM:

e ompeensieMble CYIIECTBYIOIIMMU CTaHAapTaMHi B 00JIACTH CO3JaHUS WH-
TEPAKTUBHBIX MPUITIOKCHHUIA;

e ompenensieMble ICUX0(PU3UOIOTMUECKUMU OCOOCHHOCTSIMU Y€JI0OBEKa.

Kak TakoBBIX 3aKOHOAATENHLHO YTBEPKAEHHBIX MPUHIUIIOB TOCTPOCHUS
HI0JIh30BaTENBCKOTO HHTEpdeiica Het [1].

[Tpunun nponopuu. JJanHerii npuHIKUN TpeOyeT, YTOObI pa3IndHble 00b-

€KThl HE OBUIM XaOTUYHO Pa30pPOCaHbI [0 HKPaHY.
30



[Topsimok. OOBEKTHI JOKHBI PACIIONAraThCs OT BEPXHETO JIEBOTO yria
JKpaHa cJeBa HAIpaBO K HIKHEMY MPaBOMY YTy dKpaHa. MIMeeT CMBICT mpuMe-
HSTh OJTHH M T€ K€ IBETA IS PA3TUIHBIX OJIOKOB MPUIIOKCHUS.

Ax1eHT. Beigenenne Hanbosee BaXKHOTO, KOTOPOE JIOJKHO OBITh BOCITPUHSI-
TO B MEPBYIO OUYEPEIb.

[Tpuntun paBHOBecusi. PaBHOMEpHOE pacmoyiOKEHHE TI0 JKpaHy OINTHYe-
CKOM TSIKECTH M300payKeHUI.

[TpuHIMTT eAMHCTBA. DJIEMEHTHI U300PKCHUS JOJDKHBI BBITJISACTh B3aUMO-
CBSI3aHO, TIPABIJIBHO COOTHOCHUTHCS TI0 pa3zmepy, popme, 1iBety. neHTndyHbIC NaH-
HBIC JIOJUKHBI OBITH TIPECTABICHBI OJHOTUITHO. [[JIsl MTOCTH)KEHUSI €IMHCTBA B IIE-
JIOM UCTIONB3YIOTCSI PAMKH, OCH, TTOJIS.

Spxoctaple xapaktepuctuku. OCTpoTa 3pEeHHs MPU BOCIPHUSATUU CBETIIBIX
00BEKTOB B 3-4 pasa HIDKE, 4eM sl TEMHBIX. CBETIIbie O0BEKTHI HA TEMHOM (poHE

OOHaApYKMBAIOTCH JIerde, YeM TEMHBIC Ha CBETJIOM [1].
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2 OIIMCAHMUE JIABOPATOPHOI O ITPAKTUKYMA

2.1 Ilenaroruvyeckuii aapec

JIaGopaTopHBI MPAaKTUKYM «AyTEHTU(PUKALNS KOPIOPATUBHBIX KIHMEHTOB
Ha ocHoBe ciyx0 ¢eaeparuun Windows Server 2016» npeaHa3HadeH s CTYACH-
TOB TpPEThero Kypca HampamieHuss mnoarotoBku 44.03.04 «IIpodeccuonanbpHoe
obyuenue (mo orpacisim)» npoduis « MHbopmaTHka U BEIYUCIUTEIbHAS TEXHUKA
npodumsanun « KoMmbroTepHbIE TEXHOIOTHI.

B maGoparopHoM mpakTHKyMe MpEeCTaBiICH TEOPETUUECKHM MaTepHall, COo-
riacHo pabodeil mporpaMme, Takxke pazpaboTaHbl MPAKTHYECKUE 3aHATUS AJIs ca-

MOO6y‘-IeHI/I$I B JJOMAalllTHUX YCJIOBUIX.

2.2 AHau3 y4eOHO# JOKYMEHTAUNH

VYyebnass nucuuruimHa «OnepalMoHHbIE CHCTEMbl» BKJIIOYEHA B y4EOHBIM
TUTaH 10 MOArOTOBKe OakanaBpoB no HampaieHuto 44.03.04 «I[Ipodeccuonanbuoe
oOyuenue (o orpacisam)». JucuumivHa «OnepallioOHHbIE CUCTEMBbD» BXOJHUT B
BapUATUBHYIO YacTh JUCUUILIMH mnpodeccrnoHansHoro nukina ®Ir'OC no Hampas-
nenuto noarotoBku 44.03.04 «IIpodeccuonanbHoe odyueHue (1o OTpaciism)y».

Lenpro 0CBOEHUS TUCUUILIUHBI SIBISIETCS 3HAKOMCTBO C Pa3JIMYHBIMHU CETe-
BBIMU TEXHOJIOTHSIMHU, a TaKXKe CHEU(PUKON WX UCIOIH30BAHUS B PA3IMYHBIX BU-
Jax npoecCuOHAIbHON JESTENbHOCTH.

[Ipennaraemelii kypc oOy4eHHs MpeAHa3HaueH A (GOPMUPOBAHUS Y CTY-
JICHTOB NIPEACTABICHUS O Ha3HAYEHUU U BO3MOYKHOCTSAX KOMIIBIOTEPHBIX KOMMY-
HUKAIUAX U CETSIX Pa3IMYHBIX TUIOB U YMEHUU WX 3(PHEKTUBHOrO MPUMEHEHUS B
npoecCHOoHaNBHON ACATENPHOCTH. B manmpHENIeM MoydeHHBbIC 3HAHUS ITO3BO-

JIKOT CTYACHTaAM IIPOCKTHUPOBATD, pa3pa6aTBIBaTB U aAMHUHUCTPUPOBATL JIOKAJIb-

32



HYIO BBIYHCIUTEIBHYIO CETh B Pa3IMYHBIX chepax nmpodeccuoHalIbHOM AeITeIbHO-
CTH.

Ha mpaktrueckux 3aHsTHsIX paboTa CTYAEHTOB IMpeaycMaTpuBaer (popmu-
pOBaHKME YMEHHUsI UCIIOJIb30BAaHUsI OCHOBHBIX CBOWCTB CETEH, CEPBEPOB U OIEpALU-
OHHBIX CHCTEM, HaBBIKOB IPAKTUYECKOT0 UCIIOIb30BaHUS JAaHHBIX 3HAHUU IS pe-
LICHUS PA3JIMYHBIX IPUKIAIHBIX 3a4a4.

B ydeGHOM miaHe MOATrOTOBKHM OakajaBpOB Ha HM3yYEHUE JAUCLHUIUIMHBI
«OnepanuoHHbIe cUcTEMBbI» oTBOAUTCA 208 yacoB, U3 HUX 126 ayAUTOpPHBIX 4a-
coB. JlucuuiuinHa M3y4aercs Ha TPETbEM M YETBEPTOM KypCe, B IIECTOM M CEIb-
MoM ceMecTpax. IIperycMOTpeHbl IEKIIMOHHBIE U JJaOOPATOPHbBIE 3aHATUS B KOM-
NBIOTEPHOM Kiacce. [Io OKkOHYaHWM M3y4YeHHs JUCLHUILUIMHBI IPEANOJIaracTcs dK-

3ameH. [1naH n3ydeHus AUCIUILIMHBI IPUBEICH B Tabimme 1.

Tabnuna 1 — Ilnan uzydyenus qucUIInHbl «OniepalnoOHHbIE CHCTEMBD)

Bt yueOHOii paGoTsI O06bem yueOHOM paboThI
B yacax
1. O01as TpyJ0€MKOCTb TUCIUTUINHBI 324
2. AyTUTOpHBIE 3aHITHUS 116
2.1. Jlexuun 34
2.2. JJabopaTtopHbIe 3aHITHS 82
3. CamocrosiTenpHast paboTa 208

[Inan u3yuenus pazgena «AyTeHTH(PHUKALMS KOPIOPATHBHBIX KJIMEHTOB Ha

ocHoge ciryx0 peneparmu Windows Server 2016» npeacrapiieH B Tadmiwuie 2.

Tabmuua 2 — IlnaH u3ydeHus paszgena «AyTeHTH(QUKAIMS KOPHIOPATHBHBIX KJIMEHTOB Ha

ocHoBe ciyx0 peneparmu Windows Server 2016»

Bunbl yueOHOI paboThl OO0bem yueOHoIi paboThI B yacax.
JlaGopatopHble 3aHITHUS 7
CamocrosrenbHas paborta 14

B npenogaBannu qucuumuinabl «OnepauuoOHHbIE CUCTEMBD) UCIOIb3YIOTCS
cienytoiire GOpMbi:

e JICKIIUH;
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e jabopaTopHble padOTHI, B paMKax KOTOPBIX PEIIAlOTCs 3aJadu, 00CYkK-
JTAFOTCS BOIIPOCHI JIEKIIUK U JTOMAIIHUX 3a/1aHUN;

® TIPOBOJSITCS KOHTPOJBHBIE PaOOTHI;

® DKCIIPECC-IUATHOCTHKA U TECTUPOBAHUE IO OTICIBHBIM T€MaM JIUCLHU-
TUTHHBL;

® CcaMoOCTOATENIbHAsl padoTa CTYACHTOB, BKJIIOYAIOLIAsl YCBOEHUE TEOPETHU-
YEeCKOT0 MaTepHalia, BBIIOJHEHHE JOMAIIHUX 33aJJaHWM, BBITIOJIHEHNE U TTOITOTOBKA
K 3alllATE JOMAIIHHUX 33JIaHNi; MOArOTOBKA K TEKYIIEMY KOHTPOJIIO 3HAHU;

® pEUTUHroOBas TEXHOJIOTHSI KOHTPOJS YU4€OHOU NEATeIIbHOCTH CTYAEHTOB
JUTsl 00ecriedeHs] X PUTMUYHOM pabOThI B TEUEHHE CEMECTPA;

® KOHCYJIbTUPOBAHHUE CTYJIECHTOB 10 BOMPOCaM yueOHOT0 MaTepHaa;

®  BBINOJHEHUA Ja0OPATOPHBIX U KOHTPOJIBHBIX padoT.

3anauu N3y4eHUs JUCIUTUINHBIL:

® I03HAKOMUTH CTYJICHTOB C Pa3IUYHBIMU BUJAMHU KPOCCILIAT(HOPMEHHBIX
TEXHOJIOTUH yAAJIEHHOTO JAOCTYIa, X BO3MOXHOCTSIMU, CTPYKTYPOU U OCOOEHHO-
CTSIMU KQXKJIOTO THIIA;

® [I03HAKOMUTbH CTYJEHTOB C OCHOBaMH YMPABIICHUS PA3IMYHBIMHU ONepa-
IIUOHHBIMU CUCTEMaMU;

e cnocoOCTBOBaTh (POPMUPOBAHUIO Y CTYIEHTOB YMEHUN aIMHUHHCTPUPO-
BaTh Pa3IU4HbIC ONIEPALIMOHHBIE.

Huciunnraa (GopMHUpyeT KyJbTypy M OTBETCTBEHHOE OTHOILIEHHWE K MpO-
(dbeccuoHaNbHON JESITENIBHOCTH, MOCKOJIBKY OHA SIBIIAETCS 0a30BOM NJii MHOTHX
bopM AesATeNbHOCTH U 0€3 Hee HEMBICIIMMO COBPEMEHHOE MPOU3BOJICTBO B OO0
cdepe KU3HU. YYacTHe B CIIOKHBIX COBMECTHBIX pa3paboTKax TpeOyeT BhIpaOOTKU
BHHMATEIbHOTO OTHOIIEHUSI UCIOIHUTENEH APYr K APYry, YMEHHS MOCTYNUTHCA
COOCTBEHHBIMH YJI0OCTBaMH PajH YCIEIHOTO (PYHKIIMOHMPOBAHUS COBMECTHO CO-
3J1aHHOT'O MTPOJIYKTA.

I1o oxkoHuanuu N3YyUYCHUS KypCa CTYACHT OOJIDKCH:
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3HaTk:

® HCTOPUIO Pa3BUTHSI CEPBEPHBIX OMEPALUOHHBIX CUCTEM;

® XapaKTepHbIe 0COOCHHOCTH CEPBEPHBIX OMEPALUOHHBIX CUCTEM;

® 0COOEHHOCTH pOJIEH CEPBEPHBIX OMEPAIIMOHHBIX CUCTEM;

® LCTOPUIO PA3BUTHUSI POJIEH CEPBEPHBIX ONMEPALIMOHHBIX CUCTEM;

® 0COOCHHOCTH HACTPOMKHU CEPBEPHBIX OMEPAITMOHHBIX CUCTEM;

® [IPUBOJUTH MPUMEPHI MPAKTUYECKOTO MPUMEHEHUS CEPBEPHBIX Olepa-
LIUOHHBIX CUCTEM U UX POJIEH.

YMers:

e yCTaHABJIMBATh CEPBEPHYIO OmepalnmoHHyto cucremy «Microsoft Win-
dows Server 2016»;

® [IPOU3BOJUTH NEPBUYHYIO HACTPOUWKY CEPBEPHOM ONEPALMOHHOM CUCTE-
Mol «Microsoft Windows Server 2016»;,

® HACTpauBaTh CETEBbIE MHTEP(EHCHI CEPBEPHON OMEPAIIMOHHON CHCTEMbI
«Microsoft Windows Server 2016»;

e mHactpamBaThb DNS-cepBep B cepBepHBIX OMNEPANMOHHBIX CHCTEMaX
«Windows Server»;

® OCYUIECTBIATH J00OaBlIEHWE, HACTPOMKY M MPOBEPKY PabOTOCIIOCOOHO-
ctu pomm «Active Directory Domain Services» B cepBepHOIl ONepalnuoHHON CH-
creme «Windows Server 2016»;

® OCYHIECTBIIATH J00OaBlIEHHWE, HACTPONKY M MPOBEPKY PabOTOCTIOCOOHO-
ctu pomn «Active Directory Certificate Services» B cepBepHOIi ONepaliMOHHON CH-
creme «Windows Server 2016»;

® OCYHICCTBIATH J0OaBIIEHHWE, HACTPONKY W MPOBEPKY PabOTOCTIOCOOHO-
ctu poiu «Active Directory Federation Services» B cepBepHOl OniepaliiOHHON CH-
creme «Windows Server 2016».

Bnanets:

® OCHOBHBIMU HaBbIKAMH PaOOTHI C MPOrPAMMHBIM 00ECTICUCHUEM BUPTY-

aJIN3allMU OICPallMOHHBIX CUCTEM,
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® OCHOBHBIMH HaBbIKaMH pabOTHl B omepairoHHOW cucteme Microsoft
Windows Server 2016;

® OCHOBHBIMH HaBbIKaMH aJIMUHUCTpUpOBaHus cepBepHbix OC;

® OCHOBHBIMH HAaBBIKAMH [0 HACTPOWKE BUPTYaIbHBIX MAIIIHH;

e HAaBBHIKAMHM HACTPOMKMU pOJIEH CEPBEPHOM OIEPALMOHHOM CUCTEMBI
«Windows Server 2016»;

e HaBbIKaMu 110 HacTpoiike JIBC;

e crnocob6amu pabOThl C HACTOIBHBIMH M KIHEHT-CEPBEPHBIMU CUCTEMaMuU
B paHre aJMUHUCTPATOpa CEPBEpa.

B cootBerctBuu ¢ ®I'OC BO, y BBINIyCKHHKA, OCBOMBIIIETO MIporpammy Oa-
KaJlaBpuaTa JOJDKHBI 00JafaTh CIEAYIOMUMH o0menpodeccCuOHaIbHBIMU KOMIIE-
TEHIIUSIMU:

® CIOCOOHOCTBIO TPOEKTHPOBATH M OCYIIECTBIATh WHIWBUIYATbHO-
JUYHOCTHBIE KOHUENUUU Npo(ecCHOHATbHO-NIEIarorniyeckon  JAesiTeNbHOCTU
(OIIK-1);

® CIIOCOOHOCTBIO BBISIBIISAITh €CTECTBEHHOHAYUYHYIO CYIIHOCTH IpOOJIEM,
BO3HHKAIOIIHMX B X0/I¢ MpodeccruoHaibHO-neaarornyeckoi nearensuoctu (OIMK-2);

® CHOCOOHOCTBIO OCYIIECTBISATH MHUCbMEHHYIO U YCTHYI0 KOMMYHUKALIUIO
Ha FOCYJJapCTBEHHOM $I3bIKE U OCO3HABATh HEOOXOJIUMOCTh 3HAHUS BTOPOTO S3bIKA
(OIIK-3);

® CrHOCOOHOCTBIO OCYHIECTBJISTH IMOATOTOBKY M PEIAKTUPOBAHUE TEKCTOB,
OTPaXKAIOIIUX BOMPOCHI MPodhecCHoHaTbHO-TIenarornyeckoi aestenpaoctu (OITK-4);

® CIOCOOHOCTBIO CAMOCTOATEIBHO PabOTAaTh HA KOMIIbIOTEpE (3JIEeMEHTap-
uble HaBbIku (OITK-5);

® CrOCOOHOCTHIO K KOTHUTUBHOM JiesitebHOCTH (OITK-6);

® CIIOCOOHOCTBIO 00OCHOBaTh MNPO(decCHOHATBHO-TICAATOTHYSCKHUE JIeH-
crBus (OIIK-7);

® TOTOBHOCTBIO MOJEIHMPOBATH CTPATErHMI0 W TEXHOJIOTMIO OOILIEHUS IS

peleHusT KOHKPETHBIX MpodeccnoHanbHO-Tiearornueckux 3amaad (OI1K-8);
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® TOTOBHOCTBHIO AHAIM3UPOBATH WHOOPMALMIO JJISi PEHICHUs MpoOieMm,
BO3HHKAIOIIKX B MPoecCHoHalIbHO-TIeaaroruueckoi aesreiaproctu (OITK-9)

e BJAJICHUEM CHCTEMOM 3BPUCTUYECCKHX MprueMoB U MeTo10B (OITK-10).

2.3 MeTtoanka uCIoJIb30BaHHUSA J1a00PATOPHOI0 MPAKTHKYMAa

[Ipaktukym conepxut B cebe marh 3ausaTuil: «JlaboparopHas paborta Nely,
«JIabopatopnas padota Ne2y, «JlabopaTopnas padota Nedy, «JlabopaTopHas pa-
6ota Nedy, «JlabopaTopuas padota NeSy» u «I'moccapuit». [IynkTsr «JlaboparopHas
pabota Nel-5» SBISIOTCSI OCHOBHBIM M BKIJIFOYAIOT B €05 BCE IIIard CO3JAHHS U
Hactpoiiku posin Active Directory Federation Service ormepaiiOHHOW CHCTEMbI
Windows Server 2016 Ha 6a3e BUPTYaIbHOM MalIMHBI B IPOTPAMMHOM oOecTieue-

aun VMware Workstation 12 (pucynok 19).

JIaGopaTopHas padora Ne 1
«VYCTaHOBKA II HaYanbHasA HacTpoiika onepalnoHHoil cicTeMer Microsoft
‘Windows Server 2016»
Menn:

Hay4nTheA ycTaHABIHBATE I IPOH3BOINTE HadaIbHYI0 HacTpoliKy ollepamioHHoiT
cucTeMsl «Microsoft Windows Server 2016» Ha OCHOBe BHpPTyalbHOII MaITHHE!
TporpaMmHoro obecrnevenis « VMware Workstation».

3amatn:

L. CospgaHne 1 HacTPOiiKa HOROIT BIPTYANBHOI MAIIIHET B «VMware
workstation».

2. YcTaHOBKA Ha BHPTYAIbHYIO MallIHY OllepalnoHHOII cHeTeMsl «Microsoft
Windows Server 2016».

3. HawanwpHas HACTPOIlKa YCTAHOBIEHHOII ONepaIoHHOI cHeTeME! «Microsoft
Windows Server 2016».
Bpems BBINOJIHEHHA: | 9ac 30 MIHYT.
CoeHapHi padoTsI:

PyKOBOINITeIs NPOCHT pPa3BepHYTh H HACTPOHTh ponb «Active Directory
Federation Services» Ha cepeBpe ¢ omepamIoHHoil ciucTemoil « Windows Server 2016».
TIpele 9eM H3y9aTh POMII ONepallioHHoil cucTeMsl «Windows Server 2016» HyxHO

CO31aTH BIPTYAIEHYIO MAIIIIHY, YCTAHOBITE Ha Hee OIePAIIOHHYIO cHcTeMy «Microsoft

Windows Server 2016», 11 mpoBecTH &€ HAYATEHYIO HACTPOIIKY.
Pucynok 19 — Ilpumep matepuana nist padbotsl B JlaboparopHoii padote Nel

JlaHHBIE TyHKTHI HAIPaBJICHbI HA MPOBEPKY JIEHCTBYIOLIMX 3HAHUI CTYJICH-
Ta, T. K. B 1a00paTOpHO#l paboTe CTYyACHTY MPEIaraeTcsl BHITOTHUTH 3a/IaHUS BbI-
COKOro ypoBHs. Takxke, TaM NpelI0CTaBIeH COOTBETCTBYIOIIUN MaTepua, AJisl Bbl-

MOJIHEHUSI PabOThI, TO3BOJISIIOLIMHN CTYJEHTaM O3HAKOMHUTBCS C HOBOM TeMoi. Ma-
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TepUasbl Ta0OpaTOPHBIX PabOT CBA3AHBI MEXAY COOOW M OJKHBI BBIMOIHITHCA,
co0Iro1ast MOCJIE0BATENBbHOCTb.

Meronuueckue yka3zaHusl JJid MpernojaBaTessl yKa3aHbl B J1a0OpAaTOPHOM
IPaKTUKYME.

JucTpuOyTUB ONEPalIMOHHON CHCTEMBI IPUIIOKEH K ITPAKTUKYMY.

TpeOoBaHKsa MOATOTOBKM 3HAHHWI CTYJIEHTA K BBIIOJIHEHHUIO JJAOOPATOPHBIX
paboT:

® HABBIKHU I10 CO3/IAHUI0 BUPTYAJIbHBIX MAILINH;

® HaBBIKH 10 HACTPOIKe onepanoHHbIx cuctem Windows;

Texnuueckue TpeOOBaHUS K MEPCOHATLHOMY KOMIIBIOTEPY CTYACHTA yKa3a-
Hbl B METOJINYECKUX YKA3aHUAX K JJAOOPAaTOPHOMY IPAKTUKYMY.

B cnyuae nosiBieHus: omimO0K BO BpeMs BBINIOJHEHUS J1a00PaTOPHBIX paboOT
CTYIEHTOM, B TEKCTE JIaDOpaTOPHBIX MNPHUCYTCTBYIOT IOMETKH O BO3MOXKHBIX
omnoOkax. Ecinu moMeTku OTCYTCTBYIOT, M CTYJEHT HE MOKET PELIUTh MpodsieMy
CBOMMHU CUJIaMH, TO €My HEOOXOMMO OTIPABUTH 3alpoC O MOMOIIHX MpernogaBaTe-
JII0 C OIIMCaHUEM NPOOJIEMBI U CKPUHILIOTOM.

Pe3ynbTaThl BBINOJHEHHBIX PabOT CTYAEHTY HEOOXOAMMO MPEAOCTABUTH
IPETNoAaBaTeso B BUJE BUIC03aIIMCH NPOeTaHHON padOoTHI.

PaccMoTpuM BpeMs BBINOIHEHHUS, L€, 3a1a4il JUIsl KaKI0W J1abopaTopHOU
paboThI moagpoOHEe.

JlabopaTopnasi padora Nel. YcraHOBKa M HadajibHAasi HACTPOWKA OIEpaly-
oHHoi cuctemsr Widows Server 2016.

Hens: HayunTbest ycTaHaBnMBaTh W IPOU3BOAWTH HAYaJbHYIO HACTPOMKY
orneparronHoi cuctemsl «Widows Server 2016».

Bpewms Boinonnenus: 1 yac 30 MunyT.

3agaun:

1. Co3pnanue u HacTpoilka HOBOW BHMpTyajnpHOM MamuHbl B «VMware
Workstation».

2. YcraHOBKa Ha BUPTYaJbHYI MAIlMHY omneparuoHHoi cuctembl «Wid-

ows Server 2016».
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3. HavanmpHas HacTpoiika ycTaHOBIIEHHOW orepanuoHHON cuctembl «\Wid-
ows Server 2016».

Pe3ynbTaT BBHINOJHEHHOW pabOTHI CTYIEHT JOJDKEH MPEIO0CTaBUTh MPETo/ia-
BATENI0 B BHJIE BUJCO3AMMCH MPOJETAHHOW paboOTHI, a TaKKe OTBETHTh H KOH-
TPOJIbHBIE BOTIPOCHI U BHITIOJIHUTH CAMOCTOSITEIILHOE 3a/1aHUE.

B nannoit nabopatopHoi paboTe CTyJEHTY MpeiaracTcs BbIIOJHUTH yCTa-
HOBKY M HacTpoiKy omepannoHHoi cuctembr «\Widows Server 2016» Ha BUpTY-

anpHy10 MammHy «VMware Workstation» (pucynok 20).

JIadopaTopHag padora Ne 1
«YCcTaHOBKA II Ha9anbHasA HacTpoiika ollepallloHHOIT clcTeMbl Microsoft
Windows Server 2016»
Menn:

Hay4uTses yeTaHABIHBATE 1 IIPOH3BOHTE HAYAIBHYH0 HACTPOIIKY OIeparIOHHOIT
cucteMel «Microsoft Windows Server 2016» Ha OCHOBe BHPTYalIbHOII MAaNINHEI
mporpaMMHOro odecrnedenns « VMware Workstation».

3agadH:

1. Cozzanne n HacTpoilka HOBOIT BHPTYaNsHOIT MalmIHE B « VMware
workstation».

2.  VcTaHOBKA Ha BHPTYAIBHYIO MAIIIHY OIepAIIoHHOI cHeTeMb!l «Microsoft
Windows Server 2016».

3. HawuaibHag HacTpoiika ycTaHOBIeHHoII oneparnioHHoil caeTeMs! «Microsoft
Windows Server 2016».

Pucynox 20 — OtpsiBok U3 1aboparopHoi padoTsr Nel

JlabopaTopnasi pab6ora Ne2. Hacrtpoiika cereBbix uHTepdeiicoB u DNS-
cepBepa, A0OaBieHUe posu cepBepa «Active Directory Domain Services» omepa-
uuoHHou cucreMbl Microsoft Windows Server 2016.

Lenb: Hayuntbest mpou3BOAUTh HACTPOIMKY ceTeBbIX MHTepdeiicoB u DNS-
cepBepa, a Takke J00aBiIATh posib cepBepa «Active Directory Domain Services»
omneparonHoi cucremsl «Microsoft Windows Server 2016».

Bpewms BoinonHenus: 1 yac 30 MUHYT.

3amaun:

1. Hactpouth cereBbie MHTEp(PEHUCH B BUPTYyaJbHOM OMNEPAIMOHHON CH-
creme « Widows server 2016».

2. Hactpouts cepBep DNS-cepBep Ha OCHOBE BUPTyalbHOW ONEPalMOHHON
cucteMbl « Widows server 2016».

3. Jlo6aBnenue posu cepBepa «Active Directory Domain Services» B Bup-
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TyallbHOM onepannoHHoi cucreme «Microsoft Windows Server 2016».

Pe3ynbTar BEINOIHEHHON pabOThl CTYJAEHT JOJDKEH IPEJOCTaBUTh IPENoia-
BaTENI0 B BHJIEC BHJICO3AMUCH MPOJCIAHHOW pabOThI, a TaKkXKe OTBETUTh H KOH-
TPOJIbHBIE BOMPOCHI U BHIIIOJIHUTH CAMOCTOSITENILHOE 3a/1aHuE.

B nanHOIl 5aGopaTopHON paboTe CTYJIEHTY MpeasiaracTcs BBIIOJIHUTh
HACTpOIKy ceTeBbix uHTEpdeiicoB 1 DNS-cepBepa, a Takke 100aBUTh POJb CEp-
Bepa «Active Directory Domain Services» B omepaimontoi cucrteme «Microsoft

Windows Server 2016» (pucyHok 21).

JlabopaTopHas padoTa Ne 2

«HacTpoiika ceTeBBIX HHTepdeiicoB 1 DNS-cepBepa, Jo0aBlIeHIIe PO cepBepa
«Active Directory Domain Services» omnepanoHHoii cucTeMs! Microsoft Windows
Server 2016»

Mens:

Hay41Tscs IpoH3BOANTE HACTPOIIKy ceTeBBIX HHTepdeiicoB 1 DNS-cepBepa, a
TaloKe T00ABTIATE POIlb cepBepa «Active Directory Domain Services» orepariiioHHOI

cucteMsl «Microsoft Windows Server 2016».
3ana4m:
1. HacTpoHts cereBble HHTepdelickl B BIPTYalbHOI ONepaloHHOII clicTeMe
«Windows server 2016x».
2. Hactponts cepBep DNS-cepBep Ha OCHOBe BHPTYaIbHOII OIlepalTlioHHOIT
cHCTeMBI « Windows server 2016».
3. [MoOaenenue pomi cepBepa «Active Directory Domain Services» B

BIpTyanbHOIT onepamnmoHHoil cicTeMe «Microsoft Windows Server 2016».

Bpemsa BpInoIHeHHNA: 1 gac 30 MIHYT.
Pucynok 21 — OTtpbIBoK U3 J1abopatopHOil padoThl Ne2

JlabopaTopHasi pa6ora Ne3. JloGaBieHue M HACTpOMKa pOJM cepBepa
«Active Directory Certificate Services» omnepannoHHONW cucteMmbl «Microsoft
Windows Server 2016».

[lenb: Hayuutbcs n00aBisATh M HACTpauBaTh poJib cepBepa «Active
Directory Certificate Services» omepannonnoit cucremsr «Microsoft Windows
Server 2016».

Bpewms Beinonnenus: 1 yac 30 MUHYT.

3agauu:

1. Jlo6aBnenue ponu cepepa «Active Directory Certificate Services» B

BUPTYyaJIbHOU orepaninonHoi cucteme «Microsoft Windows Server 2016».
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2. Hactpoiika «Active Directory Certificate Services».

3. JloGaBnenue coOCTBEHHOro cepTrdurKaTa JOCTyIa B ONMEpPallMOHHON CH-

creme « Windows Server 2016».

Pesynbrar BBIMOTHEHHON PAaOOTHI CTYJEHT JOJDKEH MPEIOCTaBUTh TPero/ia-

TPOJIbHBIC BOIIPOCHI 1 BBIIIOJIHUTb CAMOCTOATCIBHOC 3a/IaHKC.

BaTC/It0O B BHAC BHUACO3AIIMCH HpOHeHaHHOﬁ pa6OTBI, a TAaKXXC OTBCTHUTL H KOH-

B nannoit naGopaTtopHOoil paboTe CTyIeHTy IMpeaiaraercsi 100aBUTh H

HACTPOUTH PoJib cepBepa «Active Directory Certificate Services» (pucyHok 22).

JIadopaTopHas padora Ne 3

«/TobaBneHIe 1 HacTpoilka pomI cepBepa «Active Directory Certificate Services»
onepamIoHHoiT cicTeMs! Microsoft Windows Server 2016»
IMens: Hayqnrees 100aBIATE H HACTPAIBATE POIIb cepBepa «Active Directory
Certificate Services» oneparmoHHoi cucTeMs! «Microsoft Windows Server 2016x».
JagaqH:
L. HMoGaemenne pomH cepeBepa «Active Directory Certificate Services» B
BHpPTYyanbHOIT ollepamioHHoii cicteMe «Microsoft Windows Server 2016»
2. Hactpoiika «Active Directory Certificate Services».
3. MMobGapinenne coOCTBeHHOIO cCepTH(HIKATA B OIEpAIlIOHHOI cIcTeMe
«Windows Server 2016».

Bpems BBINOJIHEHHNA: | Jac.

CueHapHii padoTsl: PyKOBOIIITENs IPOCHT 3ayCTHTE BHPTYAIbHYH MANIIHY, C
TpeIycTaHOBIeHHOI onepaniorHoil ciicteMoil « Windows Server 2016», 1, 100aBHTE 1T
HAacTPOHTE polEk cepBepa «Active Directory Certificate Servicesy».

ITopsAnok cIa4dH 1a60opaTopHOi padoThI:
Jna coadin mabopatopHoil padoTsl HeoOxoanMO 100aBHTH I HACTPOHTE POIE

cepBepa «Active Directory Certificate Services», TOITyIeHHBII pe3ynbTaT Ipe/l0CTABITE

TIPEMoJaBATENRD B BIIIIE BIIJE00TIETA.

Pucynox 22 — OtpbIBOK U3 1abopaTtopHOi paboTh! Ne3

JlaGopaTopuas padora Ned. JlobaBnenue pomu «Active Directory

tion Service» omneparrionHo# cuctemsl «Microsoft Windows Server 2016».

Federa-

Henb: Hayuuthcs m00aBisiTh W HacTpauBaTh poJib cepBepa «Active

Bpewms Beimonnenus: 1 yac.
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3anayu:

1. JloGaBnenue posm cepBepa «Active Directory Federation Service» B
BUPTYyaIbHOU oneparmoHHoi cucteMme «Microsoft Windows Server 2016».

2. Tlepuunas Hactpoiika «Active Directory Federation Service».

Pe3ynbrar BRIMOTHEHHON pabOThI CTYJACHT JOJHKEH NPEIOCTaBUTh MPEIo/ia-
BaTEII0 B BHJIC BUCO3ANUCHU MPOJEIAHHON pabOThl, a TakK€ OTBETHTh H KOH-
TPOJILHBIE BOTIPOCHI U BBHITIOJIHUTH CAMOCTOSITEIFHOE 3a/IaHHE.

B nannoit mabopatopHoii paboTe CTyAeHTY Ipeasiaraercs 100aBUTh U TMPO-
BECTH TICPBUYHYIO HACTpOWKy ponu cepepa «Active Directory Federation

Service» (pucynok 23).

JIadopaTopHas padora Ne 4

«JlobapneHIle 11 nepBIYHAA HACcTpoiika pomn «Active Directory Federation Services»

onepannoHHoIl ciucTeMsl Microsoft Windows Server 2016»

IMenas: HayunTbes 100aBIATE 1 HacTpaHBaTk POIb cepBepa «Active Directory

Federation Services» onepartosHoii ciucteMs! «Microsoft Windows Server 2016».
3amavH:

1. JdobaereHue ponn cepBepa «Active Directory Federation Services» B
BHPTYaIbHOIT onepanioHHoI cucteMe «Microsoft Windows Server 2016»

2. IIepeudyHasg HacTpolika «Active Directory Federation Services».

Bpem# BLINOJTHEHHA: | Tac.

Cnenapuiil padoTsl: PYKOBOMIITENS IPOCHT 3allyCTHTh BHPTYAIBHYIO MAILIIHY C
npeycTaHOBIEHHOI onepanHoHHOI cucTeMoil « Windows Server 2016», 11, IpoBecTH

VCTAHOBKY I IIEPBIMHYID HACTpOIIKYy polm cepBepa «Active Directory Federation

Servicesy.

Pucynok 23 — OTpbIBoK 13 J1abopatopHOit padoThl Ned

JlaGopaTopnass padora NeS5. PaGora c¢ «Active Directory Federation
Service» B onepanuonHoi cucreme «Microsoft Windows Server 2016».
ens: Hayuuthcs paboTaTh W HACTpamBaTh CHOCOOBI ayTEHTH(UKAIMH

«Cnyx0 ¢eneparuu» B omnepanuonHou cucreme «Microsoft Windows Server
2016».
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Bpewms Beimonnenus: 1 gyac 30 MunHyT.

3amaun:

1. TIposepka Meradaiina cepBepa «Active Directory Federation Service».

2. Jlo6aBnenue ceprudukara B «l1S».

3. Cosganwue «kieiimoB» B «Active Directory Federation Service».

PesynbTar BRIMOTHEHHON PAaOOTHI CTYACHT MOJDKEH MPEIOCTaBUTh TPEroia-
BaTEII0 B BHJIC BUCO3ANUCHU IMPOJEIAHHON pabOThl, a TaKKE€ OTBETHTh H KOH-
TPOJIbHBIE BOMPOCHI U BHITIOJIHUTH CAMOCTOSTENILHOE 3a/1aHUE.

B nabGopatopHoii ~ paboTe  CTyJEHTY  MpeJjaracrcs  HacTPOUTH
KOHuUrypanum ciyx0 denepanuy u J00aBUTh KJICHMBI, HEOOXOJUMBIC IS
ayTeHTU(UKAUYU Yepe3 ciyKObl Gpenepanuu (pucyHok 24). [Iposepka npaBuiibHO-
CTH HACTPOEK MPOU3BOJUTCS C MOMOIIBIO TOMIArOBBIX MHCTPYKIMK. B omucanuu
KQKJOT0 I1ara CTyJeHTy OyleT mpenocTaBieH HaOOp THUIIOBBIX JEHCTBUN, KOTO-

PbIC OH OOJI’KCH BBIIIOJIHHUTD IS IIOUCKA U YCTPAHCHUSA OIIINOKH.

JIaGopaTopHasi padoTa Ne 5

«PaboTa ¢ «Active Directory Federation Services» B ollepariioHHoii ciicteme
Microsoft Windows Server 2016»
IMeas: Hayaurecsa paboTaTs I HACTpaHBAaTh CIIOCOOE! ayTeHTHGHKAINN «CIyxD

tenepamni» B onepallioHHOII cucTeMe «Microsoft Windows Server 2016».
3amavu:

1. TIporepka meTadpaiina cepeepa «Active Directory Federation Services»

2. Coznanne «xieiimoe» B «Active Directory Federation Services»

Bpemsa BeinoaHenHs: 1 9ac 30 MUHYT.

Coenapuii padorbl: PyKOBOIITENE MNPOCHT HACTPOHTE AYTEHTH(HKALIIO C

IoMoIER «Active Directory Federation Services».
IMopsanok caavd JabopaTopHOH padoTHI:

Jna cradn madoparopHoil paGoTEl HeoOXoIIIMO HACTPONTE HapaMeTpEl I
ayTeHTHQHKAIMIN depez «Active Directory Federation Services», NoTydeHHBIT
Pe3yNBEIAT IPeIOCTABHTE INPelIoJaBaTeli0 B BHIE CKONIPOBAHHOIO BIPTYAIEHOIO

AKECTKOTO JICKa, ¢ YyKa3aHIeM Y9YETHBRIX [aHHBIX H HAacTpoek KOHQUIypalI B

JMeKTPOHHOM BILIES.
Pucynok 24 — OTtpbIBOK U3 1abopaTopHOM paboThI N5
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2.4 TIporpaMMHO-TeXHMYECKHUE CPeACTBA JIA0OPATOPHOI0 MPAKTHKYMA

Jist co3nanusi 1abOpaTOPHOTrO MpaKkTUKyMa «AyTeHTU(UKAIUs Kopropa-
TUBHBIX KIIMCHTOB Ha ocHOBe Cityk0 ¢enepaunu Windows Server 2016» ucrnomnb-
30BaJIMCh CIAEAYIOLIUE POTrPaMMBbIL:

1. VMware Workstation — nporpamMmHbIii TIPOAYKT BHUPTyalIU3aldd IS
onepannonnbix cucrem Microsoft Windows, Linux, FreeBSD, Mac OS X, So-
laris/OpenSolaris, ReactOS, DOS u apyrux.

2. Microsoft Windows Server 2016 Datacenter —  CepBepHo-
OpUEHTHPOBAHHAs CUCTEMA, PeNu3 KOTopoil cocrosuics 29 centsops 2016 roxa. B
COOTBETCTBHH ¢ TexHHUUeckou crenudukarueir Windows Server 2016, pazpabaTsbi-
BaJIMCh 3 pelaklMK omnepallMoHHOM cuctembl: Essentials, Standard u Datacenter.
Ananornyno Windows Server 2016, Bepcun Datacenter u Standard sBisiroTcs
UJCHTUYHBIMHU, C OJJHOM TOJBKO Pa3HUIIECH, YTO U3MEHEHA CHCTEeMa JIMIEH3UPOBa-
Husa. Penakuusa Essential QyknuoHanbHO HE3HAUUTENBHO OTJIMYAETCS pPEIaKIUN
Datacenter u Standard, a pyHKIIMOHAIbHBIE OTIUYHUS MEXY HUMH HECKOJIBKO W3-
MEHEHBI.

3. Adobe Acrobat — sro momynspubsiii kouBeprep PDF. On comepxut
MHO>KECTBO HWHTEJICKTYaJbHbIX (YHKIHMI, KOTOpPBIE MPEJOCTABISIIOT JIOMOJIHU-
TEJbHBIE BO3MOXKHOCTH JUIsl B3auMoaencTBusA. OO0beIuHEHNE MINPOKOTO JUana3o-
Ha COJIEPKUMOTO BKIJIIOYAsl JOKYMEHTBI, JJICKTPOHHBIC TaOJUIIbI, 3JIEKTPOHHYIO
NOUTY, U300pakeHus1, BujeoMarepuaisl, 3D-Tpaduky U KapThl B OTHOM CXKATOM U
cTpykrypupoBanHoM noptdonuo PDF. CoBmecTHas paboTa npu peneH3upoBaHUU

JOKYMCHTOB, K KOTOPBIM IIPCAOCTABJICH 06H_II/H>’I HOCTYIIL.

2.5 UnTepeiic 1 HaBUranus

JlaHHbBIN J1TA0OPATOPHBIA TPAKTUKYM ObLT pa3pabortaH cpeactBamu «Mi-
crosoft Office Word 2016», coxpanen B ¢opmar «PDF», npu nomomu «Adobe

Acrobat Pro X», u moxer paboraTs B JIt0OOM COBpeMEHHOM Opaysepe, OO0 B
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YCTAHOBJICHHBIX MPUIOKEHUSIX JiUist uyteHus: QainoB «PDF. [lns co3manus BUpPTY-
aJbHBIX MAIMH KCIIOJIB30BANICS IMYIITOp BupTyanusaimu «VMware Workstation
12» m muctpuOyTHB cepBepHOM omnepainuonHoi cucrembl «Microsoft Windows

Server 2016». BBomnas cTpanuia paspaboTaHa B TpaduueckoM perakTope

Paint.NET (pucynok 25).

JJABOPATOPHBIA IPAKTHKYM «AYVTEHTHPHKAITHA
KOPIIOPATHBHLBIX KJIHEHTOB HA OCHOBE CJIVYKD
DPEJTEPAIITHHA WINDOWS SERVER 2016»

Windows

I
Server
_| PO

Active Directory Federation Services

Pucynok 25 — BBojgHas cTpaHuiia 1abopaTtopHOTo MpakTHKyMa

[TynxT «I'moccapuit» conepXut oOLIyI0 TEOPETUUYECKYIO UH(OpMAIIHIO, KO-
TOpasi He OTHOCUTCS K KOHKPETHOW TeMe BBHINIOJHSAEMOM J1labopaTOopHON paboThI

(pucyHOK 26).

I'moccapni

1. VMware workstation — mporpaMMHEBI TPOAVKT BHPTYVANI3allHH JIIA
onepaloHHEIX cHcTeM Microsoft Windows, Linux, FreeBSD, Mac OS X,
Solaris/OpenSolaris, ReactOS, DOS 1 ApyTux.

2. Microsoft Windows Server 2016 Datacenter — cepBepHO-0OpIIEHTIPOBAHHAS
ciucTeMa. B Hell NpelcTaBIeHO MHOXKECTBO HOBBIX (DYHKININI, KOTOpHIE IENAaKT ee
Tydmell B cBoeM Kiaacce IDIaTdopMoil I7md IMOCTpPOeHHsA dYacTHOro oOlIaka, caMmoil

3alnmieHHoil Bepenell Windows Server, a Tawkke mydmeil mnatgopMoll 11

MIIKpOCEpBICOB Ha 0aze Windows.

Pucynok 26 — I'moccapuit
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2.6 CTpykTypa J1a00paTOPHBIX padoT B NIPAKTHKYyMe

OcHoBHas 1enb nabopatopHoil paboTel Ned sBisieTcss 0OydeHUE HaBbIKaM
yCTaHOBKHU U HacTpoiiku Ciyx0 Denepannu B CEpBEPHON ONEPALIMOHHON CUCTEME
«Microsoft Windows Server 2016».

B xone naGopatopHoii pabOThl CTYJIEHTY NMPEJICTOUT BBIOJHUTD sl 33124,
MOCBSIIEHHBIX yCTaHOBKE U HacTpoiike Ciyx0 denepanuu B cepBEepHOM omepa-
nuonHoit cucreme «Microsoft Windows Server 2016». Kotopsle B maibpHEiIeM
OylyT UCIOIb30BAaThCS HA MPAKTUKE PA3TUYHBIX IPEATPUSITUH.

AKTyalbHOCTh J1TA0OpATOPHON PabOThI ONpENEseTCs CIEAYIOINIUM MpUMe-
pom npumenenus. Cinyxosl penepannu Active Directory — 3T0 KOMIIOHEHT OTie-
parronnbsix cuctemM Windows Server 2012 u Windows Server 2016, koTopbiii
oOecrieynBaeT HMCMOJIB30BAHUE TEXHOJOTUU €IMHOTO BXOJa Uil MPOBEPKU MO/I-
JMHHOCTH TIOJIb30BaTelsi B HECKOJBKHUX CBSI3AHHBIX BEO-TIPHIIOKEHUSX B TEUCHUE
BCEro CETeBOro ceanca. OpraHusaiuu, KOTOpble MPUMEHSIOT JOMEHHBIE CIIykKObI
Active Directory, MOTYT HCIIOJIb30BaTh MPESUMYIIECTBA TEXHOJIOTHU €IUHOTO BXO-
na Ojarojiapsi BCTPOCHHOM MpoBepke noamHHOCcTH Windows B rpaHuiiax o0jgacTu
Oe3omacHOoCcTM WM B mpenenax opranusanuud. CrnyxObl Qenepanuu  Active
Directory pacmupsior 3Td GyHKIHOHAIbHbIE BO3MOKHOCTH Ha TIPUIIOKEHUS, TTO-
KioueHHble K MHTepHeTy. braronaps 3ToMy KIMEHTBI, MAPTHEPHI U MOCTABIIMKU
MOJIY4arOT €JUHOOOPAa3HBIN ONTHUMH3WPOBAHHBIA TMOJIB30BATEIBLCKUI UHTEpdEIc
€IMHOTO BXOJa Ipu paboTe ¢ BeO-MPUIIOKEHUSIMU opraHuzaiuu. Kpome Toro,
cepBephl (penepanvii MOTyT OBITh Pa3BEPHYThI B HECKOJBKUX OPraHU3alMsIX, YTO
oOneryaer (eaepaTuBHbIE TPAH3AKIUU «OU3HEC-OU3HECY MEXKIY OpraHu3aIUusIiMu-
naptHepamu. KoHurypupoBaHnue u HacTpoiika ciyx0 denepanuu Takxe sBIsSCT-
¢ OCHOBOIIOJararouien 3aaadeit. [103ToMy yCTaHOBKHM M HACTPOMKE MOCBSAILIEH Lie-
JIbIA pa3fell.

HavanbHbIM 3TarnoM BBINOJHEHUS Ja00paTOpHOI pabOThl, IPU YCIOBUH, YTO

npenpiayime jJabopaTopHblie paOOThl BBIMOJIHEHBI, SBISIETCS J00aBICHHUE POJIU
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«Active Directory Federation Service» B cepBepHoii oneparrionHoi cucreme «Mi-
crosoft Windows Server 2016».

Oran nobdasnenus poau «Active Directory Federation Service» B cepBepHOit
ornepannonnoit cucreme «Microsoft Windows Server 2016» uzo0pakeH Ha pUCYH-
ke 27.

[ Aucneruep cepsepos

- L.':f|| F Yopasnenwe Cpeacrea  Bug  Cnpaeka

[ucnetyep cepsepos * Manens MOHUTOPUHIa

[T —

Vaarvrs ponn v KomnonerTe:

¢ Nanent mosiTopunra Bac npueeTtcTRyeT gUCNeTUSp CEpBEpOB
[loGasnere cepeepos

I Noxanshuiii cepeep Cosparute rpynnel cepeepos
ii Bce cepeepel N it i
r HacTpouTk 3TOT NoKanbHEIN cepaep e Bho
g Oaiinoesie cyxbel v ca... B

BuicTpuiid 3anyck

| 2 [obasuts ponv 1 »<omn-:wem;||

3 [oBasuTs ApYrye CEpBEpsl ANA YNPasaeHmua

Pucynoxk 27 — Ilepssiii aTan go6asneaus poiu «Active Directory Federation Service»

[Tocne otkpeiTus «Mactepa no0OaBieHUs POJEH U KOMIIOHEHTOBY» HE0OXO-
JUMO TIpOUTH K pazzaeny «Poiu cepBepa», ¢ MOMOIILI0 KHONKKM «Jlanee» (pucy-

HOk 28), 1 BeIOupath «Ciyx0b1 peneparuu Active Directory».

[ MacTtep goGasnerna poneid n KOMNOHEHTOE - O X
- . KOHEHHLI CEPSER
Bb|6@p ponen cepBepa WIN-MIZH1DRESSR

Mepea HauanoM pasoTl ErifepuTe oaHy MAK HECKONBKS POAEd ANA YETAHOEKM Ha 3TOM CEpEEpe.

THM YCTEHOBKK Posm Onucanne

BeiBop cepeepa || Bet-cepeep (lIS) »' Cayxbel begepaumn Active

Ponu cepeepa [] Aomerneie cayxbn Active Directory Directory (AD FS) npegoctaensior
[] Pesum Windows Server Essentials YNpoWeHHble ¥ BesonacHme

KomnorenT: |:| Certegoii konTponnep BO3MOXHOCTY dedepalmu

CnykBel degspaumnm Acti.. [ Cryx6a onexyna ysna NI E e I E A e ) e
[] Cayxbe Active Directory ofnerdeHHoro gocTyna k seb-caifmal (S50). B coctas cayxb

Moareepiierie 1 Cyxbul MultiPoint AD FS sxogut cnyxba degepaumn,
[] Cryxbe Windows Server Update Services obecneurBatolan egnHbIR EXOf Ha
[ Cayxbol akTueaumm KopnopaTMEHLIX IMLEHIWIA seb-caiiul ¢ nomowsio Bpaysepa.

[] CayxbBul neuatt u gokymeHTos
[ CayxBel noammrkm cemn m goctyna
[ Cnyxbe passeproisanus Windows
[] Cayx6el ceptudmkatos Active Directory
[ Cayx6ol yaanerkbx pabounx cronos
[] Cayx6Bul ynpaeneHua npasami Active Directory
Cnyxbol pegepaunn Active Directory
[] ¥aanenHesi AocTyn
I [m] Dafinoesie cryxBel v cryxBe XxpaHUAMWE (YoTane
[ wakc-cepeep

| < Hazag || Danee = | YcraHoEMTE OmmeHa

Pucynok 28 — Bribop poueii cepBepa B onepannonHoit cucteme «\Windows Server 2016»

47



[Tocne naxkaTust KHONKK «/Jlanee» mpou3oUAET mepexon K BHIOOPY KOMIIO-

HEHTOB (pucyHOK 29). B naHHOM ciiydyae HUKaKhe KOMIIOHEHTbI HE HYKHBI.

= MacTep AoBaBneHWA poaei U KOMNOHEHTOB — O d

Bbibop KOMMOHEHTOB

Mepes Hadvanom paboTl
THN YCT2HOBKA

Bribop cepeepa

Foaw cepespa

CiywBbl Gegepaumn Acti...

MNogTeepuasHue

KomnoneHTs

L1 1pOTOKoA CAHOPAHMOEOND PAaspelleH A MMEH (FIN »~

[] Pacwupenue IIS OData ans ynpasnstua

[ Pacwuperue IS WinRM

[] Pennuka xparmnmwa

[ ] CBop coBbimiii yeTaHoEKM W 3arpysKi

[] Cepeep ynpasnenua IP-agpecanm (IPAM)

[] Ceresar pasBnoxupoeka BitLocker

[] Cucrema apxvMBaLMK aanHbx Windows Server

] Cayx6a iSNS-cepeepa

(] Caysba SNMP

[ Cay=ba Windows Search

] Cayxba akmeaummn npoueccos Windows

[] Caysba Gecnposoanoii nokansHoii ceTa

[] CoeguuuTens MultiPoint

[ Cpeactea 33Tl SMPTYanEHONR MaLWMHL ANF yNIp
1 Cpeactea murpauwwn Windows Server

[] CpeacTea yaaneHHOro aAMUHUCTRUDOBAHIA CEPEE
] Cpeactee npocuoTpa XPS

[| CraHaapTMs¥pOEaHHOS YMPEEAEHUE XPEHAMLLEM

>

KOHEYHIN CEPRER
WIN-MJZH1DREBER

BhIE-EpHTE O4MH MKW HECKONBKD KOMNOHEHTOE ANA YCTAaHOBKK HA 3TOM CEpBEDE.

Onucanne

BranchCache ycranasnmeaet :
cnyxBel, Tpebyemsle gns HacTpolikn
KOMMBHOTEPE & K3UECTEE CEPEEPa |
PasMEeLEHHOTO K3ILA WK CepEEpa
COAEPMUMOTO C NOLIEPRKOA
BranchCache, Ecnu Bl
pasEepTHIEGETE CEpEED
COAEPUMOTO, Er0 TAKHE
HeoBX0AMMD HaCcTpoWTE NMBo Kak
seb-cepeep HTTP, nubo kak cepeep
NpUACHKEHWA Ha ocHOBE GoHOBOH :
MHTEANEKTYaNEHOW CNyKbbl ;
nepeaaun (BITS). Yrobel passepryTs
DainoELIi cepEep € NOALEPXKOR :
BranchCache, ycranosure ¢

NOMOLLEK M3cTepa AobaBneHua
ponei pons cepeepa "Painoesie
cnyxbu” co chyxBamu poned ;
"Qaiinossiid cepeep” v "BranchCache
ANA ceTesblx fainos™. :

| < Hazan || DNanee > |

YcTaHoBuTE OTmeHa

Pucynox 29 — OxHo BbIOOpa YCTAaHOBKH KOMITOHEHTOB

Ha cnenytomeil crpanuiie n300pakeHO Kakue POJIM U KOMIIOHEHTHI ObLIN

BBIOpaHBI I ycTaHOBKH (prcyHOK 30).

f&a Macrep goBaenenus poneii n komnoxerTos - O X

KOHEYHSIA CEPEER
WIN-MI2H1DREBER

HO,EI,TBEIDXAEHH@ YCTaHOBKM KOMIMOHEHTOB

UroBet yeTaHOBHTE Ha BpIBpaHHOM CEpEEpE CRegyrowne ponn, CiykBel poneil an KOMMNOHEHTLI,

Mepas Hauanow padoTel . :
HAAMWUTE KHOMKY YeTaHosuTR",

THN YCTZHOBKA

BeifopicepEepa || e

Ha sToil cTparuue MoryT BuiTe 0ToGpasKeHE AONOAHUTENEHEIE KOMNOHEHT.! (HaNpUMEp, cpeacTsa
EAMMHM(IPMPOEEHMR)I Tax KaK oHK Beiu Ehlspaﬂbl aeTomarnueccy. Ecam 8ol He xoTwme YyCTaHAaBNWESTH
3TH AONCAHMTENBHBIE KOMIOHEHTRI, HAXMKUTE KHOMKY "Hasag”", YToBel CHATE KX GAENKH,

Poaun cepaepa
KOMMOHEHTH

CryxBel &

| CnysBul pegepaun Active Directory
il

3KCNOpT NapameTpos KoHburypaLm
¥Ka3aTh ansTepHaTHEHLIA MCHOAHBIA MyTh

< Hasan, lanee >

Pucynox 30 — IloarBep:kieHrE yCTaHOBKH
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Ha 3aBepiraroreM 3Tare 1moka3aHo OKHO YCTaHOBKH poutd (pucyHOK 31).

[z Mactep goBasnenuna poneil v KOMNOHEHTOB — O

KOHEHHEIA CEPEER

XO,EL YCTaHOBKM WIN-MJ3H1DRESSR

MpocmoTp x0aa YCTaHOBKM

o YcTaHoEka KoMMNoHeEHTa

HauaTa ycranoexa Ha WIN-MJ3H1DRESSR

Cnymbe degepaumnn Active Directory

Pesynstams

3TOT MACTEP MOXHO 33KPLITh, HE NPepLIEaA BLINONHAOWWeCA 3aaa4m. HabBaroaaiite sa xogom
EbINONHEHMA 33434¥ MK O'I'KpOﬁ'I'E 3Ty CTpaHWLY CHOE3, BblﬁpaB Ha NaHEeNM KOMaHa NyHKT
"YeegomneHua”, a zatem "Ceegenva o sagaue”.

JKCNOPT NAPaMETPOE KoHBUIypaLmm

< Hazapn lanee > YecraHosuTh Ommena

Pucynok 31 — 3aBepmaroniuii 3tan 100aBJICHUS POITH

Ecnu Bce meficTBust ObUTH BBITIOJIHEHBI MPABHIBHO, TO B «Jlucmeruepe cep-
Bep» MOSIBUTCS poiib cepepa «CiyxObl ¢eneparuu Active Directory» (pucy-
HOK 32).

POJZTU WU TPYMNNbI CEPBEPOB

Ponw: 2 | Tpynne cepsepos: 1 | Beero cepeepos: 1

s CnyxObl degepaumnm
Active Directory

@ ¥Ynpaenaemocts
CobbiTuA
Cnyx0bl
MNpouzeoanTenLHOCT

PezyneTatel BPA

Pucynox 32 — Jlo6aBnenHas cepBepHas poisib «Ciyx0bl dpenepanuu Active Directory»
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Jlasiee BBITIOJHSIONIEMY MPEACTOUT HadaibHass HacTpoiika «CirykObl dejie-
paumu Active Directory». s storo HeoOxomumo B «Jlucmeruepe cepBepoB»
Ha)kaTh Ha poJib cepBepa «Ciyx0bl penepanmu Active Directory». B nosBuBIieM-

sl pa3zielie OTKPBITh HACTPOMKY POJIM B YKa3aHHOM Ha PUCYHKE 33 MOpsIIKe.

122 MaHens MOHUTOpUHTa
B JlokaneHsli cepeep
W& Bce cepeephl

2§ Cnysx6el henepaitam Ac...

ii Qaiinoesie cayxBel U c... B

CEPBEPbI

Bee cepaepsi | Beero: 1

8

He 3an...

Kongurypatys nocne pasgep.. Cyxc6it henepausn Active Directory — Tpeby..

COBbITUA

Bce cobuimun | Beero: 0

Dunvmp

Hacrpours oy

b Cryx6ul deaepaunn Active Directory — TpeByetca Hactpodika Ha WIN-MJ3H1DRESSR ™ | il | x
Pl
Quaomp [ Caeaenna o 3aaaue Bee cepeepei — m] X ¥
Viws cepsepa -
23 CeeseHua o 3aaave Bce cepeepbl U yBeAOMAEHWA
WIN-MJ3H1DRESSR ‘IR ERTY -
Dunemp » - @~ I v
Cocrosrue Hassanwe sagaui Sran Coobwenne Leficrene Yeeaomne

Vwa cepacpa Kaa
Cocronnie  Yeeaounenue

Urobul HacTpowTs Cryx6i deacpaumn Active Directory Ha 3ToM KOMMBIOTEPE, TPEBYETCA BHINGAHTE

AONONHTENEHBIE AEACTEMA.

e, e \

29.05.2017 16:21:52

A~

1623
& PYC
T2 de PO gpso07 A

Pucynok 33 — Hactpoiika posu cepBepa «Ciy:x0b1 penepanuu Active Directory»

B otkpeiBmiemcs «Mactepe HacTpoiiku ciyxk0 denepanmu  Active
Directory» ny»xHo BeIOpaTh «C03/1aTh HOBBIN cepBep (herepanny B HOBOU (epmey

(pucynok 34).

a x

i Mactep HacTpoiikn cyk6 deaspaunm Active Directory

LIENEBOW CEPBEP

Jobpo noxanosats! WIN-MJ3HIDRESER

Jo6po NoXanoears!

Bac npueeTcTEYET MacTep HacTpoiiky cnyxb benepauum Active Directory.
lnA HacTpoiikm TpebyeTca cregyrowee:
* YuetHan sanuce aAMWHKCTpaTopa goMena Active Directory.

* OBwenocTynHbIi foBepeHHLIf CEPTUGUKET ANA NPOSEPKA NOANMHHOCTY CEPEEPa HA 0CHOBE
SSL.

TpebosaHua ana AD FS

BribepuTe oAWK N3 BAPUAHTOE:
®) Co3paTs NepswIii cepeep deAspaUnM B HOBOH depme
() JlobasnTs cepeep GeAspaLMM K CyLeCTEYHOWE depue

Hacrpausaere exog & Office 3657 3asepwure paboty mactepa v BocnonesyiTecs
foakntovenue Azure Active Directory.

Pucynok 34 — Hauano nepBuuHoii HacTpoiiku «AD FS»

< Hasag fanee >
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B cnegyromem quanore Hy»HO BBIOpATh apec 3apaHee HaCTPOSHHOTO «AC-
tive Directory Domain Services».

B crnenyroniem nyHkTe mpeasiaraeTcsi BblOpaTh cepTU(UKAT (KOTOPBIA CO-
3MaeTCs B TpeThell JabopaTtopHOi paboTe) u ums ciayxObl (pucynok 35). Ipu me-

pexojie B KOHEIl HACTPOEK, HY’KHO BBIMOJIHUTH KOH(MUTYPALIUIO U TTepe3arpy3uThCs.

= Mactep HacTpoiky ciyxb depepaumm Active Directory |L|£-
; L P o LIENEBOWA CEPBEP
:"SCTpUV]KS CBOWCTB C;"l‘y’)i(({:‘b\ WIN-SRV00T.example.crg

Aobpo Noxanoeats!

Hojgenio Ds SSL-cepruduxar: WIN-SRV00T.example.arg [-] [

MpocmoTpeTs

VimnopT..

HacTpolika cBOICTB cayx...

BriBOp yueTHOM 3anicK C...

Wma cnyxbel degepaunn: 'WIN-SRV001.example.org =

Bop B LaHHBIX fs
Bbi a3bl AaHH Hanpumep: fs.contoso.com

Orobpaxaemoe MMA Cny*6u

Monesosateny ByayT BUAETL 3TO UMA MPK EXOAE.
Mpumep: Contoso Corporation

Hacrpoureyf; | OTI.IEHE_|

Pucynox 35 — Hacrpoiika CBOKCTB ciy»KObI (penepariu

[Tocne mepe3arpy3ku npoBepsieM HacTpoiiku «Ciryx0bl henepanuu Active Di-

rectory» B koncosiu «PowerShell» komannon «Get-AdfsProperties» (pucynok 36).

PS C:\Users\AauuHucTpatop.WIN-TP1DVT75I04> Get-AdfsProperties

AcceptableIdentifiers g A
AddProxyAuthorizationRules : exists([Type == "http://schemas.microsoft.com/
-1-5-32-544", Issuer A UTHORITY
/authorization/cla , Value 2
c: [Type = ttp://schemas.microsoft. com/
imarysid"”, Issu
~ "AAD AUTHORITY$" ]
=> issue(store="_Proxyd{
: //schemas . microsoft.com/auth
orization/claims/permit"),query="1isProxyTrustManagersid({0})
c:[Type == "http://schemas.microsoft.com/
oxytrustid”, Is
suer =~ "ASELF AUTHORITY$" ]
=> issue(store="_Proxy{
: //schemas . microsoft.com/auth
ermit"),query="1isProxyTrustProvisioned ({0}
ArtifactDbConnection : Da ou \pipe\microsoft##wid\tsql\query;Initial Ca

AuthenticationContextOrder gk a a AML:2.0:ac:classes:Password, urn:oasis:
dpr dTransport, urn:ocasis:names:tc:SAML:2.0:ac:
s:tc:SAML:2.0:ac:classes:X509. ..}

AuditLevel
AutoCertificateRollover
CertificateCriticalThreshold
CertificateDuration
C ificateGenerationThreshold
atePromotionThreshold
CertificateRolloverInterval B
CertificatesharingContainer o =58cc1976-b545-4dad-93ba-aeelb9b83182 ,CN=ADFS ,CN=Microsoft

Pucynok 36 — O0630p xapakrepuctuk «Ciyx0 deneparuu Active Directory» B koHconu
«PowerShell»

[Tocne BceX BBINOJHEHHBIX TANOB, HEOOXOIUMO OTUYHUTATHCS TEpPE] MPEIo-
JaBateseM 3a mpojeianHyio padory. @opmMat otuera mpeacTaBiseT co0oil Buaeo-

3aIIiChb HpOIL@JI&HHOfI pa6OTBI N OTBCT HA YCTBIPC KOHTPOJIbHBIX BOIIPOCHI.
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3AKVIIOYEHUE

B pamkax BbIMycKHON KBalM(UKAIIMOHHOW paboThl ObuT pazpaboTaH J1abo-
pPaTOPHBIN MPAKTUKYM «AYTEHTH(PUKALUS KOPIOPATUBHBIX KJIMEHTOB HAa OCHOBE
ciyx0 denepanun Windows Server 2016».

PeanuszoBansl cienyromuye 3aJaun:

1. TlpoBeneH aHanu3 AUTEPATypbl U HUHTEPHET-UCTOYHUKOB 110 TEME HCCIIe-
JIOBAHMU.

2. CropoekTupoBaHa CTPYKTypa J1a0OpaTOpPHOTO MPAKTHUKymMa B COOTBET-
CTBUHU C paboyeil mporpaMMoOM JUCHUTUIUHBI.

3. PeanusoBan uHTepdeiic 1abopaTOpHOro MpakTUKyMa «AyTEeHTH(HUKA-
IUs1 KOPIOPATHBHBIX KIHWCHTOB Ha OCHOBe ciayx0 (enepaumuu Windows Server
2016».

4. PazpaboTaHbl 1a00paTOPHBIE 3aHIATUS U KOHTPOJIbHBIE 3a/1aHHUS.

3amayn HAXOJATCA MPSMO B J1A0OPATOPHOM MPAKTHUKYME, YTO TMO3BOJISIET
IPOBEPATh 3HAHUA CTYACHTOB 0€3 OTphIBa OT M3yueHUs TeMbl. Ecu CTyleHT He
CMOT PEIIUTH 33/1a4y, TO OH JIETKO MOKET BEPHYTHCS K MOBTOPEHUIO MaTepuara.

[IporpamMma oGecrieunBaeT MOTHOCTHIO YCTOWYMBOE (HYHKIIMOHHPOBAHHE U
HE HapyIllaeT LEJIOCTHOCTh CUCTEMBI, CUICTEMHOI'O peecTpa WM CUCTEMHOIO IPo-
I'PaMMHOT'0 0O€CTeUeHHUs.

Wurepdetic mporpaMmbl peICTaBIeH B BUIE OKHa, B opmare «Adobe PDF».

Co3znannblil 1a00paTOPHBIN NPAKTUKYM HE SIBJISETCS MOCTOSIHHBIM, IIOTOMY
9T0 MH(OpPMALKA O JaHHOW TeMe OOHOBISETCS W €ro MPUAETCS JOMOJHATH HO-
BOM, 0OHOBJICHHOU MH(pOpMaLIUEH.

Pa3zpaboTanusiil npakTuKyM OyneT ucnoib30BaThest B Poccuiickom rocynap-
CTBEHHOM MPO(ECCHOHATBHO-TIEIarOTHIECKOM YHUBEPCHUTETE CTYACHTAMHU TPETh-
ero Kypca npodunmsanuu «KoMnboTepHble TEXHOIOTUN.

Llenp BBIMTYCKHON KBaTM(PUKAIMOHHON pabOThl JOCTUTHYTA, MOCTABICHHBIC

3a4a4M BbBIITOJIHCHBI.
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IPUJIOKEHHUE

MunucrepcTBo 00pa3oBanus U Hayku Poccuiickoit ®@enepanun
DenepaibHOE TOCYAAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOE YUpeKAeHne
BbICILIET0 00pa30BaHus
«Poccuiickuil rocyaapcTBeHHbIH NPo¢ecCHOHATBHO-TIEAATOrNYeCKHIl YHUBEPCUTET»
WNHCeTuTyT MHXXEHEPHO-TIEAarornyeckoro 00pa3oBaHus
Kagenpa nadopMaimoHHbIX CUCTEM U TEXHOJIOTUH
Hanpasnenue 44.03.04 I[Mpodeccrnonanbaoe 00ydeHue (110 OTPACIISM)
npoduib «MHpopMaTHKA U BBIYUCIUTEIbHAS TEXHUKAY
npodunmzanus « KoMImproTepHbIe TEXHOIOTHN

YTBEPXIAIO
3aBenyroumii kadenpoit
H. C. ToncroBa

« » 2017 r.

3AJJAHHUE
Ha BbINOJIHEHNE BBINYCKHOM KBAJIH(UKANMOHHOH padoThl 0akanaBpa

cTyaeHra 5 kypca, rpynmnsl 3KT-512 Kozak Aprema Binagumuposuua

1. Tema «AyTeHTH(HKAIHS KOPIIOPATHBHBIX KJIMEHTOB Ha OCHOBE CiTy k0 ¢enepannun Windows
Server 2016»
YTBEPK/ICHA PACIIOPSHKEHUEM I10 HHCTUTYTY OT «__ » 20 .T. Ne

2. PykoBoautens Benkos Cepreii Cepreesud, cT. npenojanareinb kadenp UCuT

3. MecTo npeaaumiIoMHON IPaKTUKH kad. UC ®I'AOY BO PTTIITY

4. Ucxonuble nanubie K BKP:

Munacu  Mapke  «Windows Server 2012 R2. TloysHOE€ pYKOBOACTBO. YCTaHOBKA W
koH(urypupoBanue cepsepa, cet, DNS», Cranex Yunpam P. «Windows Server 2012 R2.
CuopaBouynuk agMuHucrparopay», Kapmanos P.B. «Mexanuzmbl duisTpamuu  DNS-cepsepa
Windows Server 2016x», XXaypos Aptém «O0630p ciyx6 dhenepannu Active Directory Federation
Services».

5. Coneprxanne TexctoBoit uactu BKP (mepedens noaexammx pazpadboTke BOIPOCOB)
- aHaIW3 TUTEePATyPhl U UHTEPHET-HCTOYHUKOB;
- aHanu3 paboueit mporpaMMbl AUCIUTUINHB,
- OIKCaHUe MPEMETHON 00IacTH;
- METOJIMKa MCIIOJIb30BaHMs TJa00paTOPHOTO MPAKTHKYMa,
- cpencTBa pa3pabOTKH J1a00paTOPHOro MPAKTUKYMa,
- CTPYKTypa 1abopaTopHBIX pabOT B MPAKTUKYME.
6. [lepeueHb 1EMOHCTPAIMOHHBIX MATEPHATIOB:
- mpe3eHTaIms, BeinojHeHHas B Microsoft PowerPoint;
- TabOpaTOPHBIN NPAKTHUKYM «AYTEHTH(UKAIMS KOPIOPATUBHBIX KIMEHTOB HA OCHOBE
ciyx6 deneparuu Windows Server 2016x».
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7. KanengapHblii TU1aH BBITIOTHEHUS BBITYCKHOM KBaJIM(UKAITMOHHON pabOTHI

Ne Cpok IIpouent Otmetka
0 /;1 HanmenoBaHue 3Tana TUITIOMHOM PaboThI BBITIOJIHCHUS | BBITIOJTHEHUS | PYKOBOJHTEIS
JTamna BKP O BBINIOJIHEHHU
1 | Cbop nHpOpMaIyH 1O BEITyCKHOH paboTe U caada 15
3a4eTa 1o NPEIAUIUIOMHON MPaKTHKE
2 | Bemonaenne paboT mo pa3pabaThiBaeMbIM BOIIPO-
caM MX M3JI0’KCHHE B BBIIYCKHOI padoTe:
AHanu3 JuTepaTyphl, MHTEPHET-UCTOYHUKOB U pa- | 15.05.2017 10
Oouell mporpaMMbl AUCHMIUIMHBEL «ONiepalOHHbIE
CHCTEMBD)
OmpenencHue MHCTPYMEHTOB W TexHojormid pea- | 18.05.2017 10
JU3alUU U TPOCKTUPOBAHUE CTPYKTYPHI U MHTEp-
¢etica 1abopaTOPHOTO MPAKTHKYMa
Pa3paboTka 1abopaTopHOTO MpaKTUKyMa 25.05.2017 15
[Toaroroska abopatopHbIx padot mo reme BKP 27.05.2017 20
Hanonnenne nabopaTopHOTo MPaKTUKyMa 27.05.2017 10
3 | Odopmrenue TekctoBoii yactu BKP 5
4 | BplmomHeHHe IEMOHCTPAMOHHBIX MAaTephajoB K 5
BKP
5 | HopmokoHTpoOb 5
6 | ITogroroska moknana k 3amure B I DK 5

8. KoHCcynbTaHTHI TTO pa3jiesiaM BBITYCKHOW KBATH(UKAIIMOHHON PabOTHI

HaumenoBanue
Koncynbrant 3aaHue BbIaN 3aaHue MPUHSIT
paszena
TIOATTHUCH Jara MOANHUCH Jara
MOAMHUCH naTa TIOAIINCH JaTta
TIO/IITUCH arta TIOJIUCH nara
Pykogooumens 3aoanue nonyuun
TOIMKCH nara TOJIHUCH CTYAEHTA naTta

9. BeimyckHas kBanupuUKanoOHHAs padoTa ¥ BCE MaTEepPHAIIbI TPOAHATN3UPOBAHEI.

CuuTaro BO3MOXXHBIM J0mycTuTh Ko3zak A.B. K 3amuTe BeITYCKHON KBaTu(pUKaIMOHHONW paboTh
B FOCYAapCTBEHHOW 3K3aMEHAIIMOHHON KOMHUCCHHU.

PyxoBogurens

noAImrcCh Jlata

10. Homyctute _ Ko3ak A.B. K 3alUTE BBITYCKHON KBATU()UKALMOHHOM pabOThI
(baMuiIns U. 0. CTyAEHTa

B TOCYJJapCTBEHHOM 9K3aMEHAIIMOHHONH KOMUCCUH (IIPOTOKOJI 3aceiaHusl Kadeapbl

OT«  » 20 r., No )

3aBeyromnuii kadenpoit

TO/IMTUCH naTta
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